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Abstract

This thesis advances the formal verification of cryptographic protocol implementa-
tions at the binary level by tackling issues related to low-level programming languages,
multi-language interactions, and microarchitectural side-channel vulnerabilities. We
present CryptoBap, a framework for verifying security properties directly on the ma-
chine code of protocol implementations, supporting both ARMv8 and RISC-V architec-
tures. CryptoBap performs crypto-aware symbolic execution on binary code to ex-
tract high-level models that represent all possible execution paths, handling complex
control-flow constructs like indirect jumps and bounded loops through fully automated
loop summarization. These models are then verified using protocol verification tools
such as ProVerif, Tamarin, CryptoVerif, and DeepSec.

To support verification across systems built frommultiple programming languages,
we introduce a symbolic semantics that unifies languages operating on different atomic
types. This semantics enables the modular composition of labeled transition systems
and uses Dolev-Yao terms as symbolic abstractions of base-level types like bitstrings,
allowing components to interoperate without the need for explicit translation layers.
This approach makes it possible to analyze and verify security properties in complex,
heterogeneous software systems.

We also extend CryptoBap to assess resilience against side-channel attacks by in-
corporating leakage models into the symbolic analysis. This allows us to reason not
only about functional correctness but also about side-channel resistance. Our method-
ology has been applied to a range of case studies, including the Basic Access Control
protocol utilized in e-passports, TinySSH, an implementation of SSH, WireGuard, a
modern VPN protocol, and WhatsApp, the most popular messaging app. Using this
methodology, onWhatsApp Desktop, we identified a privacy attack that allows a side-
channel attacker to learn the victim’s contacts, a post-compromise security violation
by a clone attacker, and functional gaps between its implementation and specification.



Zusammenfassung

In dieser Arbeit widmen wir uns der formalen Verifizierung von Implementierungen
kryptografischer Protokolle auf Binärcode-Ebene. Dabei adressieren wir Herausfor-
derungen im Zusammenhang mit Low-Level-Programmiersprachen, der Interaktion
zwischen Sprachen sowie mikroarchitekturellen Seitenkanalangriffen.

Wir stellen CryptoBap vor – ein Framework zur Verifizierung von Sicherheitsei-
genschaften direkt auf demMaschinencode. CryptoBap unterstützt ARMv8 und RISC-
V. Es führt eine kryptobewusste symbolische Ausführung auf Binärcode-Ebene durch,
um Modelle zu extrahieren, die alle Ausführungspfade abbilden. Dabei werden auch
komplexe Kontrollflusskonstruktewie indirekte Sprünge und begrenzte Schleifen durch
eine vollständig automatisierte Schleifenzusammenfassung behandelt. Diese Modelle
werden anschließend mit ProVerif, Tamarin, CryptoVerif und DeepSec überprüft.

Um die Verifizierung über Systeme hinweg zu ermöglichen, die aus mehreren Spra-
chen bestehen, führen wir eine symbolische Semantik ein, die Sprachen vereinheit-
licht, die auf unterschiedlichen atomaren Typen operieren. Sie ermöglicht die modu-
lare Zusammensetzung von beschrifteten Übergangssystemen und verwendet Dolev-
Yao-Terme als symbolische Abstraktionen von Basistypen wie Bitstrings. So können
Komponenten ohne Übersetzungsschichten zusammenarbeiten, was die Analyse und
Verifizierung in heterogene Softwaresysteme erlaubt.

Zur Bewertung der Widerstandsfähigkeit gegen Seitenkanalangriffe erweitern wir
CryptoBap um Leckagemodelle, die in die symbolische Analyse integriert werden.
Damit können wir sowohl funktionale Korrektheit als auch Resistenz gegenüber Sei-
tenkanalangriffen bewerten.

Unsere Methodik haben wir auf mehrere Fallstudien angewandt: das Basic Access
Control-Protokoll in elektronischen Reisepässen, TinySSH (eine SSH-Implementierung),
WireGuard (einmodernes VPN-Protokoll) undWhatsApp. Dabei habenwir beiWhats-
App Desktop einen Datenschutzangriff identifiziert, bei dem ein Seitenkanalangreifer
die Kontakte des Opfers ausspähen kann. Außerdem fanden wir eine Sicherheitsver-
letzung nach einer Kompromittierung durch einen Klonangriff sowie funktionale Dis-
krepanzen zwischen Implementierung und Spezifikation.
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Chapter 1

c

Introduction

Cryptographic protocols form the backbone of modern digital security, protecting sen-
sitive data across online interactions. They are a vital part of end-user security on the
Internet. Yet their design and implementation remain prone to subtle and sometimes
catastrophic errors—both at the specification level (e.g., the POODLE attack on SSL
version 3.0, which exploited predictable padding in CBC-mode encryption [49]) and at
the implementation level (e.g., Heartbleed, CVE-2014-0160).

Formal methods provide a systematic and rigorous foundation for detecting such
vulnerabilities and, in some cases, proving their absence entirely. Protocol verifica-
tion provides guarantees about privacy and authenticity by analyzing abstract models
of communication between agents, typically under symbolic attacker models such as
Dolev-Yao [74]. Program verification, in contrast, reasons about concrete implemen-
tations, providing functional and confidentiality guarantees under a more powerful
attacker model unconstrained by symbolic assumptions. Several works have adopted
features from one domain in the other but this comes at the cost of complex, inflexible
executionmodels and high development cost. Composing these techniques bridges the
gap between tools and verification technologies, allowing them to continue evolving
independently.

Recent efforts have made substantial progress in verifying both abstract protocol
specifications and high-level implementations written in languages like C or F# [9,
8, 59, 85, 18, 40]. Still, a significant verification gap remains between the correctness
proofs developed at these higher levels and the object code that ultimately runs on
hardware. Program behavior at the source level can diverge from its compiled be-
havior, particularly when aggressive compiler optimizations introduce subtle trans-
formations [177]. These may eliminate critical checks—such as those for integer over-
flow [171] or null pointers [177]—or even remove security-critical operations like se-
cret scrubbing [156]. In some cases, constant-time code can be transformed into non-
constant-time binaries, introducing timing side channels [158]. Fig.1.1 illustrates one
such instance, where GCC ARM V11.2.1 removes a memset intended to erase a secret
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Section 1.0. 2

key from memory. Even formally verified compilers like CompCert [112] do not fully
address these issues, as verifying all the optimization passes typically used in practice
remains out of reach.

Beyond compiler-induced vulnerabilities, equally critical risks arise in protocol ses-
sion management, where stateful behaviors at the binary implementation level can
leak sensitive information. Cryptographic protocols depend on cryptographic prim-
itives that are carefully designed to withstand side channel attacks, and verification
efforts have traditionally concentrated on these core components. However, protocols
encompass more than just cryptographic operations. Keys must be stored, retrieved,
and managed across different layers of the protocol, where processes like session initi-
ation, device synchronization, and periodic rekeying occur. These higher-level opera-
tions can unintentionally leak sensitive information and introduce vulnerabilities that
current protocol analysis cannot capture.

Considering low-level implementation for protocol analysis also offers an oppor-
tunity to go beyond functional correctness and detect attacks that result from interac-
tions with the hardware. Notably, side-channel attacks can exploit hardware-induced
behaviors—such as timing variations or memory access patterns—to extract sensitive
information. While traditional side-channel detection tools exist, they primarily tar-
get cryptographic primitives or isolated library code, often missing protocol-level pat-
terns that amplify leakage. For example, error handling, session establishment order,
or memory access during key derivation can all introduce exploitable side-channel
signals. Yet no existing work integrates this level of analysis into complete protocol
verification.

Sessionmanagement highlights this gap particularly well. Securemessaging proto-
cols such as Signal’s Sesame [68] or the Messaging Layer Security (MLS) protocol [24]
manage complex state across multiple devices. Operations like session key initializa-
tion, synchronization, and handling multi-device states are critical for security, but
they can reveal exploitable patterns through their side effects. Post-compromise secu-
rity mechanisms—such as periodic key updates and healing processes—are similarly
vulnerable. Although these mechanisms are designed to restore confidentiality after
compromise, their real-world implementations may still expose subtle leaks during
rekeying or state transitions.

In a nutshell, limiting security analysis to cryptographic libraries overlooks the
complex interactions that occur in protocol and session management. To fully under-
stand the risks facing modern secure messaging systems, side-channel analysis must
extend beyond primitives to the full protocol flow, including binary-level implemen-
tations. Only through this approach can we effectively address the overlooked yet
critical vulnerabilities introduced during real-world protocol execution.

Adding to this complexity is the fact that real-world systems rarely consist of a sin-
gle programming language. Especially in complex systems like network protocols and
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Figure 1.1: An example of how compilers can invalidate code for secret scrubbing

operating systems, where components written in different languages must commu-
nicate seamlessly. At a minimum, the analysis of network protocol implementations
consist of (a) a party written in a real programming language, (b) their communication
partner(s) operating according to a specification and modeled abstractly, such as in the
applied pi calculus, and (c) an attacker, which is underspecified but typically limited
by some threat model, like the Dolev-Yao (DY) model or the cryptographic model of a
time-bounded probabilistic Turing machine. As protocol properties extend over mul-
tiple parties in the presence of an attacker, an implementation-level analysis needs to
reason about these types of components and their interactions.

Traditional approaches in program verification and system analysis often fall short
in these multi-language environments, as they typically assume a homogeneous lan-
guage framework. This assumption overlooks the challenges presented by the inter-
play of different programming languages, each with its unique syntax, semantics, and
operational paradigms. The state of art [17, 161, 13, 12, 150] describes the heteroge-
neous system as a composition of labeled transition systems (LTS). LTS are very flex-
ible; they can abstract any programming language. Hence, the composition of LTS is
the key to capturing cross-language communication, be it at runtime [161] or compile
time [150]. Current composition approaches insist on translating base values that are
truly incompatible, e.g., bitstrings and abstract DY terms. This leads to shortcomings
that we describe in detail in Sec.3.1 and solve in Chapter 3.

In short, the translation approach is:

• Hard to apply due to strong parsing assumptions: For instance, keysmust al-
ways be syntactically distinguishable from bitstrings used elsewhere and network
messages must use known encodings [13, 12]. We can avoid this assumption by
not requiring a ‘universal’ translation a priori, but instead by tracking what the
application actually does. We elaborate on this in Sec.3.1.1 and use example 3.1
to show how we solve this problem.

• Limited in the ability to capture adversarial bit-level reasoning: The trans-
lation approach notoriously struggles with mixed values, for instance, abstract
encryption terms or keys that the implementation manipulates on the bit level.
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In Sec.3.1.2, we further explain this issue and discuss our solutions using exam-
ples 3.2 and 3.3.

• Not truly versatile: The complexity-theoretic computational attacker, e.g., is
not compatible with standard language semantics. We argue the compatibility of
our framework with a computational attacker in Sec.3.1.3.

We solve these shortcomings by forgoing the translation step between different
base types as, e.g., bitstrings and DY terms. The crux is, in our view, that the DY
model is a symbolic abstraction (it is sometimes called the ‘symbolic model of cryp-
tography’ [1]), whereas the translation approach and the other method of composition
treats DY terms as if they were concrete values (e.g., see [13, Sec. 4.2]).

In summary, these observations emphasize a hierarchy of challenges in verifying
cryptographic protocols. The primary challenge lies in the absence of a unified verifica-
tion framework that bridges protocol and program-level verification at the binary im-
plementation level, accounting for compiler optimizations and hardware interactions.
Additionally, there are secondary but critical challenges to reason about heterogeneous
multi-language implementations and overcoming the limitations of translation-based
approaches between symbolic and computational models. Together, these challenges
highlight the need for a compositional verification methodology and a binary verifica-
tion framework, which this thesis develops in the following chapters.

The remainder of this introduction outlines our key contributions (Sec. 1.1) and
supporting publications (Sec.1.2), before presenting the structure of this thesis (Sec.1.3).

1.1 Contributions

To address these challenges, our work develops a compositional verification frame-
work that unifies protocol and program reasoning, supports multi-language imple-
mentations, and models low-level execution behaviors, including side channels. This
eliminates the need for trusting compilers and provides a higher assurance about the
security and correctness of protocols.

1.1.1 Parallel Composition for Multi-language Verification

We address the challenge of combining different semantic models by extending paral-
lel asynchronous composition, which merges two independently defined systems—each
communicating with an unspecified external environment—into a single, interacting
system. This technique enables us to reason about multi-component systems, such as
protocol participants and adversaries, in a unified way.
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To enable such composition across heterogeneous systems, we establish general
principles for combining languages that operate on different atomic types. In particu-
lar, we show that the DY model should be composed with a labeled transition system
(LTS) that describes the other components at a compatible level of abstraction—namely,
using symbolic execution semantics.

Symbolic execution models a program’s behavior by executing it with symbolic
inputs, rather than concrete values. These symbolic values—abstract representations
of inputs at the object level—are neither program variables nor meta-variables, but
instead serve as placeholders for unknown but consistent inputs. They allow us to
track how outputs depend on inputs across execution paths, without fixing specific
values.

Crucially, these symbolic values act as a ‘bridge’ between the two semantics, en-
abling communication without the need to translate values from one representation to
another. This provides a clean and uniform way to describe message passing between
the DY model and the symbolic execution model.

Assuming we are given a symbolic execution semantics (which can be derived in
standard ways), we define a structured class of LTS, which we call symbolic LTS, and a
corresponding parallel composition operator. This operator exploits symbolic values to
mediate communication and supports the transfer of logical statements about symbols
between the two systems. It thus forms the semantic foundation for modular, cross-
language verification of protocol implementations.

To summarize, we make the following contributions:

• We propose a framework (Part I) for the parallel asynchronous composition of
components written in different languages with applications for various meth-
ods of analysis, e.g., secure compilation, code-level verification, model extraction
(such as ours), or monitoring.

• Using this framework and additional theorems, we support integrating DY at-
tackers into arbitrary languages. This is necessary to make the end-to-end proof
feasible.

• We discuss three methods of improving symbolic execution engines with DY sup-
port using combined deduction relations (i.e., ⊢12) in Sec.3.3.

• We formalized our framework and proved its soundness and the DY attacker and
library properties in HOL4 [165].

1.1.2 A Binary Analysis Platform for Cryptographic Protocols

We extend HolBA [116] to enable symbolic execution of RISC-V and ARM binaries in
the presence of an arbitrary attacker and trusted cryptographic code. Our symbolic
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execution engine resolves indirect jumps and handles bounded (compile-time) loops
using the summarization technique [163], which we fully automate.

To support formal security verification, we define a sound translation from sym-
bolic execution traces to intermediate models suitable for off-the-shelf protocol veri-
fiers such as ProVerif [45] and CryptoVerif [46]. Additionally, we generate models
in Sapic+ [60], a process calculus that (soundly) compiles to a range of backends in-
cluding Tamarin [126], ProVerif, and DeepSec [61].

Our threat model assumes that the attacker controls a set of functions whose in-
put/output behavior can simulate, for instance, network syscalls or hypercalls in a
parallel VM [70, 100]. The underlying execution platform is trusted to implement the
machine-code semantics correctly and includes a trusted set of cryptographic func-
tions. When exporting to ProVerif, we assume the Dolev-Yao attacker model with
perfect cryptography. We abstract cryptographic primitives as uninterpreted func-
tions and delegate their correctness to separate efforts (e.g., HACL*[179], CompCert +
FCF[35], or synthesis approaches like Fiat-Crypto [81]).

We present CryptoBap, which takes as input:

1. The binary implementation of protocol participants,

2. A symbolic model of cryptographic functions, and

3. A trace property to verify (e.g., mutual authentication or secrecy).

Our verification pipeline starts by transpiling the binary into BIR, HolBA’s internal
language, using a formally verified transpiler that preserves machine-code semantics.
However, the original BIR language lacks constructs for protocol reasoning, such as
network I/O and randomness. We address this by extending BIR to support protocol-
specific behaviors (see Sec.5.1).

We then symbolically execute the BIR code to (a) build an execution tree capturing
all paths, (b) instrument the code with trace events for observable actions, and (c)
extract high-level models suitable for protocol analysis. This process yields two forms
of symbolic models:

• IML (see Sec.4.2,Sec.5.3.1), which we pass to Csec-modex[6] and convert into the
input languages of ProVerif and CryptoVerif;

• Sapic+, an extended version of Sapic [106], targeting Tamarin, DeepSec, and
ProVerif (see Sec.4.3 and Sec.5.3.2).

To ensure the faithfulness of translation to IML, we define a mixed execution se-
mantics that allows protocol participants from different abstraction layers (e.g., binary
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code and symbolic models) to run and interact concurrently. This semantics also elim-
inates the need for concurrency handling in symbolic execution itself.

Moreover, we instantiate the general verification framework described in Part I to
demonstrate the end-to-end correctness of our toolchain for extracting Sapic+ models
from low-level protocol implementations. In the symbolic setting, our framework en-
ables fullymechanized security proofs. Unlike the computational setting, which suffers
from limited automation and the lack of compositionality, our symbolic methodology
scales more effectively to real-world implementations.

Using CryptoBap, implementation-level flaws—such as stack-based buffer over-
flows (e.g., in Sami FTP Server 2.0.1)—are detected during symbolic execution and
protocol-level flaws—such as the triple-handshake attack on TLS [39]—are identified
by the protocol verifiers. Our soundness results guarantee that both kinds of vulnera-
bilities are captured accurately.

To summarize:

• We present CryptoBap to automate the verification of cryptographic protocols’
binary. Our framework explores all execution paths of protocols, resolves indirect
jumps, and handles (compile-time) bounded loops automatically.

• We extend the vanilla symbolic execution engine in HolBA to automate themodel
extraction of cryptographic protocols. The way we extend the engine is signifi-
cant. While HolBA’s vanilla symbolic execution considers the program a holistic
entity and thus basically encodes the semantics of the language (BIR), our se-
mantics regards only a part of the whole program and abstracts cryptographic
libraries, attacker calls, and random number generation.

• We formally verify the soundness of our approach and show that verified prop-
erties can be transferred back to the binary of analyzed protocols.

• To evaluate CryptoBap, we have successfully verifiedmultiple case studies, rang-
ing from toy examples, e.g., CSur, to TinySSH and WireGuard.

1.1.3 Side-Channel Analysis of Protocols Implementations

We present a methodology for analyzing cryptographic protocol implementations at
the binary level, addressing both functional correctness and side-channel resilience.
Our work extends CryptoBap by integrating observationmodels [136, 54] (a.k.a., leak-
age contracts [89]) that enable automated analysis of real-world protocols against side-
channel attacks.

Building on CryptoBap’s core methodology—transpiling binaries into an interme-
diate representation for symbolic execution and model extraction—we introduce the
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Figure 1.2: Organization of our approach for cryptographic protocols side-channel analysis.

first integration of side-channel analysis into the protocol verifier DeepSec, thus en-
abling holistic security evaluation of cryptographic protocols.

Unlike prior work that focuses on source code or assumes high-level models, our
methodology applies directly to real-world binaries, requiring neither source code nor
formal protocol specifications. We explicitly model protocol-level side channels—such
as those caused by control-flow divergences during key exchange or variations in er-
ror handling—that can undermine cryptographic guarantees even when cryptographic
primitives are implemented correctly.

To address the inherent scalability challenges of binary analysis, we combine sym-
bolic execution with optimizations such as live-variable analysis [95] and abstraction
of semantically irrelevant details. This enables efficient reasoning over protocols with
complex state transitions and interactions.

As Fig.1.2 illustrates, our approach begins with reverse-engineering the executable
binaries using Ghidra [71], after which we transpile the resulting assembly code into
BIR using the HolBA framework. We then annotate the BIR program with attacker
observations and symbolically execute it to explore all execution paths. We simplify
and translate the resulting symbolic execution tree into a formal model in Sapic+ cal-
culus, which is then further simplified to improve scalability. Finally, we translate
this model into formats compatible with automatic analysis of side-channel resilience
using DeepSec. The selection of verifiers in our analysis depends on the specific prop-
erties we aim to prove. E.g., when considering privacy-preserving properties, the
DeepSec toolchain is the most suitable option, while, for other properties, Tamarin
and ProVerif perform better.

As a key case study, we perform the first formal verification of theWhatsAppDesk-
top binary, extracting a faithfulmodel of its sessionmanagement protocol (Sesame) and
double ratchet mechanism. Despite WhatsApp being the most widely used messaging
platform with over 2 billion users [132], its session management implementation has
not been previously modeled or verified. Given its closed-source nature and the prece-
dent of vulnerabilities in similar systems (e.g., EternalBlue, CVE-2017-0144), this lack
of research is concerning.
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Analyzing real-world binaries is a challenging task. The main difficulty lies in iso-
lating protocol logic within large codebases, where such logic typically constitutes
only a small fraction—e.g., about 0.1% in WhatsApp binary. To address this challenge,
we have used Ghidra [71], an open-source reverse-engineering platform, to identify
protocol-related code regions. Ghidra’s features, including disassembly, decompila-
tion, control-flow analysis, and data dependency analysis, were instrumental in select-
ing target regions for our analysis. To systematically identify key components such
as cryptographic operations and network I/O within the disassembled binary, we em-
ploy existing methods similar to those described in [127]. Once these components are
located, we use Ghidra’s data dependency analysis to develop protocol logic on top of
them. Subsequently, using several Ghidra scripts that we have developed, we disas-
semble the targeted code regions for further analysis with our framework.

Our analysis verifies critical security properties—such as forward secrecy and post-
compromise security—and reveals that known clone attacks on Signal [68] also apply to
WhatsApp. This undermines the expected guarantees of the double ratchet protocol as
implemented in practice. Our extraction process reconstructs the protocol logic from
machine code that enables parsing serialization formats, inferring state machines, and
identifying cryptographic primitives.

Beyond functional correctness, we demonstrate how integrating side-channel anal-
ysis at the protocol level enables the discovery of new privacy attacks. Specifically, we
identify a novel vulnerability whereby a malicious co-resident app can leverage hard-
ware side channels to enumerate a victim’s communication partners. By observing
subtle differences in WhatsApp’s session setup—depending on whether the recipient
is a new or known contact—the attacker can infer private communication metadata.
This finding highlights the significance of taking into account hardware leakages dur-
ing protocol analysis, which, so far, wasmainly considered at the level of cryptographic
libraries [58].

Finally, we emphasize the broader implications for the ecosystem. Among the
five most-used messaging platforms—WhatsApp, WeChat/Wexim, Facebook Messen-
ger, Telegram, and Snapchat—only Telegram is fully open source [132]. This reinforces
the importance of binary-level analysis for assessing security in deployed systems.

To summarize, our contributions are as follows:

1. We extend CryptoBap with leakage contracts, enabling protocol analysis that
includes hardware-induced leaks, something prior work had not integrated into
protocol verifiers. This yields the first pipeline that joins protocol model extrac-
tion with side channels analysis.

2. We extract the first formal model of WhatsApp’s implementation using Cryp-
toBap, verify forward secrecy and confirm a post-compromise security break
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against a clone attacker. We also identify implementation–specification gaps in
ratcheting behavior.

3. Applying our methodology to WhatsApp’s session initialization, we discover a
privacy leak: an attacker can distinguish first-time from existing contacts, en-
abling social-graph inference. We also confirm the known unlinkability break in
BAC.

To summarize, our framework supports reasoning about leakage sources such as
timing variations, memory access patterns, and control-flow divergences intrinsic to
protocol logic. By integrating side-channel analysis into the protocol verification pro-
cess, our work establishes a new paradigm for securing cryptographic protocols, with
side-channel resilience a first-class requirement instead of an afterthought.

1.2 Publications

This thesis is based on the following papers, in which I contributed as the main author
to all of them. Among these, [P1] and [P2] are peer-reviewed publications, while [P3]
is currently under review. Papers [P1, P2, P3] were produced through a collaborative
effort involving Hamed Nemati and Robert Künnemann, who engaged in comprehen-
sive discussions, assisted in the evaluation of our results, commented, and contributed
to the writing of our papers.

[P1] Nasrabadi, F., Künnemann, R., and Nemati, H. Cryptobap: a binary analysis
platform for cryptographic protocols. In: Proceedings of the 2023 ACM SIGSAC

Conference on Computer and Communications Security (CCS’23). Association
for Computing Machinery, Copenhagen, Denmark, Aug. 2023, 1362–1376. url:
https://doi.org/10.1145/3576915.3623090.

[P2] Nasrabadi, F., Künnemann, R., and Nemati, H. Symbolic parallel composition
for multi-language protocol verification. In: 2025 IEEE 38th Computer Security

Foundations Symposium (CSF’25). IEEE Computer Society, Los Alamitos, CA,
USA, June 2025, 458–473. url: https://doi.ieeecomputersociety.org/
10.1109/CSF64896.2025.00030.

[P3] Nasrabadi, F., Künnemann, R., and Nemati, H. Automated side-channel analysis
of cryptographic protocol implementations. arXiv preprint (2025). url: https:
//arxiv.org/abs/2511.11385.

Furthermore, the implementation of our contributions, including all source code,
is publicly available at https://github.com/FMSecure/CryptoBAP.

https://doi.org/10.1145/3576915.3623090
https://doi.ieeecomputersociety.org/10.1109/CSF64896.2025.00030
https://doi.ieeecomputersociety.org/10.1109/CSF64896.2025.00030
https://arxiv.org/abs/2511.11385
https://arxiv.org/abs/2511.11385
https://github.com/FMSecure/CryptoBAP
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1.3 Structure of This Thesis

We organize the thesis into two main parts, each beginning with a chapter that in-
troduces the necessary background for the material that follows. The preliminaries
in Part II build on those from Part I, especially the foundational concepts introduced
in Sec.2.3.2 and Sec.2.3.3. After the two core parts, we conclude with Chapter 8, which
surveys related work, and Chapter 9, where we reflect on our results and outline di-
rections for future research.

Part I: Multi-language Symbolic Parallel Composition. The first part of the
thesis is based on our paper [P2], in which we develop a general framework for sym-
bolic composition across multiple languages. We begin with foundational concepts
in Chapter 2, including labeled transition systems, symbolic execution semantics, the
limitations of translation-based approaches, and the attacker and library models in the
Dolev-Yao setting. In response to these limitations, we introduce a novel symbolic par-
allel composition method in Chapter 3, along with formal results on composition and
refinement.

Part II: Binary Analysis of Protocol Implementations. In the second part of
the thesis, we present the development of the CryptoBap framework, first introduced
in our paper [P1] and later extended in our work [P3] to incorporate observation mod-
els. CryptoBap is a binary analysis framework that enables the verification of crypto-
graphic protocols directly at the machine-code level, thereby eliminating the need to
trust compilers. We extend the HolBA framework to verify ARMv8 and RISC-V ma-
chine code of cryptographic protocols in Sec.5.1 and Sec.5.2. Next, Sec.5.3 details the
process of extracting formal models from binary code, which are then translated into
representations suitable for automated verification tools, including ProVerif, Cryp-
toVerif, Tamarin, and DeepSec. To validate our approach, we instantiate our gen-
eral composition framework from Part I and prove soundness in both the computa-
tional setting (Sec.6.1) and the symbolic setting (Sec.6.2). Finally, Chapter 7 presents
an evaluation across a range of case studies—from toy examples to real-world sys-
tems—including BAC, TinySSH, WireGuard, and WhatsApp.
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Chapter 2

c

Preliminaries

In this chapter, we start by revisiting the standard definition of labeled transition sys-
tems and the traditional communicating sequential processes (CSP)-style asynchronous
parallel composition, then describe the symbolic execution technique. Finally, we dis-
cuss the protocol verification technique and then define the models for the computa-
tional attacker, DY attacker, and DY library, clarifying the unique roles of each.

2.1 LTS and their Composition

Labeled transition systems (LTS) provides a generic semantic model for capturing the
operational semantics of systems [73, 148]. An LTS consists of a set of configurations
C connected by a transition relation 𝑜−→ ⊆ C×E×C that releases an event 𝑜 ∈ Ewhen
the system moves between configurations, and an initial configuration 𝑐 ∈ C within
that space. Given that a language has a formalized semantics, a program behavior can
typically be described as an LTS. Thus, it is interesting to combine LTS to reason about
heterogeneous systems, wherein some transitions are asynchronous, e.g., programs
are performing internal computations independently, while others are synchronized,
e.g., one program sends a message and the other one receives it.

The communicating sequential processes (CSP)-style [53] asynchronous parallel
composition supports both types of transitions and can be applied to LTS. We prefer
a less descriptive, but shorter name, assuming that modern systems require both syn-
chronous and asynchronous transitions. Transitions are synchronous if both carry the
same event (𝑜 ∈ E1 ∩ E2), and all others are asynchronous. Hence, in a composed
configuration (𝑐1, 𝑐2), we move synchronously to (𝑐′1, 𝑐′2) with event 𝑜 provided both

systems can move (𝑐1
𝑜−→𝑐′1 and 𝑐2

𝑜−→𝑐′2) and otherwise (𝑜 ∉ E1 ∩E2), we move to (𝑐′1, 𝑐2)
or (𝑐1, 𝑐′2) if either of the systems can make a transition.

Synchronizing events can be used to transmit messages [17, 161]. For example,
when combining two systems 𝐴 and 𝑃 with a shared event A2P (𝑚), system 𝐴 can

13
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have a rule that determines𝑚 from its current configuration, whereas 𝑃 has a rule that
non-deterministically accepts A2P (𝑚∗) for any𝑚∗ and incorporates it into the follow-
up configuration. Combining both systems via asynchronous parallel composition, we
obtain synchronous message passing from 𝐴 to 𝑃 .

2.2 Symbolic Execution Technique

Symbolic execution is a program analysis technique that analyzes programs by assign-
ing their inputs to symbolic values instead of concrete ones [20]. It explores all pro-
gram execution paths using symbolic values—introduced at the object level—instead
of concrete ones for inputs. An example is a language with a memory that maps regis-
ters to bitstrings. Its symbolic execution allows the memory to map registers to either
symbols or bitstrings. Starting from an initial symbolic configuration, the execution
explores all possible paths and collects the execution effects in a final symbolic config-
uration for each path. Each symbolic configuration, in addition to amap from variables
to symbolic expressions (i.e., where symbols represent initial configuration variables),
also contains a path condition that is a logical predicate describing what is known
about the symbol. For instance, 𝑟𝐴 = 0x0∨𝑟𝐴 = 0x1 if register 𝑟𝐴 is known to be either
0 or 1 because it passed some condition.

Using an SMT solver, we can identify symbolic paths that may lead to bugs, such as
a division by zero. SMT solvers [78, 72, 63] are tools designed to solve the satisfiability
modulo theories (SMT) problem for a practical subset of inputs, and they generate con-
crete inputs to satisfy symbolic path conditions. This process enables automatic test
case generation and helps detect bugs in mission-critical and security applications. To
combat the path explosion problem, symbolic execution engines make logical deduc-
tions on these predicates to prune paths that are unreachable, e.g., using an SMT solver.
The more powerful the deduction engine, the fewer paths need to be explored, but the
more computationally expensive these deductions are.

We capture these elements—symbols, predicates, and deductions–—by giving our
LTS more structure. Let 𝜏 be the silent transition, then:

Definition 2.1 (Symbolic LTS). A symbolic LTS is an LTS (C̃,E,−→) for which there is
a symbol space E, a predicate space P, and a deduction relation ⊢ ⊆ 2P × P such that:

• C̃ = 2E × 2P × C for some configuration space C and

• For any predicate set Π, predicate 𝜑 , symbols set Σ, and configuration 𝑐 , we have:
Π ⊢ 𝜑 =⇒ (Σ,Π, 𝑐) 𝜏−→(Σ,Π ∪ {𝜑}, 𝑐).

For brevity, we denote such LTS with (E, C,E,−→,P, ⊢).
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The second condition establishes the relation between the logical deduction rela-
tion which is language-specific, and the current predicate set: logical deductions can
be made at any time, and the knowledge we conclude (encoded inside the predicate)
is added to the symbolic configuration. Typically, the configuration space C and event
space E are built on the symbol space E, e.g., in the example above, the symbolic
memory was a function from registers to the union of bitstrings and the set of symbols
Σ ⊆ E. This is only implicit in the mathematical notation, it is, however, explicit in
our HOL4 formalization, where the types of C and E are parametric in the (polymor-
phic) type E. The first element Σ mainly tracks which symbols have been used so far,
increasing monotonically.

Every symbolic LTS, also referred to as a component, must transmit only references
to their messages in the form of symbols to other components. Symbols relate to the
values that are transmitted like a variable 𝑛 relates to the set of integers, i.e., as a
representation. When a value is manipulated, the relation between the original and
the changed value, each represented by a different symbol, is itself represented with
a predicate connecting the two symbols. Consequently, a symbol always signifies the
same value (in a run), and the predicates associatedwith distinct components articulate
the same properties.

2.3 Protocol Verification Technique

The protocol verification technique employs formal methods and modeling to system-
atically identify logical flaws in communication protocols to ensure functional cor-
rectness. It involves creating a formal model of the protocol, typically in applied pi
calculus or multi-set rewrite rules, and employing automated tools to verify security
properties of these models. In the study of protocol verification, two principal attacker
models are widely used: the computational (cryptographic) model [84] and the sym-
bolic or Dolev–Yao (DY) model [74]. The cryptographic model treats the adversary as
an arbitrary probabilistic program that operates within polynomial time relative to the
security parameter, such as the key length. This restriction is essential, as without it,
an attacker could simply guess keys through exhaustive search. Within this model,
cryptographic primitives are defined by their computational hardness, and proofs rely
on assumptions, such as the infeasibility of forging digital signatures.

By contrast, the DY model adopts an abstract, symbolic perspective in which mes-
sages are treated as terms built from symbols, and keys are idealized as unbreakable.
The attacker’s capabilities are governed by a finite set of deduction rules: for instance,
possessing a key allows one to encrypt or sign messages, but not to perform these ac-
tions without it. While the computational model assumes that “everything is possible
unless explicitly proven infeasible,” the DYmodel enforces the dual principle that “only
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operations permitted by the rules are possible.” This symbolic abstraction makes the
DY model particularly suited for automated reasoning and formal verification, even
though it abstracts away computational hardness assumptions.

2.3.1 Computational Attackers

Within the computational model of cryptography, messages are represented as bit-
strings, and cryptographic primitives are formalized as probabilistic algorithms de-
fined over these bitstrings. Potential adversaries are modeled as probabilistic Turing
machines, thereby capturing the notion of computationally bounded attackers. Since
keys are modeled as bitstrings, any leakage of key material (i.e., partial knowledge
of key bits) effectively reduces the computational complexity of the decryption task,
thereby weakening the overall system security. The notion of computational security
is inherently probabilistic and is defined by bounding the adversary’s maximum suc-
cess probability under explicit constraints on its computational resources. A scheme
is considered secure in this setting if every probabilistic polynomial-time adversary
has only a negligible probability of success, where negligible denotes a function that
decreases asymptotically faster than the inverse of any polynomial in key length. We
utilize this model to show the soundness of one of our methodologies in Part II.

2.3.2 Dolev-Yao Attackers

In Dolev-Yao (DY) model, messages are modeled as terms
1. Constants are taken from

an infinite set of names N , divided into public names Npub (e.g., agent names) and
secret names Npriv (like keys and nonces). We also assume a set of variables V for
values that the DY attacker receives. The set of terms T is then constructed over
names in N , variables in V and applications of function symbols in F on terms. Let
𝑓 ∈ F 𝑛 denote a function symbol with arity 𝑛. For the moment, we consider only two
function symbols, F = {senc, sdec} = F 2. The term senc(𝑚,𝑘) models the symmetric
encryption of another term𝑚 with the key 𝑘 ∈ Npriv. A set of equations 𝐸 ⊂ T × T
provides these terms with a meaning. Let us define 𝐸 = {sdec(senc(𝑥,𝑦), 𝑦) = 𝑥} to
account for the fact that decryption reverses encryption (for the same key). We can
define an equivalence relation =𝐸 as the smallest equivalence relation containing 𝐸
that is closed under the application of function symbols and substitution of variables
by terms. Now, sdec(senc(𝑚,𝑘), 𝑘) =𝐸 𝑚.

The predicate set of the DY attacker has three types of facts: their knowledge of a
term 𝑡 , written as K(𝑡), is derivable from the set of predicates Π

A
seen or derived so

1The DY attacker and the DY library (but not the program) use the same terms. To simplify the
presentation, we typeset them in black italics, as otherwise, they would be RedOrange, sans serif for
the DY attacker and OliveGreen, text italics for the DY library.
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Figure 2.1: The DY attacker’s deduction rules.

far, two terms are considered equivalent 𝑡1 � 𝑡2 according to =𝐸 and a name 𝑛 is fresh
Fr(𝑛). The deduction relation of DY is defined in Fig.2.1 andmostly describes howK(·)
is derived. Fig. 2.1 from top-left to bottom-right presents that (a) the attacker knows
the messages it received and can apply function symbols, (b) if a name is public, the
attacker knows this name, and if a term is known, any equivalent terms are also known,
(c) equivalence modulo 𝐸 translates into an equivalence judgment, and (d) any terms
that correspond to a given symbol are known if the symbol itself is known. 𝑡1 � 𝑡2
and 𝑥 ·↦→ 𝑡 represent =𝐸 and ↦→ (i.e., denotes the mapping of variables to terms) at the
logical level, respectively. With the deduction relation in place, we can now define the
transition relation (Fig.2.2). Besides the symbol set Σ and the predicate set Π

A
, the DY

attacker is stateless, indicated by 𝜖 for the empty state.
A message is received by synchronization with the event P2A(x) emitted by an-

other component. As the DY adversary cannot process the incoming message type
(e.g., bitstrings) directly, we must assume 𝑥 is a symbol. Therefore, we set V = E.
Hence, in P2A, 𝑥 is determined by the environment (e.g., the sending component) and
the attacker record the fact that it is known.

If the predicate set Π
A
witnesses that the symbol 𝑥 from the set Σ represents a

value known to the DY attacker, the attacker can send 𝑥 to another component (A2P).
But not all knowledge predicates within Π

A
are over symbols; encryption terms, for

instance. Hence, the Alias rule can be used to introduce a new symbol, which can
be transmitted. Recall that the Al-Subst rule in Fig.2.1 introduces the required K(·)-
predicate via the deduction relation. The transition rule Ded integrates the deduction
relation. It is simply the minimal rule required to satisfy the condition in Def.2.1.

Fresh names can be drawn by the attacker, but also by other components (see
Fr-L2A in Fig.2.3). Fr-A2L is a synchronous step between the DY attacker and other
components that deals with the first case, where the attacker learns the name, which is
marked as fresh and thus ‘taken’. In the second case, another component, typically the
crypto library of some party, picks a key (or another high-entropy value) that is marked
as fresh. The DY attacker must also mark those names as ‘taken’, hence the other com-
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Figure 2.2: The transition relation rules for Dolev-Yao attacker model.

ponent synchronizes their picking of this value using the synchronous Fr-L2A rule
in Fig.2.3. This synchronization is necessary, as example 2.1 shows.

Example 2.1 (DY communicates with cryptographic library). To generate a random
number, a request needs to be sent to the library (e.g., rng). The library maintains
a record of the generated random numbers within its predicate set (i.e., {Fr(𝑛)}) to
ensure the creation of unique names. The DY attacker has the ability to choose a name
(e.g., 𝑛′) as long as it differs from the choice made by the library for the program (i.e.,
𝑛).
The library’s predicate set is updated using the synchronous Fr-L2A rule in Fig. 2.3
and Fr(𝑛) is added to the predicate set of the attacker by the synchronous Fr-L2A
rule in Fig.2.2 for the library’s initial random number generation. The second update
is performed by the attacker using the synchronous Fr-A2L rule in Fig. 2.2 and the
attacker is not able to pick the library chosen name 𝑛 as Fr(𝑛) exists in the attacker
predicate set Π

A
. Therefore, the attacker chooses a fresh name 𝑛′, and the Fr(𝑛′) is



Section 2.3. Protocol Verification Technique 19

𝑛 ∈ Npriv Fr(𝑛) ∉ Π
L

Π
L

′ = Π
L
∪ {Fr(𝑛)}

Fr-L2A
(Σ,Π

L
, 𝜖)

SFr (𝑛)
−−−−→

L
(Σ,Π

L

′, 𝜖)

𝑛 ∈ Npriv Fr(𝑛) ∉ Π
L

Π
L

′ = Π
L
∪ {Fr(𝑛)}

Fr-A2L
(Σ,Π

L
, 𝜖)

Silent (𝑛)
−−−−−−→

L
(Σ,Π

L

′, 𝜖)

𝑦 ∉ Σ ∀𝑖 ≤ 𝑛 : 𝑥𝑖 ∈ Σ 𝑓 ∈ F 𝑛 Π
L

′ = Π
L
∪ {𝑦 ·↦→ 𝑓 (𝑥1, . . . , 𝑥𝑛)}

FCall
(Σ,Π

L
, 𝜖)

FCall(𝑓 , 𝑥1, . . . , 𝑥𝑛, 𝑦)−−−−−−−−−−−−−−−→
L
(Σ ∪ {𝑦},Π

L

′, 𝜖)

Figure 2.3: The transition relation rules for Dolev-Yao library model.

added into the predicate set of the library by the synchronous Fr-A2L rule in Fig.2.3.

In our examples, solid arrows represent direct communications between compo-
nents, while dashed arrows denote the implicit flow of facts between the DY library
and the DY attacker. Also, each step within the action box of components signifies the
logical predicates added to their predicate sets during execution.

Observe that DY attackers do not pick honestly generated names (e.g., in exam-
ple 2.1) due to the synchronization on freshness facts. The Alias rule (Fig. 2.2) only
generates new symbols, not names (i.e., chooses 𝑥 from the symbol set Σ). Contrast
this with [161], where the syntactic structure of names binds them to protocol roles,
including the attacker, or the follow-up work [13] where names do not need to carry
structure, but a global restriction on traces is applied to ensure uniqueness. In both
cases, this aspect of the DY attacker is thus hard-coded into the (global) trace model,
which we can avoid.

2.3.3 Dolev-Yao Libraries

In addition to the DY attacker, it is necessary to model cryptographic operations. This
involves abstracting a function’s output with a term, such as senc(·, ·) for encryption,
to equip a programming language with DY semantics. One way is to integrate the term
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Table 2.1: Summary of synchronizing events.

Event Purpose Involved components
FCall Library calls Program and Library
SFr Calls to RNG Program, Library and Attacker
A2P, P2A Network communication Program and Attacker
Silent Ensure freshness Library and Attacker

algebra into the predicate space P and mark cryptographic outputs via equalities, e.g.,
a logical predicate saying ‘symbol 𝑧 is equivalent to the DY term senc(𝑥,𝑦)’ (where
𝑥 and 𝑦 can be other symbols). A more generic way to achieve the same effect is by
composing the function calls with a DY library that performs those abstraction steps.
Fig.2.3 shows how the composition can be done, with the FCall applying a function
symbol similar to the App but including the Alias. Like the DY attacker, the DY library
is stateless.

The deduction relation of theDY library is defined via an equivalence relation=𝐸 . In
verification tools like Sapic+, the relation =𝐸 arises as the smallest congruence relation
that is closed under substitutions and contains the set of equations 𝐸 provided by the
user. For the sake of the formalization, =𝐸 is an arbitrary equivalence relation. The
equations 𝐸 used in our case studies are provided in the input files for the protocol
verifiers.

Table 2.1 summarizes the interface to the DY attacker and library from the per-
spective of a protocol component, which could be, for instance, a BIR program, as in
our case studies. FCall, SFr , A2P , and P2A synchronize with the program component,
whereas Silent is internal to the DY Libary and DY Attacker. For instance, if the proto-
col wanted to generate a random number, it would use SFr , which synchronizes with
Fr-L2A in Fig.2.2 and Fig.2.3.



Chapter 3

c

Methodology

In this chapter, we present our framework for the composition of symbolic labeled
transition systems, starting with discussing the limitations of translation methods and
providing several illustrative examples to highlight these limitations better, which we
compensate for by a novel form of parallel composition in a symbolic semantics. Also,
we discuss our framework’s capability to deal with other attackers alongside the DY at-
tacker. Finally, we demonstrate the correctness of our approach and, for each theorem,
provide access to proofs that we mechanized in HOL4.

3.1 Message Passing Limitations

Most recently, translation approach was used to leverage separation logic for the ver-
ification of network systems [161, 13, 12], and earlier to provide sound analyses for
Dalvik bytecode [17]. The DY model is a model of cryptography where the attacker
only makes deductions defined by a set of rules. It has been enormously successful
in verifying security protocols, as it automates the verification procedure [23]. These
rules do not necessarily cover all possible attacks and require additional justification [1,
90]. Typically, the DY attacker and the protocol share an unbounded set of names that
represents keys and other hard-to-guess values. The model ensures the attacker and
protocol always draw fresh names, hence key collisions are impossible. Names and
public values can be combined with free function symbols to terms. E.g., senc(𝑚,𝑘)
is a term that represents an encryption. It is not interpreted further. This so-called
term algebra is complemented by a small set of rules that allows operations beyond
the application of these symbols. E.g., a rule for decryption that says from senc(𝑚,𝑘)
and 𝑘 , the attacker learns𝑚. When parallel composing a DY attacker with a language
where keys and messages are represented as bitstrings, it is necessary to translate DY
terms to bitstrings and vice versa. This, however, has several caveats.

21
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3.1.1 Parsing Assumptions

First, it requires strong and unrealistic parsing assumptions to transform bitstrings
back into terms that have more structure. For instance, keys must always be distin-
guished from bitstrings used elsewhere [12]. When we consider the space of AES keys,
which (in reality) covers all bitstrings of length 128 (or 192 or 256), this requires (arti-
ficial) tagging to distinguish those from other bitstrings of that size, which real-world
implementations do not have and actively avoid for performance. Another issue is the
use of bitstring manipulation for message formatting.

Example 3.1 (Bitstring manipulation). Concatenation is essential in the implemen-
tation of cryptographic protocols. It is associative and, hence, not easy to reason
about automatically; thus, usually, this operation is not part of the DY term algebra.
Consider the example where a message m is concatenated with its length to simplify
parsing. Without further workarounds, the DY attacker can not determine m from
senc(m∥len(m), 𝑘), even if it possesses the encryption key 𝑘 . As we show later, the
DY attacker can derive m from m∥len(m) by employing the deduction combinator
⊢bit

12
in Eq.bit defined in Sec.3.3.3.

The translation approach supports message formatting, of course, otherwise it
would be impractical. It works around this issue by modeling every message format
that is used as a DY function symbol [13, Sec. 3.1]. For full TLS, there are at least 189
message formats [10, Sec. 5.1]. Clever refactoring may reduce this number (formats
can be nested), but this is non-trivial and tedious. Most importantly, we would like our
mechanism to be protocol-agnostic, even if it is tied to a particular set of cryptographic
functions.

In contrast, techniques like DY ∗ and Comparse [37, 170] integrate bit-level and DY
reasoning within the same tool, enabling the analysis of a (protocol-specific) set of
message formats at the bit-level and then performing a DY analysis on abstract types.
This avoids the problem and is discussed in Chapter 8.

3.1.2 Loss of Bit-level Information

Manipulating DY terms in the context of another language’s semantics produces non-
DY bitstrings that cannot be properly represented and translated back into their correct
form. Therefore, these bitstrings become untraceable to their DY origins and an irre-
versible element to the transformation. As a result, translation approaches weaken
the DY attacker in reasoning about the messages altered by a protocol party using a
different language. E.g., say 𝐴 wants to learn 𝑃 ’s secret 𝑠 and can trick 𝑃 into encrypt-
ing 𝑠+0x1 with a known key 𝑘 . The DY attacker receives a bitstring corresponding
to senc(𝑠+0x1, 𝑘), and after decrypting with 𝑘 , has to recognize the transformation



Section 3.2. Symbolic Parallel Composition 23

applied to 𝑠+0x1 (and that it requires subtracting 0x1). Examining the huge num-
ber of possible transformations is out of the question, particularly when considering
Turing-completemachine semantics (e.g., thewrappers in [150]). Typically, as bitstring
addition + does not correspond to the image of a term constructor, such unknown bit-
strings are translated into garbage DY terms [161] or terms we do not know [13, 12]. In
contrast to message formats, this output was unintended. Using examples 3.2 and 3.3,
we explain our solutions to this problem in Sec.3.3.

3.1.3 Not Truly Versatile

The DY model is a symbolic abstraction that is well-accepted in protocol verification,
but not throughout information security. It is useful to be able to replace DY attackers
with computational attackers for flexibility or to validate the DY attacker’s soundness.
This is incompatible or difficult, depending on how the translation approach is real-
ized. In [13, 12], a function translates from terms to bitstrings (i.e., the inverse direction
to parsing discussed above). In the computational model, this relationship is not func-
tional. For instance, a DY term representing a key, i.e., a name, may translate to many
different bitstrings, depending on how they are sampled. Consequently, the computa-
tional attacker in these works is not an attacker in the traditional sense (an arbitrary
probabilistic algorithm limited only in runtime) but the DY attacker inside a function
translating from and to bitstrings.

Fortunately, a long line of work on computational soundness [1] explored require-
ments for such a translation, which must be probabilistic. Alas, known results come
with a long list of requirements, both on programs and cryptographic primitives they
use, that are hard to fulfill. To even formulate these requirements, the target semantics
need to be equipped with a probabilism, non-determinism for communication and a
notion of polynomial runtime in the length of some parameter that governs the key size
and similar parameters. While there are methods to encode all of these, programming
languages are rarely formalized with these features in mind. We can point to Aizat-
ulin’s Ph.D. thesis [7] as a case study for such a semantics and the required technical
machinery.

3.2 Symbolic Parallel Composition

We now define a parallel composition that behaves like CSP-style asynchronous par-
allel composition but has an important twist: it is parametric in a combined deduction

relation, which serves to transfer judgments from one system into the other. In the
follow-up, we show that there are several ways to define this that increases the set of
possible deductions and, thus, the precision of the analysis, while also being compati-
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ble with almost all judgments made in programming languages. From hereon, we will
combine different systems with oftentimes incompatible base types. To make it easier
for the reader to type-check our statements, we will use colors to remark which system
we speak of. Let⇂

𝑖
: 2P1⊎P2 → 2P𝑖 denote the projection to 𝑖 ∈ {1, 2}. We present this

using a disjoint union (⊎) for familiarity and simpler presentation, while we employ a
sum type in our HOL4 formalization. Then:
Definition 3.1 (Symbolic Parallel Composition). Given two symbolic LTS 𝑆𝑖 = (E, C𝑖,E𝑖 ,
−→𝑖,P𝑖, ⊢𝑖), 𝑖 ∈ {1, 2} with identical symbol space E and a combined deduction relation
⊢12⊆ 2(P1⊎P2) × (P1 ⊎ P2), we define their symbolic parallel composition S1 ∥⊢12

S2 as
the symbolic LTS (E, C1 × C2,E1 ∪ E2,−→12

,P1 ⊎ P2, ⊢12), where

• −→12
moves asynchronously, i.e., either (Σ,Π12, c1, c2)

o1−→12
(Σ′,Π′

12
, c′1, c2) or

(Σ,Π12, c1, c2)
o2−→12

(Σ′,Π′
12
, c1, c

′
2
), if, for 𝑖 ∈ {1, 2}, we can move with 𝑜𝑖 ∈ E𝑖 \

(E1 ∩E2), i.e., (Σ, (Π12 ⇂𝑖
), 𝑐𝑖)

𝑜𝑖−→𝑖 (Σ′, (Π′
12
⇂
𝑖
), 𝑐′𝑖 ), keeping the complement’s pred-

icate set untouched Π12 ⇂𝑖
= Π′

12
⇂
𝑖
, where 𝑖 ∈ {1, 2} with 𝑖 ≠ 𝑖 , or

• −→12
moves synchronously, i.e. (Σ,Π12, c1,c2)

𝑜−→12
(Σ′,Π′

12
, c′1, c

′
2
), if, for 𝑖 ∈ {1, 2},

(Σ, (Π12 ⇂𝑖
), 𝑐𝑖)

𝑜−→𝑖 (Σ′𝑖, (Π′
12
⇂
𝑖
), 𝑐′𝑖 ), 𝑜 ∈ E1 ∩ E2, and Σ′ = Σ′

1 ∪ Σ
′
2
.

• From the second condition of Def.2.1 we have:
Π12 ⊢12 𝜑12 =⇒ (Σ,Π12, c1, c2)

𝜏−→12
(Σ,Π12 ∪ {𝜑12}, c1, c2).

Def. 3.1 preserves fundamental properties of parallel composition like symmetry
and associativity (see Symmetry and Associativity for the mechanized proofs in HOL4).

Note that even if ⊢12 is empty (short: ∥def
=∥∅) the symbolic parallel composition is

different from the classical parallel composition of the corresponding LTS. The sym-
bol set is shared between both symbolic LTS even when they move asynchronously.
Typically, symbolic LTS uses the symbol set to ensure that new symbols are fresh; as
we use symbols for communication, we want to ensure they are globally fresh.

Moreover, if ⊢12 is not empty, it allows deriving judgments in one system from
judgments in the other system. Of course, we want to avoid this relation to be overly
tied to one or the other system. Before we discuss how to do that, we will showcase
how the DY model is represented as a symbolic LTS. This provides us with concrete
examples to illustrate how ⊢12 can overcome the issues from Sec.3.1 (cf. examples 3.2
and 3.3 for their solutions).

3.3 Deduction Combiners

Symbolic parallel composition’s strength lies in its ability to transfer judgments be-
tween systems. There is a trade-off between precision and generality. We discuss
some useful combiners from the most general to the most precise.

https://github.com/FMSecure/CryptoBAP/tree/Thesis/HolBA/src/tools/parallelcomposition/generaldeduction/derived_rules_generaldeductionScript.sml#L254
https://github.com/FMSecure/CryptoBAP/tree/Thesis/HolBA/src/tools/parallelcomposition/generaldeduction/derived_rules_generaldeductionScript.sml#L386


Section 3.3. Deduction Combiners 25

3.3.1 Generic Over- and Under Approximation

In general, bitstring operations can reveal cryptographic information. example 3.2
shows how to under-approximate or over-approximate the adversaries’ capabilities on
operating with bitstrings.

Example 3.2 (Masked encryption key). In this example, the attacker obtains a
message m encrypted with a fresh key 𝑘 , followed by the key masked with a known
constant 0xdeadbeef. Using the combined deduction relation ⊢

·↦→
𝐿𝐴

(which we will
define it the next section), the mapping 𝑐 ·↦→ senc(𝑚,𝑘) transfers from DY library to
DY attacker. The last message 𝑏 ought to reveal the plaintext m. In the following,
we introduce an over-approximating deduction combiner ⊢⊤12

(Eq. over-approx) that
allows the DY attacker to infer K(𝑘) from K(𝑏) and 𝑏 � 𝑘⊕0xdeadbeef and thus
the plaintext m (from K(𝑐), 𝑐 ·↦→ senc(𝑚,𝑘) and K(𝑘)).

With an empty deduction combiner, the masked bitstring in the second network
message is only accessible via the symbol 𝑏. The DY attacker can perform DY opera-
tions on the symbol 𝑏, but there is no way to access the 𝑘 symbol without reasoning
about the bitstring. Hence the empty deduction combiner under-approximates the ad-
versaries’ capabilities on operating with bitstrings. This is equivalent to the view in
[161, 13, 12], where the concrete attacker is simply a translation function around the
DY attacker. If a bitstring that cannot be parsed is encountered, it can only be ignored.

At the opposite end of the spectrum, Backes et al. [17] aimed for computational
soundness, which entails that all attacks that could be mounted by a Turing machine
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must be captured by the DY attacker. As the Turing machine can reverse the ⊕ op-
eration in the above example, this required an over-approximation where all bitstring
operations were represented in the DY model as transparent function symbols, i.e.,
function symbols whose input parameters are fully accessible.

We can generically represent this over-approximation in our framework, if we have
an equality predicate � in the program’s predicate set and we can identify the set of
symbols that appear on either side, say, using a function named symbols:

Π1 ⊎ Π2 ⊢⊤12 K(𝑧) ⇔ ∃ 𝑥,𝑦. K(𝑥) ∈ Π2 ∧ 𝑥 � 𝑦 ∈ Π1 ∧ 𝑧 ∈ symbols(𝑦)
(over-approx)

This over-approximation can introduce spurious equalities that lead to false attacks.
For example, it is reasonable that a logic for bitstrings can conclude 𝑎 � 𝑎 ⊕ 𝑥 ⊕ 𝑥

for any 𝑎 and 𝑥 . This could easily introduce a spurious dependency between some 𝑎
transmitted to the attacker and an arbitrary symbol 𝑥 .

3.3.2 Sharing Equalities

If we can identify at least one equality predicate in both component’s predicate space,
however, we can find a much more useful middle ground between both extremes (i.e.,
over- and under approximation). Connecting equality judgments in both systems may
allow tracking data flow across system boundaries, while requiring nothing more than
to point out the equality predicates. This task could even be automated by (heuristi-
cally) identifying an equality as a predicate of arity two that is symmetric, reflexive
and transitive.

Let P1 and P2 contain atoms � and � such that symbols can appear on each side of
either of them, i.e., 𝑥 �𝑖 𝑦 ∈ P𝑖 for 𝑖 ∈ {1, 2} and 𝑥,𝑦 ∈ Σ1 = Σ2. Then we can transfer
equalities with the minimal deduction combiner defined by the following statements:

Π1 ⊎ Π2 ⊢eq

12
𝑥 � 𝑧 ⇔ ∃ 𝑦. 𝑥 � 𝑦 ∈ Π1 ∧ 𝑦 � 𝑧 ∈ Π2 (�)

Π1 ⊎ Π2 ⊢eq

12
𝑥 � 𝑧 ⇔ ∃ 𝑦. 𝑥 � 𝑦 ∈ Π1 ∧ 𝑦 � 𝑧 ∈ Π2 (�)

The following example shows how we address the loss of bit-level information dis-
cussed in Sec. 3.1.2, where the DY attacker could not analyze cryptographic secrets
with bit-level modifications. Even though the DY attacker still cannot directly analyze
bitstrings, they can now leverage the program’s analysis by transferring equivalences
through equality combiners (Eq.� and Eq.�). This is essential when the protocol im-
plementation involves packing (i.e., formatting messages so that the other party on the
network can read them) and unpacking (i.e., extracting the message).
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Example 3.3 (Transferable equalities). Equality can easily be transferred to accrue
logical deduction relations. A � predicate can be added to the program’s predicate
set, e.g., similar to what will be discussed in Sec. 6.2.1. In the following procedure
block, the deduction relation ⊢1 is used to deduce 𝑘′′′ � 𝑘′. Given 𝑘′′′�𝑘′ and 𝑘′ � 𝑘 ,
the attacker infers 𝑘′′′ � 𝑘 using Eq.�. Knowledge of 𝑘′′′ is derived from K(𝑘) and
𝑘′′′ � 𝑘 employing the Subst rule in Fig.2.1. Consequently, the attacker learns m by
knowing 𝑘′′′, 𝑐 , and 𝑐 ·↦→ senc(𝑚,𝑘′′′).

3.3.2.1 Sharing Mappings

Similar to equality sharing, we can also define other sharing predicates between com-
ponents that have comparable predicates, for example, mapping. As we know the DY
library and DY attacker and their respective predicate sets, we can use the combined
deduction relation ⊢

·↦→
𝐿𝐴

to share the mapping predicates, as follows:

Π
L
⊎ Π

A
⊢

·↦→
𝐿𝐴

𝑥
·↦→ 𝑡 ⇔ 𝑥

·↦→ 𝑡 ∈ Π
L

Π
L
⊎ Π

A
⊢

·↦→
𝐿𝐴

𝑥
·↦→ 𝑡 ⇔ 𝑥

·↦→ 𝑡 ∈ Π
A

(⊢
·↦→

𝐿𝐴
)

Example 3.4 (Logical truth). Predicates can be shared between components without
explicit communication. Thus, the DY attacker can uncover the message m using
the known key 𝑘 and the mapping 𝑐 ·↦→ senc(𝑚,𝑘), without communicating with the
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library. The steps to acquire the message m are as follows: upon receiving 𝑐 from the
program and obtaining 𝑐 ·↦→ senc(𝑚,𝑘) through ⊢

·↦→
𝐿𝐴
, the attacker uses the Al-Subst

rule to get K(senc(𝑚,𝑘)). Next, the attacker utilizes their knowledge and sdec ∈ F 2

to learn sdec(senc(𝑚,𝑘), 𝑘) using the App rule in Fig. 2.1. Leveraging the relation
=𝐸 detailed in Sec. 2.3.2, along with the Eq and Subst rules (Fig. 2.1), the attacker
obtains the knowledge of𝑚. Without the mapping predicate linking the ciphertext
and encryption term, the attacker would lack the necessary knowledge to apply the
App rule for decryption, leaving the encryption term undisclosed.

example 3.4 shows how the DY library, the attacker, and the program cooperate
when the library generates a ciphertext using an adversarial key. As a nice extra, such
a library allows us to prove a composition property that is convenient when different
programs use multiple libraries (cf. Sec.3.4.1).

3.3.3 Combined Reasoning

Equality sharing can transfer many statements derived from the other component into
the predicate space of the DY attacker, but (a) only those that discuss the relation be-
tween term sent or deduced by the attacker (as only those have symbols), and, (b) only
if the other component has sufficient information to derive an equality judgment.

Coming back to example 3.2, we see that the masking around the encryption key
must be removed to deduce 𝑘 from 𝑏. But as the program does not perform that oper-
ation, the necessary equality (between 𝑘 and the potential result of such an operation)
is not produced. The ability to perform this operation must be described via the K(·)
predicate rather than �. A sound way of doing that would be to enhance the DY at-
tacker with bitstring manipulation via constant values.

Π1 ⊎ Π2 ⊢bit

12
K(𝑥) ⇔ ∃ 𝑦, 𝑐. K(𝑦) ∈ Π2 ∧ 𝑦 � op(𝑥, 𝑐) ∈ Π1 ∧ const 𝑐 ∈ Π1 (bit)
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Figure 3.1: A DY attacker removing bit-level masking using ⊢bit

12
in example 3.1

This combinator depends on the predicate space P1 providing a predicate const 𝑐 that
indicates a constant and needs to explicitly list all binary operators op(𝑥, 𝑐). It thus can-
not be regarded as generic, although these concepts (operators and constants) should
apply to many programming languages. Again recalling example 3.2, we can use ⊢bit

12
to

derive K(𝑘), from K(𝑏), 𝑏 � 𝑘⊕0xdeadbeef and const 0xdeadbeef. Similarly, when
we come back to example 3.1, we can see how ⊢bit

12
helps the DY attacker derive K(m)

in Fig.3.1. As len(m) is a constant and ∥ is an operation applied to m and len(m), the
DY attacker obtains K(m) from K(b), b � m∥len(m) and const len(m). We have now
addressed the issue of parsing assumptions (Sec. 3.1.1) in example 3.1 and the loss of
bit-level information (Sec.3.1.2) in example 3.2.

In summary, the symbolic view on composition improves the accuracy of judgment
in particular when combining with the DY attacker as examples 3.1 to 3.3 witness. This
is hardly surprising, as the translation approach sets up both DY attacker and program
in a concrete execution semantics with concrete (classical) composition, although the
DY attacker is symbolic in nature. By instead lifting the language to the symbolic
level, we turn the composition approach back on its feet and observe—at the level of
the composed system—that we have two methods of deduction at our disposal. What
is surprising, is that we can achieve a significant improvement with relatively simple
deduction combinators. It should be difficult to find logics where one cannot find an
equality predicate. Even a closer integration as sketched in the previous paragraph,
would apply to a large set of programming languages while yielding immediate bene-
fits.
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3.4 Correctness

The correctness of parallel composition (∥ ) is defined in terms of a partially synchro-
nized interleaving (9) of the traces of each component, i.e., a permutation of the union
of trace sets that maintains the relative order of elements within each set. Partially
synchronized interleaving on traces generalizes interleaving composition by requir-
ing certain actions from two or more components to occur in a specific relative order
that signifies synchronization points. Conversely, other actions remain unconstrained
and may be interleaved in any arbitrary manner. This is stronger than trace inclu-
sion, as it implies that all non-synchronizing traces of 𝔗(M) or 𝔗(M) are contained
in 𝔗(M) 9 𝔗(M), where 𝔗(𝑀) is the set of traces produced by an LTS 𝑀 and a trace
𝔱 ∈ 𝔗 is a sequence of events.

Definition 3.2 (Partially Synchronized Interleaving on Traces). For any LTS M and
M, and two sets of traces produced by these LTS, respectively, 𝔗(M) and 𝔗(M), the
Partially Synchronized Interleaving on Traces 𝔗(M) 9 𝔗(M) is the set of all possible
traces T such that:

• T is a permutation of 𝔗(M) ∪ 𝔗(M).

• The relative order of elements in 𝔗(M) and 𝔗(M) are preserved in T :

– For all traces 𝔱 ∈ 𝔗(M) and t ∈ T , 𝑖 , 𝑗 ,𝑚, and 𝑛 such that 0 ≤ 𝑖 < 𝑗 < 𝑚,
there exist 𝑘 and 𝑙 such that 0 ≤ 𝑘 < 𝑙 < 𝑚 + 𝑛, t[𝑘] = 𝔱[i] and t[𝑙] = 𝔱[j].

– For all traces 𝔱 ∈ 𝔗(M) and t ∈ T , 𝑥 , 𝑦,𝑚, and 𝑛 such that 0 ≤ 𝑥 < 𝑦 < 𝑛,
there exist 𝑧 and 𝑑 such that 0 ≤ 𝑧 < 𝑑 < 𝑚+𝑛, t[𝑧] = 𝔱[x] and t[𝑑] = 𝔱[y].

• For all traces 𝔱 ∈ 𝔗(M), 𝔱 ∈ 𝔗(M) and t ∈ T , 𝑖 , 𝑗 ,𝑚, and 𝑛 such that 0 ≤ 𝑖 < 𝑚,
0 ≤ 𝑗 < 𝑛, and 𝔱[i] = 𝔱[j], there exists a 𝑘 such that 0 ≤ 𝑘 < 𝑚 + 𝑛 and
t[𝑘] = 𝔱[i] = 𝔱[j].

Moreover, Def.3.3 defines when adding a predicate can activate a transition in our
system.

Definition 3.3 (Transition Enabling). Given two symbolic LTS𝑆𝑖 = (E, C𝑖,E𝑖,−→𝑖,P𝑖, ⊢𝑖
), 𝑖 ∈ {1, 2}, their symbolic parallel composition S1 ∥⊢12

S2 = (E, C1 × C2,E1 ∪
E2,−→12

,P1 ⊎ P2, ⊢12), a predicate set Π12 ∈ 2(P1⊎P2) and a predicate 𝜑12 ∈ (P1 ⊎ P2),
such that Π12 ⊢12 𝜑12, we say the predicate 𝜑12 enables the transition −→12

if:

• Either (Σ,Π12 ∪ {𝜑12}, c1, c2)
o1−→12

(Σ′,Π′
12
∪ {𝜑12}, c′1, c2) or (Σ,Π12 ∪ {𝜑12}, c1, c2)

o2−→12

(Σ′,Π′
12
∪ {𝜑12}, c1, c

′
2
), and, without adding the predicate 𝜑12, it is not possible to

move with 𝑜𝑖 ∈ E𝑖 \ (E1 ∩E2) for 𝑖 ∈ {1, 2}, i.e., (Σ, (Π12 ⇂𝑖
), 𝑐𝑖) ̸

𝑜𝑖−→𝑖 (Σ′, (Π′
12
⇂
𝑖
), 𝑐′𝑖 ),

keeping the complement’s predicate set untouched Π12 ⇂𝑖
= Π′

12
⇂
𝑖
,
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• Or (Σ,Π12 ∪ {𝜑12}, c1,c2)
𝑜−→12

(Σ′,Π′
12
∪ {𝜑12}, c′1, c′2), and, (Σ, (Π12 ⇂𝑖

), 𝑐𝑖)
𝑜−→𝑖 (Σ′𝑖, (Π′

12
⇂
𝑖

), 𝑐′𝑖 ) is not possible without adding the predicate 𝜑12, for 𝑖 ∈ {1, 2}, 𝑜 ∈ E1 ∩ E2,
and Σ′ = Σ′

1 ∪ Σ
′
2
.

Adding predicates may also disable transitions within the system. The definition
for when adding a predicate disables transitions is similar to Def.3.3 and obtained by
negating logical entailment.

The correctness result covers all events, including synchronizing events for the DY
attacker, the DY library and non-synchronizing events that occur only in the program
we translate. Verification methodology will typically only consider a specific subset.
In our case studies, for instance, the program emits non-synchronizing events when
special functions are reached and the verification tool describes security properties as
trace properties over these events.

We denote the symbolic parallel composition by ∥ ·𝑠 and traditional parallel com-
position for concrete systems by ∥𝑐 . To avoid any ambiguity, we use notation like
𝔱12 ∈ 𝔗12(M ∥ M) to refer to the sequence of events produced by a composite sys-
tem and 𝔗𝑠 to distinguish the set of symbolic semantics traces from the set of concrete
semantics traces 𝔗𝑐 .

Theorem 3.1 (Symbolic Composition Correctness). For any symbolic LTS M and M,

and for any combined deduction relation ⊢12:

1. If all predicates ⊢ena

12
produces may enable additional transitions, but not disable

them, we call ⊢ena

12
enabling and 𝔗𝑠

12
(M ∥⊢

ena

12

𝑠 M) ⊇ 𝔗𝑠 (M) 9 𝔗𝑠 (M).

2. If all predicates ⊢dis

12
produces may disable transitions, but never enable new transi-

tions, we call ⊢dis

12
disabling and 𝔗𝑠

12
(M ∥⊢

dis

12

𝑠 M) ⊆ 𝔗𝑠 (M) 9 𝔗𝑠 (M).

Proof. By induction over the length of the composed trace. The base case is trivial (no
step is taken). The inductive case is proved by a case distinction over synchronous and
asynchronous events. Correctness-Enable and Correctness-Disable mechanize the proof
of Theorem 3.1’s cases in HOL4. □

Theorem 3.1 enables compositional analysis of symbolic systems, as Theorem 3.2
shows. Let refinement (or security) be expressed in terms of trace inclusion. Then,
if component M1 refines M2, written in the same language, and the same holds for
components M1 and M2, then the combined system M1 ∥⊢12

𝑠 M1 refines M2 ∥⊢12

𝑠 M2.

Lemma 3.2 (Symbolic Compositional Trace Inclusion). Let 𝔗𝑠
1, 𝔗

𝑠
2, 𝔗

𝑠
1
, and 𝔗𝑠

2
be

the sets of traces produced by any symbolic LTS M1, M2, M1, and M2. If 𝔗
𝑠
1 ⊆ 𝔗𝑠

2 and

𝔗𝑠
1
⊆ 𝔗𝑠

2
, then:

https://github.com/FMSecure/CryptoBAP/tree/Thesis/HolBA/src/tools/parallelcomposition/generaldeduction/derived_rules_generaldeductionScript.sml#L629
https://github.com/FMSecure/CryptoBAP/tree/Thesis/HolBA/src/tools/parallelcomposition/generaldeduction/derived_rules_generaldeductionScript.sml#L527
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• For the empty combined deduction relation ∅, it holds that 𝔗𝑠
12
(M1 ∥𝑠 M1) ⊆

𝔗𝑠
12
(M2 ∥𝑠 M2).

• For any combined deduction relation ⊢12 ∈ {⊢⊤12
, ⊢eq

12
, ⊢bit

12
} (defined in Sec.3.3), it holds

that 𝔗𝑠
12
(M1 ∥⊢12

𝑠 M1) ⊆ 𝔗𝑠
12
(M2 ∥⊢12

𝑠 M2).

• For any disabling combined deduction relation ⊢dis

12
on the refined system (left) and

any enabling combined deduction relation ⊢ena

12
on the abstract system (right), it

holds that 𝔗𝑠
12
(M1 ∥⊢

dis

12

𝑠 M1) ⊆ 𝔗𝑠
12
(M2 ∥⊢

ena

12

𝑠 M2).

In the following, we instantiate Theorem 3.1 to enable merging and splitting DY
libraries containing the same or distinct function signatures, as protocol parties often
utilize different implementations for cryptographic libraries.

3.4.1 Composing and Decomposing DY Libraries

Protocol parties are often implemented in different languages that potentially incorpo-
rate different implementations of the same cryptographic library. Additionally, each
party may employ additional libraries tailored to their specific needs, which could dif-
fer from those used by others. Therefore, our framework needs to account for both
scenarios in the composition of protocol participants. We use function symbols, which
represent cryptographic operations, to distinguish between the two scenarios where
DY libraries have identical or distinct function symbols. We introduce the following
corollary—and mechanize its proof in HOL4 to enable the composition or decomposi-
tion of DY libraries. See Same-Signature and Distinct-Signatures for the proof of Theo-
rem 3.3.

Corollary 3.3. For all DY libraries DYlibF1 and DYlibF2
, where F1 and F2 can be the

same or distinct function signatures, we have that𝔗𝑠
12
(DYlibF1 ∥𝑠 DYlibF2

) = 𝔗(DYlibF1)9
𝔗(DYlibF2

).

Theorem 3.3 serves not only in the composition but also in the decomposition of
a single DY library. This allows us to break down a DY library, containing function
symbols, into the composition of two DY libraries, each with either the exact same
signature or distinct signatures. Consequently, each protocol participant’s library can
be decomposed into two parts, such as DYlibF ∥𝑠 DYlibF or DYlibF ∥𝑠 DYlibF .

Following this line of reasoning, when composing multiple parties, it becomes pos-
sible to independently compose each part of each participant’s library (i.e., DYlibF ∥𝑠
DYlibF for the common and DYlibF ∥𝑠 DYlibF for the remainder). Now the com-
mon part can be merged into one (DYlibF ). For more details about the application
of Theorem 3.3 in one of our case studies, see Sec.6.2.4.

https://github.com/FMSecure/CryptoBAP/tree/Thesis/HolBA/src/tools/parallelcomposition/deduction/derived_rules_deductionScript.sml#L208
https://github.com/FMSecure/CryptoBAP/tree/Thesis/HolBA/src/tools/parallelcomposition/deduction/derived_rules_deductionScript.sml#L208
https://github.com/FMSecure/CryptoBAP/tree/Thesis/HolBA/src/tools/parallelcomposition/combinededuction/derived_rules_combinedeductionScript.sml#L197
https://github.com/FMSecure/CryptoBAP/tree/Thesis/HolBA/src/tools/parallelcomposition/generaldeduction/derived_rules_generaldeductionScript.sml#L644
https://github.com/FMSecure/CryptoBAP/tree/Thesis/HolBA/src/tools/parallelcomposition/DYLib/derived_rules_DYlibScript.sml#L25
https://github.com/FMSecure/CryptoBAP/tree/Thesis/HolBA/src/tools/parallelcomposition/DYLib/derived_rules_DYlibScript.sml#L63
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3.5 Refinement

While Theorem 3.1 and Theorem 3.2 are used throughout the instantiation of our
framework in Sec. 6.2.3, we need an additional theorem to carry the analysis to the
concrete system semantics. This follows from the fact that both theorems only make
statements about symbolic semantics traces (𝔗𝑠) instead of concrete semantics traces
(𝔗𝑐). We, thus, need to relate the two.

Symbolic execution semantics are usually defined sound using a refinement rela-
tion, which we denote as ⊑. To define it, we have to assume that we have a way to
apply a (component-specific) interpretation function, i.e., a function 𝜄 from symbolic
variables to concrete values (e.g., the function 𝐻 utilized in [115]), to a symbolic trace.
E.g., let apply denote this application, t𝑐 ⊑ t𝑠 ⇔ ∃𝜄. t𝑐 = apply(t𝑠, 𝜄) and likewise for ⊑.
We define how this refinement applies to the composed system. Let ↓

𝑖
: 2E1∪E2 → 2E𝑖

denotes the trace projection to 𝑖 ∈ {1, 2}, then:

Definition 3.4 (Composed System Refinement). Let 𝔱𝑐12
be a concrete composed trace

and 𝔱𝑠12
be a symbolic composed trace, then a refinement relation between these two

traces is 𝔱𝑐12
⊑ 𝔱𝑠12

such that there exist interpretation functions 𝜄1 and 𝜄2 where

• 𝔱𝑐12 ↓1 = apply(𝔱𝑠12
↓1 , 𝜄1)

• 𝔱𝑐12
↓

2
= apply(𝔱𝑠12

↓
2
, 𝜄

2
)

With this notation, we describe how refinement transfers to the composed system.

Theorem 3.4 (Refinement). For any enabling combined deduction relation ⊢ena

12
, any

concrete LTS Mc and Mc, any symbolic LTS Ms and Ms, we have

𝔗𝑐 (Mc) ⊑ 𝔗𝑠 (Ms) 𝔗𝑐 (Mc) ⊑ 𝔗𝑠 (Ms)

𝔗𝑐
12
(Mc ∥𝑐 Mc) ⊑ 𝔗𝑠

12
(Ms ∥

⊢ena

12

𝑠 Ms)

In Theorem 3.4, the enabling deduction relation is to ensure broader coverage of
behaviors during symbolic execution compared to concrete execution.

Proof. From the left-hand side, we apply a concrete variant of Theorem 3.1 (cf. The-
orem 3.5) to describe the composed concrete system via interleaving. From the right-
hand side, we apply Theorem 3.1 (case 1) itself, to obtain a similar interleaving, but
of the composed symbolic system. We then use the refinements ⊑, ⊑, and ⊑ and in-
stantiate the interpretation functions in ⊑ to map the composed traces in the concrete
domain to those in the symbolic domain. See Refinement for proof mechanization in
HOL4. □

https://github.com/FMSecure/CryptoBAP/tree/Thesis/HolBA/src/tools/parallelcomposition/refinement/refinementScript.sml#L63
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We avoid communication between symbolic and concrete components by avoiding
hybrid systems altogether, which is why we need both Theorem 3.2 (for abstraction
within the symbolic domain) and Theorem 3.4 (for abstraction from the concrete to
the symbolic domain).

The reader may wonder if the interpretation function 𝜄, used in the definition of
⊑, would also constitute a translation of the kind we criticized. We criticize the impli-
cation of a translation at the object level, i.e., translation within the system between
concrete programs and symbolic DY attackers in the same system. By contrast, the in-
terpretation function resides at the proof level rather than the object level, and (the
existence of it) is merely a constraint that the symbolic execution is a consistent ab-
straction. Concretely, it can be created on the fly and it is not required to be computable
or consistent across multiple (symbolic) executions.

3.5.1 Concrete World

In the CSP-style parallel composition of concrete labeled transition systems, synchro-
nization and communication enable interaction among sub-components in a composed
system. A correspondence can be established between traces of a composed system us-
ing CSP-style asynchronous parallel composition and the interleaving of traces of each
sub-component.

Theorem 3.5 (Concrete Composition Correctness). For any concrete LTS M and M, we

have 𝔗𝑐
12
(M ∥𝑐 M) = 𝔗𝑐 (M) 9 𝔗𝑐 (M).

Proof. The goal is to show that for all traces of the composition of concrete LTS, there
is an equivalent trace resulting from interleaving the traces of each concrete LTS and
vice versa. We prove the theorem using induction over the length of the composed
traces. Considering no steps were undertaken, the base case is straightforward. For
the inductive case, we utilize case distinction over synchronous and asynchronous
events. □

Theorem 3.5 enables compositional analysis, as evidenced by the following corol-
lary, wherein individual components can be refined while preserving trace inclusion
for the composed system.

Corollary 3.6 (Concrete Compositional Trace Inclusion). For any concrete LTSM1, M2,

M1, and M2, we have

𝔗𝑐 (M1) ⊆ 𝔗𝑐 (M2) 𝔗𝑐 (M1) ⊆ 𝔗𝑐 (M2)
𝔗𝑐

12
(M1 ∥𝑐 M1) ⊆ 𝔗𝑐

12
(M2 ∥𝑐 M2)

Similar results were previously established for CSP-style asynchronous parallel
composition of concrete systems (see, e.g., [157]), but we have formalized and proven
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themon top ofHOL4. Completemechanized proofs are available atConcrete-Composition

and Concrete-Trace-Inclusion.

3.6 Beyond Dolev-Yao Attackers

Besides the DY model, which is used in protocol verification, there are two other at-
tacker models that we want to discuss in the context of this framework. The first is
the unbounded attacker used in programming languages and system-level verification.
This attacker is used in settings where cryptographic primitives are either not used
at all, or where their security guarantees are built into the language semantics [114].
The unbounded attacker can be a program or program context in the same language as
the program under verification, or the trace of inputs that the program interacts with.
In both cases, computational limitations (even decidability) are rarely relevant to the
security argument. The decoupling of the attacker is thus only interesting if the at-
tacker is intended to communicate with multiple other components. In this case, there
is no need for deduction by the unbounded attacker (each of its inputs is arbitrary,
so fresh symbols) but deduction combiners can be useful for components that share
information, e.g., via the attacker.

The second attacker model is the computational attacker, explained in Sec. 2.3.1.
There, we discussed how the translation approach struggles with probabilistic choice,
unless the language provides the means to draw random keys. A naive formulation
of the computational attacker encodes the Turing machine semantics or any other
probabilistic semantics. E.g., when a key is drawn, there are approximately 2n possible
next configurations, with n being the key length, each describing a different value of
this key after sampling. It is clear that such a modeling has little use for verification,
as the configuration space is enormous.

Instead, we can apply our previous argument that a symbolic semantics for the
program ought to be composed with a symbolic semantics for the attacker and library.
Thus, we should find a symbolic representation of the random process producing, e.g.,
a distribution over keys. Bana and Comon propose a model where symbolic rules with
a computational interpretation are individually proven sound, but can be used to rea-
son symbolically [22, 21]. It can be reasoned about interactively with the Sqirrel
prover [19]. We only sketch the idea here and leave a full realization for future work.
As for the DY attacker, the computationally-complete symbolic attacker (CCSA) rep-
resents messages as terms over a set of function symbols and names, however, they
are interpreted w.r.t. a security parameter. A name describes the process of sampling
a random bitstring. A term describes a recursive process of evaluating each function
symbol using some polynomial algorithm and sampling each name as described (but
only once). In contrast to the DY model, where the function symbols define what the

https://github.com/FMSecure/CryptoBAP/tree/Thesis/HolBA/src/tools/parallelcomposition/concrete/interleavingconcreteScript.sml#L245
https://github.com/FMSecure/CryptoBAP/tree/Thesis/HolBA/src/tools/parallelcomposition/concrete/interleavingconcreteScript.sml#L257
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attacker can do (and everything else is disallowed), the CCSA model retains compat-
ibility with the computational model by symbolically formulating what the attacker
cannot do (and everything else is allowed). Consequently, there is no equational the-
ory; equality is evaluated literally on the resulting bitstrings (in the interpretation).
Instead, CCSA features axioms that are proven sound w.r.t. the above mentioned in-
terpretation of terms as probabilistic polynomial-time Turing machines. The CCSA
is thus simpler to define than the DY attacker: it does not retain a predicate set or
an equality predicate. The predicate set, however, is the first-order logic described by
Bana and Comon [22]. Scerri’s decision procedure allows handling a fragment of these
formulas [151], hence there is even potential for automation.
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Chapter 4

c

Preliminaries

In this part of the thesis, we introduce CryptoBap, a binary analysis framework that
extends security protocol verification to machine code, thereby eliminating the need
to trust compilers. CryptoBap extends the HolBA framework to verify ARMv8 and
RISC-V machine code of cryptographic protocols (Sec.4.1). It achieves this by extract-
ing formal models of the protocol under analysis in two distinct modified versions of
the applied pi calculus: one suitable for automated verification with ProVerif and
CryptoVerif, using the Csec-modex toolchain (Sec.4.2), and another for verification
with ProVerif, Tamarin, and DeepSec, using the Sapic+ toolchain (Sec.4.3). Besides
ensuring functional correctness, cryptographic protocols need to be examined for side-
channel leakage. To address this, we introduce side channels and observational models
(Sec.4.4), which provide a foundation for analyzing such leakages. Moreover, we intro-
duce several running examples in Sec.4.5, which will reappear throughout the thesis
to demonstrate how abstract notions map to concrete protocol behaviors.

In this chapter, we present the necessary preliminaries required to understand the
CryptoBap structure and our contributions to this part of the thesis. Readers primarily
interested in binary-level protocol verification may proceed directly to this part; how-
ever, many of the definitions and proof techniques here instantiate the general sym-
bolic parallel composition framework developed in Part I, particularly the handling of
heterogeneous components and deduction combiners introduced in Chapter 3.

4.1 HolBA Framework and BIR

CryptoBap relies on HolBA [116] to transpile the binary of protocols to the BIR1 rep-
resentation. BIR is a simple and architecture-agnostic language used as the internal
language of HolBA and is designed to simplify the binary analysis of programs and

1We depict BIR in RoyalBlue, bold roman, SBIR in Emerald, roman, IML in Plum, typewriter and
Sapic+ in RedOrange, sans serif. Elements common to all languages are typeset in black, italic.

38
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P ∈ prog := block∗

block := (v, stmt∗)
v ∈ Bval := string | int

stmt := halt | jmp(e) | cjmp(e, e, e)
| assign(string, e) | assert(e)

e ∈ Bexp := v | ^u e | e ^b e | var string

| ifthenelse(e, e, e) | load(e, e,int) | store(e,e, e,int)

Figure 4.1: BIR’s syntax

facilitate building analysis tools. HolBA is proof-producing and ensures that the tran-
spilation preserves the semantics of the binary.

Fig.4.1 depicts BIR’s syntax. A BIR program P consists of uniquely labeled blocks,
with each block containing a sequence of statements. Labels correspond to specific
locations in the program and are commonly used as the target for jump instructions.
BIR statements include (a) assign, to assign a BIR expression to a variable, (b) jumps
(i.e., jmp or cjmp), (c) halt, which serves as the termination instruction, and (d) assert,
which evaluates a boolean expression and terminates execution if the assertion fails.
Expressions in BIR include constants, variables, conditionals (i.e. ifthenelse), arith-
metic operations, denoted by ^b for binary and ^u for unary operations, as well as
memory operations such as load and store.

A BIR state (𝜂𝑏, pc) ∈ S𝑏 consists of an environment 𝜂𝑏 : Bvar ↦→ Bval which maps
variables, i.e., registers ri and memory locationsMem, to values and a program counter
pc that holds the label of the executing BIR block. The relation −→ ⊆ S𝑏 × S𝑏 models
the execution of a BIR block. The execution of 𝑛 steps is denoted by −→∗ if 𝑛 ≥ 0 and
−→+ or −→n , if 𝑛 > 0. We write s𝑏

i
→𝑛

Ls
𝑏

j
to restrict the transition from s

𝑏

i
to s

𝑏

j
to the label

set L.
Fig.4.7 presents a BIR snippet for the running example.

4.1.1 Vanilla Symbolic Execution

HolBA provides a proof-producing symbolic execution for BIR [115] which Crypto-
Bap uses in its verification pipeline. This symbolic execution formalizes the symbolic
generalization of BIR (hereafter SBIR) to explore all execution paths of the program.
The symbolic semantics align with concrete semantics, enabling guided execution that
maintains a set of reachable states arising from an initial symbolic state.

HolBA’s symbolic execution allows for verifying functional correctness, but not
(directly) protocol security, as it lacks a suitable attacker model and concurrent behav-
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ior. CryptoBap bridges this gap by extracting formal models of the protocols from
their implementations.

The symbolic semantics is bisimilar to the concrete one and allows guiding the
execution while maintaining a sound set of reachable states from an initial symbolic
state (we call this the symbolic execution structure). To generalize from BIR to SBIR,
symbolic expressions SE are defined that can be interpreted to BIR values Bval via an
interpretation H : SE → Bval. In addition to the symbolic environment 𝜂𝑠 : Bvar ↦→
SE, the SBIR state (Π𝑠, 𝜂𝑠, pc) ∈ S𝑠 also contains a path condition Π𝑠 ∈ SE and a pc that
is kept concrete to obtain a concrete control flow.

Let −→→ : S𝑠 × S𝑠 be the single-step transition relation of SBIR and −→→n (or −→→+)
denote a multi-step symbolic transition. For the HolBA’s vanilla symbolic execution,
Lindner et al. [115] proved that a single SBIR execution step soundly matches a single
BIR execution step, characterized by the following simulation theorem:

Property 1. For all s𝑏
i
, s𝑏

j
,H, s𝑠i s.t. s

𝑏

i
∼H s

𝑠
i , if s

𝑏

i
→s

𝑏

j
then there exist an H′ and s

𝑠
j s.t.

H⊆H′ and s
𝑠
i−→→s

𝑠
j and s

𝑏

j
∼H′ s

𝑠
j .

The simulation relation ∼H asserts the consistency of corresponding BIR and SBIR
states, i.e., their program counters are equal, their environments are equal through the
interpretation H, and the evaluation of Π𝑠 under H results in true. Then the soundness
of the symbolic execution structure for multiple steps corresponds to the extension of
Property 1 to a multi-step simulation theorem.

4.2 Csec-modex Toolchain and IML

Aizatulin et al. [8] proposed an automated technique to verify the security of crypto-
graphic protocols’ C implementation. At a high level, Csec-modex takes as input the
C code of protocol participants together with a template file for the verifier (ProVerif
or CryptoVerif). The toolchain extracts the IML model of the protocol, which is
then converted into the verifier’s input language. The template encodes assumptions
about cryptographic primitives in the implementation, the environment process which
spawns the participants and generates shared cryptographic material, and a query for
the security property that is checked for the implementation.

The intermediate model language, IML, is a version of the applied pi calculus ex-
tended with bitstring manipulation primitives. In Fig. 4.2, BS = {0, 1}∗ is the set of
finite bitstrings, Ops is the set of operations, including cryptographic primitives, and
op(e1, . . . , em) denotes function application. IML expressions are evaluated with re-
spect to an environment 𝜂𝜄 : Ivar ↦→ BS ∪ {⊥} which maps variables to bitstrings or
⊥.

P and Q represent input/output processes. An executing process is the basic unit of
execution in IML and has the form (𝜂𝜄, P), where P is either an input or output process.
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d, e ∈ Iexp := expression
b ∈ BS, x ∈ Ivar bitstrings, variables
op(e1, . . . , em) computation, op ∈ Ops

P, Q ∈ IML := process
0, P|Q nil, parallel composition
!𝑖≤𝑚 P replicating P,𝑚 times
new x : t; P randomness
in(c[e1, . . . , em], x); P input
out(c[e1, . . . , em], e); P output
event(d1, . . . , dm); P event
if e then P [else Q] conditional
let x = e in P assignment
assume e; P assumption

Figure 4.2: A fragment of IML syntax

The input process 0 does nothing. In IML, inputs and outputs are performed using
in and out in which c denotes the channel name and e1, . . . , em indicate the protocol
participants’ identifier. The construct new x : t generates a uniform random number
of type t and event(d1, . . . , dm) is used to raise an event during the execution.

An IML state (𝜂𝜄, P),Q ∈ S𝜄 includes an output process P and a multiset of exe-
cuting input processes Q. The initial configuration of an input process Q is defined
as (∅, out(c, 𝜀); 0), reduce(∅, Q) where reduce represents a function that executes a se-
quence of processes inside Q (e.g., Q = P1; P2; ...) until an input process waiting for a
message from channel c is reached (see the last rule in Fig.4.3).

We have borrowed the semantics of the IML transition relations from [7, p. 23].
Fig.4.3 presents the IML semantics. In this figure truncate cuts messages according to
the provided length and maxlen is the maximum size of the channel. The construct
event(d1, . . . , dm) is used to raise an event ev(b1, . . . , bm) during the execution where
ev is an event symbol and b1, . . . , bm are bitstrings stored for expressions d1, . . . , dm in
the IML environment 𝜂𝜄 . We extend the random number generation rule with an event
fr which represents the creation of a fresh bitstring b. This simplifies stating our in-
variants but is operationally the same. To execute the construct let x = e in P, the
bitstring b stored for the expression e in the IML environment 𝜂𝜄 is fetched. Subse-
quently, the value of the variable x is updated with the bitstring b in the environment
𝜂𝜄 and the construct reduces to P. The construct assume e; P reduces to P only in the
case that the expression e evaluates to true with respect to the IML environment 𝜂𝜄 .
The if e then P else P′ construct reduces to P if the expression e evaluates to true

with respect to the IML environment 𝜂𝜄 , otherwise reduces to P′.
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∀𝑗 ≤𝑚 : ⟦dj⟧𝜂𝜄 = bj ≠ ⊥
Event

(𝜂𝜄, event(d1, . . . , dm); P),Q
ev(b1,...,bm)−−−−−−−−→→→

1
(𝜂𝜄, P),Q

t = fixed𝑛 for some 𝑛 ∈ N |b| = 𝑛
New

(𝜂𝜄, new x : t; P),Q
fr(b)
−−−−→→→ 1

2n
(𝜂𝜄 [x ↦→ b], P),Q

⟦e⟧𝜂𝜄 = b ∈ {BS ∪ {⊥}}
Let

(𝜂𝜄, let x = e in P),Q−→→→
1
(𝜂𝜄 [x ↦→ b], P),Q

⟦e⟧𝜂𝜄 = true
Assume

(𝜂𝜄, assume e; P),Q−→→→
1
(𝜂𝜄, P),Q

⟦e⟧𝜂𝜄 = true
IfTrue

(𝜂𝜄, if e then P else P′),Q−→→→
1
(𝜂𝜄, P),Q

⟦e⟧𝜂𝜄 = false
IfFalse

(𝜂𝜄, if e then P else P′),Q−→→→
1
(𝜂𝜄, P′),Q

⟦e⟧𝜂𝜄 = b ≠ ⊥ b′ = truncate(b,maxlen(c))
∀𝑗 ≤𝑚 : ⟦ej⟧𝜂𝜄 = bj ≠ ⊥ Q′ = reduce({(𝜂𝜄, Q)})

∃!(𝜂′, Q′) ∈ Q : Q′ = in(c[e′1, . . . , e′m], x′); P′ ∧ ∀𝑗 ≤𝑚 : ⟦ej′⟧𝜂′ = bj ≠ ⊥
Out

(𝜂𝜄, out(c[e1, . . . , em], e); Q),Q−→→→
1
(𝜂′[x′ ↦→ b′], P′),Q ⊎ Q′ \ {(𝜂′, Q′)}

Figure 4.3: The semantics of IML [7, p. 23].

We use o𝜄−→→→
p
⊆ S𝜄 × S𝜄 to denote the IML transition relation with the probability p

and the event o𝜄 . The event o𝜄 may be empty, fr(b), or ev(b1, ..., bm). Moreover, an IML

trace is defined as R𝜄 = s
𝜄
1

o𝜄1−→→→
p1
· · ·

o𝜄n−1−−−→→→
pn−1

s
𝜄
n ⊆ R𝜄 (Q).

4.3 Sapic
+

Sapic+ is a dialect of applied pi calculus that provides a language that soundly trans-
lates to Tamarin [126], ProVerif [45] and DeepSec [61]. Sapic+ enhances Sapic [106]
by introducing destructors and let bindings with pattern matching and else branches.
Fig.4.4 presents the Sapic+’s syntax. 0 indicates the nil process, P|Q stands for the par-
allel execution of processes P and Q , and !P denotes the replication of P, enabling an
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⟨P,Q⟩ ::=
0 | !P

| P | Q | P + Q

| new 𝑛; P | lock 𝑠𝑡 ; P

| event 𝑒; P | unlock 𝑠𝑡 ; P

| in(𝑡, 𝑥); P | delete 𝑠𝑡 ; P

| out(𝑡1, 𝑡2); P | insert 𝑠𝑡, 𝑡 ; P

| if 𝜙 then P else Q | lookup 𝑠𝑡 as 𝑥 in P else Q

| let 𝑡1 = 𝑡2 in P else Q

Figure 4.4: The syntax of Sapic+ process calculus.

unbounded number of sessions in protocol runs. Sapic+ contains the non-deterministic
choice operator, denoted as+and introduced in [16]. A process P + Q can either move
as if it were P, or as if it were Q . The new construct creates fresh values, and in and out

receives and sends messages over the channel. The event construct raises events that
security properties can refer to, but otherwise does not change the execution. Theywill
be used to capture event functions. Conditionals are described by first-order formulae
𝜙 over equalities on terms, possibly containing variable quantifiers, as in [106].

Moreover, Sapic+ syntax includes stateful processes thatmanipulate globally shared
states, i.e., some database, register or memory. These shared states can be read using
lookup, deleted by delete, and added to with insert from different parallel threads. Ac-
cess from other threads can be restricted by lock, or the restriction can be removed by
unlock.

The transition relation of Sapic+ is defined by the rules described in Fig.4.5. The
Sapic+ semantics is characterized by a labeled transition relation among process con-
figurations, denoted as (N ,S,P, 𝜎,L ). Here, N represents the set of fresh names
produced by the processes, S is a partial function depicting the functional store, P is
a multiset of ground processes executing concurrently, 𝜎 is a ground substitution rep-
resenting messages sent to the environment, and L is the set of locks currently held.
For a given process P, 𝔗𝑠𝑝 (P) denotes the set of all possible traces generated by process
P. We define a trace 𝔱𝑠𝑝 ∈ 𝔗𝑠𝑝 as a sequence of Sapic+ events such that 𝔱𝑠𝑝 = o

𝑠𝑝

1

. . . o𝑠𝑝

m

.
Sapic+ assumes that protocols only transmit valid messages, as is captured by the

Msg predicate in Fig.4.5. Additionally, postfix notation is used for the substitution 𝜎 ,
which means that 𝑡𝜎 is the term where each variable 𝑥 in the domain of 𝜎 and in 𝑡 is
replaced by 𝜎 (𝑥).

Sapic+ facilitates the analysis of equivalence properties through its backends, specif-
ically DeepSec, a specialized tool designed for this purpose. DeepSec focuses on indis-
tinguishability properties, particularly trace equivalence. It employs a language similar



Section 4.4. Sapic+ 44

Standard operations:

(N ,S,P ∪# {0}, 𝜎,L ) −−→ (N ,S,P, 𝜎,L )
(N ,S,P ∪# {P|Q}, 𝜎,L ) −−→ (N ,S,P ∪# {P,Q}, 𝜎,L )
(N ,S,P ∪# {!P}, 𝜎,L ) −−→ (N ,S,P ∪# {!P, P}, 𝜎,L )
(N ,S,P ∪# {new 𝑛;P}, 𝜎,L ) −−→ (N ∪ {𝑛′},S,P ∪# {P{𝑛 ↦→ 𝑛′}}, 𝜎,L )

if 𝑛′ ∈ Npriv is fresh
(N ,S,P ∪# {if 𝜙 then P else Q}, 𝜎,L ) −−→ (N ,S,P ∪# {P}, 𝜎,L ) if 𝜙 holds
(N ,S,P ∪# {if 𝜙 then P else Q}, 𝜎,L ) −−→ (N ,S,P ∪# {Q}, 𝜎,L ) if 𝜙 does not hold
(N ,S,P ∪# {let 𝑡1 = 𝑡2 in P else Q}, 𝜎,L ) −−→ (N ,S,P ∪# {P𝜏}, 𝜎,L )

if 𝑡1𝜏 =𝐸 𝑡2 and 𝜏 is grounding for 𝑡1
(N ,S,P ∪# {let 𝑡1 = 𝑡2 in P else Q}, 𝜎,L ) −−→ (N ,S,P ∪# {Q}, 𝜎,L ) if for all 𝜏, 𝑡1𝜏 ≠𝐸 𝑡2

(N ,S,P ∪# {event 𝑒;P}, 𝜎,L ) 𝑒−−→ (N ,S,P ∪# {P}, 𝜎,L )
(N ,S,P, 𝜎,L )

K(𝑡 )
−−−→ (N ,S,P, 𝜎,L )

if 𝑡 =𝐸 𝑅𝜎 for some 𝑅 ∈ T (F ,Npub,V)
(N ,S,P ∪# {out(𝑡1, 𝑡2);P, in(𝑡, 𝑥);Q}, 𝜎,L ) −−→ (N ,S,P ∪ {P,Q{𝑥 ↦→ 𝑡2}}, 𝜎,L )

if 𝑡1 =𝐸 𝑡 andMsg(𝑡2)

(N ,S,P ∪# {out(𝑡1, 𝑡2);P}, 𝜎,L )
Out(𝑅),K(𝑡1 )−−−−−−−−−−→ (N ,S,P ∪# {P}, 𝜎 ∪ {att𝑛 ↦→ 𝑡2},L )

if 𝑡1 =𝐸 𝑅𝜎 for some 𝑅 ∈ T (F ,Npub,V)
Msg(𝑡2) and 𝑛 = |𝜎 | + 1

(N ,S,P ∪# {in(𝑡, 𝑥);P}, 𝜎,L )
In(𝑅, 𝑅′ ),K(⟨𝑡, 𝑅′𝜎 ⟩)
−−−−−−−−−−−−−−−→ (N ,S,P ∪# {P{𝑥 ↦→ 𝑅′𝜎}}, 𝜎,L )

if 𝑡 =𝐸 𝑅𝜎 andMsg(𝑅′𝜎)
for some 𝑅, 𝑅′ ∈ T (F ,Npub,V)

Operations on global state:

(N ,S,P ∪# {insert 𝑠𝑡, 𝑡 ; P}, 𝜎,L ) −−→ (N ,S[𝑠𝑡 ↦→ 𝑡],P ∪# {P}, 𝜎,L )
(N ,S,P ∪# {delete 𝑠𝑡 ; P}, 𝜎,L ) −−→ (N ,S[𝑠𝑡 ↦→ ⊥],P ∪# {P}, 𝜎,L )
(N ,S,P ∪# {lookup 𝑠𝑡 as 𝑥 in P else Q}, 𝜎,L ) −−→ (N ,S,P ∪# {P{𝑢/𝑥}}, 𝜎,L )

if S(𝑡) =𝐸 𝑢 is defined and 𝑠𝑡 =𝐸 𝑡

(N ,S,P ∪# {lookup 𝑠𝑡 as 𝑥 in P else Q}, 𝜎,L ) −−→ (N ,S,P ∪# {Q}, 𝜎,L )
if S(𝑡) is undefined for all 𝑡 =𝐸 𝑠𝑡

(N ,S,P ∪# {lock 𝑠𝑡 ; P}, 𝜎,L ) −−→ (N ,S,P ∪# {P}, 𝜎,L ∪ {𝑠𝑡}) if 𝑠𝑡 ∉𝐸 L

(N ,S,P ∪# {unlock 𝑠𝑡 ; P}, 𝜎,L ) −−→ (N ,S,P ∪# {P}, 𝜎,L \ {𝑡 | 𝑡 =𝐸 𝑠𝑡})

Figure 4.5: The operational semantics of Sapic
+
[60, p. 18].

to ProVerif but without the “!” operator for unbounded replication, as it supports only
bounded verification. Unlike ProVerif, DeepSec provides a decision procedure that
guarantees termination, given sufficient resources. As a result, DeepSec can effectively
check trace equivalence in cases where ProVerif fails to terminate, though it requires
bounding the number of replications.
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4.4 Side Channels and Observational Models

Resource sharing is inevitable in computing due to limitations in available resources.
However, if not done carefully, it can introduce unintended information flow chan-
nels, also known as side channels. These channels can potentially be exploited by a
malicious process to exfiltrate secret information from trusted ones.

Attacks that exploit the data and instruction caches are among the most commonly
used side-channel attacks [168, 4, 137, 167]. One widely used technique for extracting
information via caches is known as Prime+Probe [146]. In an instruction-cache attack
using this technique, first, the attacker primes the cache by filling it with their own
instructions. Then, while the victim executes, some of the attacker’s cached instruc-
tions may be evicted. Finally, the attacker probes the cache by measuring access times

to their instructions to detect evictions that reveal the victim’s execution behavior.
The number of attack techniques exploitingmicroarchitectural features, like caches,

to leak secret data continues unabated. Consequently, the study of information flow
analysis techniques to ensure the absence of information leakages due to side chan-
nels is a topic of increasing relevance. A formal model of side channels is essential
for such an analysis. However, explicitly modeling all the intricate features of modern
processors—like cache hierarchies, replacement policies, and memory interactions—is
almost infeasible due to their complexity and becausemany of thesemicroarchitectural
details are not publicly available. To address this challenge, abstract observational mod-

els [136, 54] (a.k.a., leakage contracts [89]) provide an alternative by overapproximating
an attacker’s capabilities.

An observation modelM extends the abstract representations of a processor’s op-
erational semantics by a set of system states 𝑆 , a set of possible attacker observations
𝑂𝑏𝑠 and a labeled transition relation→𝑚⊆ 𝑆×𝑂𝑏𝑠×𝑆 indexed with the executionmode
𝑚 ∈ {𝑟, 𝑡}. When𝑚 = 𝑟 , we mean that the processor executes at the software-visible
ISA level using a sequential transition system, while with𝑚 = 𝑡 , we denote the tran-
sition relation of some target microarchitecture where the information flow may be
affected by optimizations such as out-of-order or speculative execution. Essentially,
observations define which parts of the processor state influence the side channel at
each transition. This enables information flow analysis without requiring us to know
the exact microarchitectural behavior.

The primary property to formalize the absence of microarchitectural leakages due
to side channels is conditional non-interference [88]. Let 𝑠 ∈ 𝑆 be a system state, in-
cluding microarchitectural components like caches, traces : 𝑇 ↦→ 2𝑂𝑏𝑠 be a function to
extract the sequence of observations from a given execution trace 𝜏 ∈ 𝑇 , and 𝑠 ∼M 𝑠′

is the state’s indistinguishability relation w.r.t the modelM. Then we say:

Definition 4.1 (Conditional Non-interference). A system is conditionally non-interferent
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Figure 4.6: The Spectre V1 example instrumented via Mct and Mspec . We marked shadow

observations with ★.

if for all indistinguishable initial states 𝑠 and 𝑠′ (i.e., 𝑠 ∼M 𝑠′), if for every execution

sequence 𝜏𝑟1 = 𝑠
𝑜1−→𝑟 𝑠1 . . .

𝑜𝑛−→𝑟 𝑠𝑛 there exists a corresponding sequence 𝜏𝑟2 = 𝑠′
𝑜 ′1−→𝑟

𝑠′1 . . .
𝑜 ′𝑛−→𝑟 𝑠

′
𝑛 such that traces(𝜏𝑟1) = traces(𝜏𝑟2), then for every execution 𝜏𝑡1 = 𝑠

𝑜1−→𝑡

𝑠1 . . .
𝑜𝑛−→𝑡 𝑠𝑛 , there must also exist a corresponding 𝜏𝑡2 = 𝑠′

𝑜 ′1−→𝑡 𝑠
′
1 . . .

𝑜 ′𝑛−→𝑡 𝑠
′
𝑛 such that

traces(𝜏𝑡1) = traces(𝜏𝑡2).

A common strategy to prevent cache timing side channels in literature is the con-
stant time (CT) policy [26], which requires that memory accesses and control flow
decisions should depend only on public (non-secret) information. In this thesis, the
observational model Mct formalizes this policy and it makes the program counter of
each instruction and the accessed memory addresses observable.

Alas, speculative execution introduces new attack vectors that break the assump-
tions of CT execution. Spectre attacks [102] exploit speculation to leak data through
side channels like caches. These attacks are characterized by a speculation primi-
tive that allows leaking secret during speculative execution. We use the observational
model Mspec proposed by Buiras et al. [54] to observe transient sensitive operations
like memory accesses. They models attacker observations during speculation using
refined (a.k.a., shadow) observations, which enables the attacker to observe sensitive
operations that may happen in mispeculation.

4.4.1 Observation Refinement

Technically, an observation model M groups states into equivalence classes where
states appear indistinguishable. Observation refinement improves this partitioning by
introducing a refined model M′ that further partitions these classes. Essentially, M′

captures additional behavioral variations, particularly those linked to side-channel ef-
fects, that M may overlook. For instance, Fig. 4.6 depicts the Spectre V1 primitive
annotated with attacker’s observation from the Mct model and shadow observation
from theMspec that enable the attacker to observe operation that may execute during
the speculation.

HolBA supports side channel analysis using Scam-V [136], which is embedded in
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// the message is in

// raise event_bad

// raise event_accept

x

Figure 4.7: Running example 1.

HolBA, to annotate the side channel’s observational power in the resulting BIR pro-
gram. Scam-V extends the transpilation process of HolBA to inline observation state-
ments into BIR and annotates the resulting BIR with observations according to the
observational model being analyzed. In our work, we adopt established observational
models from the Scam-V platform (see Sec.5.1.5).

4.5 Running Examples

To support clarity throughout the thesis, we introduce a set of running examples that
are used consistently across different stages of the methodology. These examples serve
to concretize abstract concepts, highlight practical challenges, and illustrate how our
proposed techniques apply in realistic settings.

Running Example 1. Our first running example, Fig.4.7, consists of a client and
a server that use a symmetric-key encryption scheme to communicate securely. This
example shows a weak form of authentication, called aliveness [122]: the server will
accept the connection to the (single) client only if it can successfully decrypt the re-
ceived message using the pre-shared key. First, the client encrypts a message using
the shared key, and sends it to the server. Second, the server receives the encrypted
message at the other end and decrypts it using the same key. Depending on whether
the decryption succeeds or fails, either event_accept, to show acceptance of the con-
nection with the client, or event_badwill be released. Note that function addresses are
chosen randomly and line numbers and 𝑝𝑐𝑖 are addresses of instructions and functions
in the memory.

Running Example 2. We will use the Basic Access Control (BAC) protocol to
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Figure 4.8: Running example 2 (C and assembly).

better explain our side-channel analysis approach. Fig.4.8 illustrates the C implemen-
tation of a function designed to establish secure communication with the e-passport
chip, which we have developed due to the lack of source code. The assembly snippet
in Fig. 4.8 corresponds to the highlighted C code. This function adheres to the Basic
Access Control (BAC) protocol and complies with the International Civil Aviation Or-
ganization standards [82]. The corresponding snippet of simplified assembly code that
we use throughout the thesis to explain our methodology is also presented in Fig.4.8.
BAC employs a three-pass challenge-response protocol that facilitates mutual authen-
tication between e-passports and readers. The e-passport continuously awaits a chal-
lenge from the reader. Upon receiving this challenge, it generates a fresh nonce and
sends it back to the reader. Once the reader receives the nonce from the e-passport, it
creates its own random nonce and encrypts its nonce along with the e-passport nonce
using a pre-shared key 𝑘𝑒 . The reader also creates a Message Authentication Code
(MAC) for the resulting cipher using the 𝑘𝑚 key and transmits both the cipher and its
associated MAC back to the e-passport. Upon receipt of the cipher and the MAC, the
e-passport calculates the MAC of the received cipher and compares it with the trans-
mitted MAC. If the MAC check is successful, the e-passport attempts to decrypt the
cipher. If decryption is successful, it verifies whether the generated nonce is present
within the encrypted message. After completing all verification checks, the e-passport
authenticates the reader and subsequently validates itself to the reader in a similar
manner.

Fig.4.9 is a portion of BIR blocks of the BAC protocol illustrated in Fig.4.8, along
with the corresponding BIR observations, symbolic execution events and extracted
Sapic+ model. 0𝑥200 is the address of the last BIR statement, i.e., halt statement, which
translates to 0. The Sapic+ process will then translate into the DeepSec process, which
closely mirrors what is illustrated here. Jumps (at lines 0, 2, 3, and 4) are the translation
of branch and link instruction used for function calls in ARM, which requires updating
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Figure 4.9: Running example 2 (BIR till Sapic
+
).

the link register 𝑅30. We present this register update in [..] to mean that it is not
relevant to what we intend to present in this example.



Chapter 5

c

Methodologies

The previous chapter established the preliminaries of binary-level protocol analysis
within the HolBA framework and introduced the necessary background on side chan-
nels, observational models, and the Csec-modex toolchain. However, the standard BIR
language lacks the constructs needed to faithfully capture cryptographic protocol be-
haviors, such as secure randomness generation, structured network communication,
and cryptographic operations. In this chapter, we extend BIR with such protocol-
specific semantics, enabling the symbolic execution engine to reason about both func-
tional correctness and security guarantees. Next, we explain howwe have significantly
extended HolBA’s vanilla symbolic execution (Sec. 4.1.1) to handle network commu-
nication, calls to cryptographic primitives and event functions, and random number
generation, which are essential to reason about protocols’ security. Finally, having ex-
tended BIR with protocol-aware constructs and implemented a crypto-aware symbolic
execution engine, we will turn to the task of producing high-level models suitable for
automated protocol verification.

5.1 BIR with Cryptography

BIR, as described in [116], does not support ingredients required to reason about the
security of cryptographic protocols. To resolve these issues, we model random number
generation and abstract network communications and formulate assumptions on state
transformation in certain function calls on top of the existing BIR semantics. Such an
extension preserves the verified properties of BIR and, thus, the soundness of binary
transpilation.

Using the information in the (unstripped) binaries’ header and preprocessing of
lifted programs, we split the address space of BIR into five label sets: L = LN ⊎
LOp ⊎ LA ⊎ LR ⊎ LE . The sets LOp =

⋃
op∈Op, LA , LR , LE correspond to the cryp-

tographic libraries, attacker calls, random number generation, and event functions. Ad-

50
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dresses outside these label sets are classified as normal execution points in LN . More-
over, a specific label set LL ⊂ LN defines loop entry points. For each label set, we
axiomatize the expected behavior of the BIR program by defining a number of as-
sumptions. We also define a specific entry point for each function—denoted by 𝜉 ℓ for
ℓ ∈ {LN , LOp, LA, LR, LE}—and ensure that function calls are done only through the
specified entry points.

In the crypto-aware symbolic execution (cf. Sec. 5.2), these function calls will be
treated as atomic operations. We thus introduce some notation to indicate with an
event whenever a sequence of steps passes via these special functions.

We extend the BIR transition relation with events, a−→ ⊆ S𝑏 × O𝑏 × S𝑏 , where O𝑏 is
the set of observable events plus the silent transition 𝜏 . Then, a multi-step BIR tran-

sition s
𝑏

0

(o𝑏
1
, . . . , o𝑏

m
)

−−−−−−−−→+
s
𝑏

n
exists if s𝑏

0

o𝑏
1−→∗

s
𝑏

1
. . . s𝑏
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o𝑏
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s
𝑏

n
where s

𝑏

i

o𝑏
−→∗

s
𝑏
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if s𝑏

i

𝜏−→∗ o𝑏
−→ 𝜏−→∗

s
𝑏

j
is

reminiscent to the big-step semantics. Also, we use R𝑏 (P, s𝑏
0
) to denote the set of exe-

cution traces of P starting from the initial state s𝑏
0
. Moreover, a sequence of transitions

produces a BIR observation trace 𝔱𝑏 = o𝑏

1
, . . . , o𝑏

m
.

We define ret : S𝑏 → L to obtain the next execution point immediately reachable
after returning from a call. mstore : (Bvar ↦→ Bval)×Bvar×2Bvar×BS×N → (Bvar ↦→
Bval) ×Bval stores bitstrings into the memory in the BIR environment. Given heap ∈
Mem and 𝑙 ∈ {1, 8, 16, 32, 64, 128} and |b| a multiple of 𝑙 that can be encoded in 128 bits,
mstore(𝜂𝑏, heap,Mem, b, 𝑙) stores b in 𝑙-bit chunks, preceded by 𝑙 (encoded as a word)
in the memory Mem ⊆ Bvar, starting from the pointer stored in heap. mstore returns
a new environment and the address of the data within it, as indicated by heap in the
previous environment 𝜂𝑏 . We also introduce notation for reading this bitstring. Let ∥ be
the byte concatenation operator. Then, mload (𝜂𝑏, a) def

=





i=1...𝜂𝑏 (a)

𝜂𝑏 (a + 𝑖) for the given
𝜂𝑏 and the address ‘a’.

CryptoBap supports call-by-value, call-by-reference, and data passing via global
variables (which our case study TinySSH uses, see Sec. 7.2) call conventions. For
brevity, we focus on the call-by-value convention; the others follow a similar pattern.

5.1.1 Random Number Generation

BIR is a deterministic language; as a result, we are unable to draw cryptographic keys
without an external source of randomness that the attacker cannot predict. Thus, we
allocate a memory region RM in the initial state for storing 𝑘 ∈ N random values of
size 𝑙 ∈ N, for the security parameter n = 𝑙 ∗ 𝑤 that is a multiple of some supported
word length 𝑤 . We assume RM is an ordered list of 𝑘 ∗ 𝑙 consecutive addresses. To
track the number of words read from RM, we define a counter rk and store it in the
environment. Given an initial state s

𝑏

0
and a random tape rmk ∈ {0, 1}𝑘∗𝑙∗𝑤 the state

s
𝑏

0
.𝜂𝑏 [RM ↦→ rmk, rk ↦→ 0] is an instance of this initial state. To extract a random
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pc ∈ 𝜉As
pc′ = ret (𝜂𝑏, pc) a = 𝜂𝑏 [r0] e =mload (𝜂𝑏, a)

As

P ⊢ (𝜂𝑏, pc), c[e1, . . . , em]
Out(e, (e1, . . . , em))−−−−−−−−−−−−−−→(𝜂𝑏, pc′), e ::c[e1, . . . , em]

pc ∈ 𝜉Ar
pc′ = ret (𝜂𝑏, pc) (𝜂𝑏′, a) =mstore(𝜂𝑏, heapA,MemA, e′, 128)

Ar

P ⊢ (𝜂𝑏, pc), e′ ::c[e1, . . . , em]
In(e′, (e1, . . . , em))−−−−−−−−−−−−−→(𝜂𝑏′[r0 ↦→ a], pc′), c[e1, . . . , em]

Figure 5.1: The semantics of BIR network communication.

number of size 𝑙 from RM, we define ℜ : (Bvar → Bval) × N → BS which returns a
value from RM yet unread: ℜ(𝜂𝑏, 𝑛) def

= let x = 𝜂𝑏 [rk] in



𝑖=0...𝑙−1𝜂

𝑏 [RM + x + 𝑖] . This
construction is reminiscent of probabilistic Turing machines, only that the random
number generator is finite due to the finite-memory restriction of BIR’s memory.

We call a function from LR with lR ∈ LR one of its entry points an RNG function, if
for any entering state (𝜂𝑏

0
, lR) for whichℜ(𝜂𝑏

0
, 𝑛) is defined, and execution point (𝜂𝑏′′, l)

after returning from RNG, i.e., l = ret (𝜂𝑏
0
, lR), the output register holds the address of

a copy of the random value and rk is updated, i.e., 𝜂𝑏′′ = 𝜂𝑏′[r0 ↦→ a; rk ↦→ 𝜂𝑏
0
[rk] + 𝑙]

with (𝜂𝑏′, a) = mstore(𝜂𝑏
0
, heap,Mem, xi, 128) s.t. xi = ℜ(𝜂𝑏

0
, 𝑛). We denote RNG steps

as (𝜂𝑏
0
, lR)

Fr(xi)−−−−→∗
LR
(𝜂𝑏′′, l), with 𝑖 =

⌊
𝜂𝑏0 [rk]
𝑙

⌋
+1 being a counter for the number of times

the RNG function was called.

5.1.2 Network Communication

Protocols relate events on different participants. Therefore, a setting where multiple
parties run in parallel is essential to analyze protocols’ correctness. Fig.6.3 introduces
a mixed execution, in which BIR programs run in parallel with IML processes. The
latter model protocol participants for which we do not have a BIR implementation,
but also the adversary.

Our BIR programs rely on an IML channel for communication that has the form
c[e1, . . . , em], where e1, . . . , em are expressions which identify communicating parties
and their channel c. To send a message e (𝜉As

in Fig.5.1), we fetch the value of e from
the memory address 𝜂𝑏 [r0], put it on the channel e :: c[e1, . . . , em], and release the
Out(e, (e1, . . . , em)) event.

To receive a message e′ :: c[e1, . . . , em], represented by 𝜉Ar
in Fig. 5.1, we store it

in a buffer that is only accessible to libraries and return (via register r0) the address,
i.e., ‘a’, of the memory region where the message e′ is stored. Passing the address via
r0 is just one way to model the send and receive functions that also accommodates
passing the buffer address by reference. We model these functions according to the
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implementation.

5.1.3 Cryptographic Libraries

We establish a set of concrete assumptions on the way cryptographic libraries oper-
ate. That is, a crypto-library call, like op, computes the correct result, never invokes
another function, and only changes its own memory, i.e., MemOp. We denote library

steps with (𝜂𝑏
0
, lop)

Cr(v)
−−−−→∗

LOp
(𝜂𝑏′′, l), and expect transitions using labels outside LOp do

not change the memory of library calls.
We call Lop ⊆ ⋃

op∈Op the library implementation of op (with arity 𝑚) and lop ∈
𝜉Op one of its entry points, if for any entering state (𝜂𝑏

0
, lop) and the return state

(𝜂𝑏′′, l), the function result v = op(b1, . . . , bm) for bi = mload (𝜂𝑏, ri), 𝑖 ∈ {1, . . . ,𝑚},
is stored in a heap and its address is put into r0 : 𝜂𝑏′′ = 𝜂𝑏′[r0 ↦→ a] where (𝜂𝑏′, a) =

mstore(𝜂𝑏
0
, heapOp,MemOp, v, 128).

5.1.4 Event Functions

Event functions identify specific steps in our program that we want to argue about.
For example, when a protocol ends with the establishment of a key, that key is used
to transmit some data. We want to show that, whenever this step is reached, it is
authenticated, i.e., the purported communication partner has requested the execution
of this step (e.g., f(msg) in Fig. 4.7). What happens in this step is not important for
us, only that it is reached. We hence assume, for simplicity, that such functionality is
replaced by stand-ins we call event functions. These only raise a visible event, but do
not alter the memory. We denote the transition corresponding to an event function
call with (𝜂𝑏

0
,lE)

Ev(b1, . . . , bm)−−−−−−−−−−→∗
LE
(𝜂𝑏

0
,l) where lE ∈ LE is the entry point, bi=mload (𝜂𝑏, ri)

for 𝑖 ∈ {1, . . . ,𝑚} are event parameters, and l ∈ LN .

5.1.5 BIR with Observation Models

To integrate side-channel leakage into our analysis, we instrument BIR programs by
annotating each BIR block with attacker observations, which are expressions that de-
scribe information that may leak through side channels. These observations can be
conditional, meaning they only occur if specific conditions hold in the current state.
Our observation set Obs𝑏 includes:

Obs𝑏 = 𝜏 | Ld(a) | St(a) | Cnd(𝜙, a1, a2) | Pc(a)

Observation Pc(a) exposes the label of the BIR block, which corresponds to the pro-
gram counter, Cnd(𝜙, a1, a2) reveals the outcome of the conditional branch’s condition
and exposes the addresses of each branch, and Ld(a)/St(a) exposes the address operand
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of load/store instructions. All other instructions are considered non-leaking and emit
the empty observation 𝜏 . Depending on the observation models (Mct , Mspec , or any
other), the observations assigned to each BIR block can be either normal or shadow
observations (see section 4.4). For instance, take the last line in fig. 4.6, theMspec obser-
vation annotated to the BIR block of the corresponding assembly code is Ld(x2

★). By
adopting established observational models from the Scam-V platform, we implement
more detailed observations of load and store statements compared to other platforms.
While we simplify the presentation, we preserve the same level of granularity.

Fig.4.9 illustrates a BIR program snippet (first column) and its annotated observa-
tions (second column).

5.2 Crypto-aware Symbolic Execution

Symbolic execution explores all program execution paths using symbolic values— in-
troduced at the object level—instead of concrete ones for inputs. An example is a lan-
guage with a memory that maps registers to bitstrings. We defined the rules for our
symbolic execution in Fig. 5.2. In this figure, range(𝑓 ) returns the image of 𝑓 . For li-
brary calls, we define an oracle L : 𝜉Op × (Bvar ↦→ SE) → SE to compute the result of
the invoked function w.r.t. the current pc and symbolic environment. For the symbolic
execution, we initialize the memory region to store random numbers RM with sym-
bolic values. Thus, ℜ𝑠 signifies the symbolic lifting of ℜ, and RNG generates a fresh
symbolic expression to represent the extracted value.

Similar to BIR transitions, we extend the symbolic transition relation of SBIR with
events, i.e., o𝑠−→→ ⊆ S𝑠 × O𝑠 × S𝑠 , and use R𝑠 (P, s𝑠0) to denote the set of symbolic ex-
ecution traces of P starting at s𝑠0 . Let 𝔱𝑠 ∈ 𝔗𝑠 denote a SBIR observation trace as a
sequence of observations such that 𝔱𝑠 = o𝑠1, . . . , o

𝑠
m . SBIR observations o𝑠 ∈ O𝑠 include

BIR observations on symbolic values or expressions, as well as observations related
to network communication and calls to cryptographic primitives, event functions and
random number generation.

5.2.1 Loops

Loops can naïvely be handled by unrolling. This, however, is inefficient in most cases
and can quickly result in a path explosion. To avoid this, we summarize loops follow-
ing Strejček [163]. The algorithm summarizes the loops’ effect on program variables
and path conditions to compute a necessary condition on the loop’s inputs to reach a
specific execution point in the program. The summary is computed in terms of a tuple
of iterated symbolic state and looping condition. The iterated symbolic state computes
for each variable modified within the loop its symbolic value based on the initial value
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pc ∈ 𝜉E pc′ = ret (Π𝑠, 𝜂𝑠, pc) (d𝑠1, . . . , d𝑠m) ∉ range(𝜂𝑠)
event

P ⊢ (Π𝑠, 𝜂𝑠, pc)
Ev(d𝑠1 , . . . , d𝑠m)−−−−−−−−−−→→(Π𝑠, 𝜂𝑠, pc′)

pc ∈ 𝜉R
pc′ = ret (Π𝑠, 𝜂𝑠, pc)

𝑖 =

⌊
𝜂𝑠 [r𝑠k]
𝑙

⌋
+ 1

x𝑠i ∉ range(𝜂𝑠)
x𝑠i =ℜ𝑠 (𝜂𝑠, 𝑛)

(𝜂𝑠′, a) =mstore(𝜂𝑠, heap,Mem, x𝑠i , 128)
𝜂𝑠′′ = 𝜂𝑠′[r0 ↦→ a; r𝑠k ↦→ 𝜂𝑠 [r𝑠k] + 𝑙] RNG(𝑛)

P ⊢ (Π𝑠, 𝜂𝑠, pc)
Fr(x𝑠i )−−−−→→(Π𝑠, 𝜂𝑠′′, pc′)

pc ∈ 𝜉Op

pc′ = ret (Π𝑠, 𝜂𝑠, pc)

v𝑠 ∉ range(𝜂𝑠)
v𝑠 = L(pc, 𝜂𝑠)

(𝜂𝑠′, a) =mstore(𝜂𝑠, heapOp,MemOp, v𝑠, 128)
library

P ⊢ (Π𝑠, 𝜂𝑠, pc)
Cr(v𝑠 )
−−−−−→→(Π𝑠, 𝜂𝑠′[r0 ↦→ a], pc′)

pc ∈ 𝜉As
pc′ = ret (Π𝑠, 𝜂𝑠, pc) a = 𝜂𝑠 [r0] e𝑠 =mload (𝜂𝑠, a)

As

P ⊢ (Π𝑠, 𝜂𝑠, pc), c[e𝑠1, . . . , e𝑠m]
Out(e𝑠 , (e𝑠1 , . . . , e𝑠m))−−−−−−−−−−−−−−−→→(Π𝑠, 𝜂𝑠, pc′), e𝑠 ::c[e𝑠1, . . . , e𝑠m]

pc ∈ 𝜉L pc′ = exit (pc) t𝑠 ∉ range(𝜂𝑠) (Π𝑠′, 𝜂𝑠′) = processLoop(Π𝑠, 𝜂𝑠, pc)
loop

P ⊢ (Π𝑠, 𝜂𝑠, pc)
loop(t𝑠 )
−−−−−−→→+ (Π𝑠′, 𝜂𝑠′, pc′)

pc ∈ 𝜉Ar

pc′ = ret (Π𝑠, 𝜂𝑠, pc)
e𝑠 ∉ range(𝜂𝑠)

(𝜂𝑠′, a) =mstore(𝜂𝑠, heapA,MemA, e𝑠, 128)
Ar

P ⊢ (Π𝑠, 𝜂𝑠, pc), e𝑠 ::c[e𝑠1, . . . , e𝑠m]
In(e𝑠 , (e𝑠1 , . . . , e𝑠m))−−−−−−−−−−−−−→→(Π𝑠, 𝜂𝑠′[r0 ↦→ a], pc′), c[e𝑠1, . . . , e𝑠m]

Figure 5.2: Crypto-aware symbolic execution semantics.

of the program’s variables and path counters. Each path counter indicates the number
of iterations of a specific path within the loop leading from the loop entry point to
itself. For each path in the loop, a path condition is computed, and the conjunction of
all such conditions is the looping condition.

We have automated the loop summarization process in our symbolic execution.
In Fig. 5.2, the function processLoop : S𝑠 → SE × (Bvar ↦→ SE) represents our im-
plementation to summarize loops’ effect. It takes as input the symbolic state of the
loop entry point and reflects the effect of the loop body in its exit state (computed by
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Simplified C Code
do {
k = receive();
if (!k) assert(false);
} while (!newkey(k));

Figure 5.3: A simplified loop from the

TinySSH binary.

𝑎

𝑐𝑏

𝑑

𝑓

end

𝑒

start

k

!newkey(k) newkey(k)

k = receive()

k ≠ 0 k = 0

assert(𝑓 𝑎𝑙𝑠𝑒)

Figure 5.4: Flowgraph of the example loop.

exit : 𝜉L → L). The rule also raises the event loop(t𝑠) with t𝑠 being the number of loop
iterations. Note that the vanilla symbolic execution (see Sec. 4.1.1) uses unrolling for
loops, while our crypto-aware symbolic execution uses the loop summary to handle
bounded loops.

Loops in protocol implementations are often not bounded; typically, each session
runs in a 𝑤ℎ𝑖𝑙𝑒 (𝑡𝑟𝑢𝑒){..} loop until the server is externally terminated. However, the
semantics of IML, like most cryptographic standard models, assumes a bound on the
protocol. Thus, we need to assume that such loops are externally terminated after
some polynomial time in the security parameter. This is captured by our automated
loop summarization and by translation to the replication operator.

5.2.1.1 Loop Summarization Example

Our symbolic execution engine handles bounded loops using the summarization tech-
nique of Strejček [163]. We show by an example how this method is used in our sym-
bolic execution to summarize loops. Fig.5.3 is (the simplified version of) a loop from
the TinySSH’s implementation, and Fig.5.4 indicates its flowgraph. Our example loop
consists of nodes {𝑎,𝑏, 𝑑, 𝑒}, with 𝑎 being the entry node of the loop, and a single path
𝜋1 = 𝑎𝑏𝑑𝑒𝑎. The program continues to execute from node 𝑐 if a new key is received.

The loop’s effect can be described by an iterated symbolic environment 𝜂𝑠
®t
for ®t

iterations of the loop. The®t is a vector of path counters, which in our example, consists
of a single counter 𝑡1 that is assigned to 𝜋1. The only variable which is modified within
the loop is k. In our example, the value of k is independent of the number of loop
iterations and the initial values of program variables, and it can be described by a
symbolic value 𝜂𝑠

®t
[k] = k𝑠

®t
.

The looping condition describes the necessary condition to keep looping along the
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acyclic paths inside a given loop. For our example, the looping condition, Π𝑠

®t
= Π𝑠

1,
consists of a single formulaΠ𝑠

1 which describes the required condition to loop along the
acyclic path 𝜋1. The formula Π𝑠

1 is based on two assertions, namely, !newkey(k) and
k ≠ 0. Let’s say that in the symbolic environment, the stored values of k in (𝑡 ′1 − 1)-st
and 𝑡 ′1-st iteration of the path 𝜋1 are k𝑠t′1−1 and k

𝑠

t′1
, respectively. Then, to get 𝑡1 iterations

of 𝜋1, the formula Π𝑠
1 says that for each 𝑡 ′1 satisfying 0 < 𝑡 ′1 ≤ 𝑡1, k𝑠t′1−1 is not a new key,

k𝑠t′1 is received from the channel, and it is not equal to zero:
Π𝑠

®t
≡ Π𝑠

1

Π𝑠
1 ≡ ∀𝑡 ′1. (0 < 𝑡 ′1 ≤ 𝑡1 → ( !newkey(k𝑠t′1−1) ∧ k𝑠t′1 = receive() ∧ k𝑠t′1 ≠ 0))

The loop summary is characterized by (𝜂𝑠
®t
,Π𝑠

®t
) which we attach it to the symbolic

state at the entry node 𝑎. Afterward, we proceed to execute the program from the exit
point 𝑐 .

5.2.2 Indirect Jumps

If during symbolic execution of the code, we encounter an indirect jump, e.g., jmp e, we
evaluate e w.r.t. the current state to get an expression e′; we then query the SMT solver
for a satisfiable assignment to tgt = e′∧Π𝑠 , assuming that tgt does not occur in e′ and
Π𝑠 . The solver returns one possible target, say t. We repeat this procedure, each time
asking the solver to exclude found targets, until the query becomes unsatisfiable. This
technique was sufficient for our experiments; however, for more complex cases, some
optimizations would be required, e.g., considering only a subset of possible targets
instead of enumerating all.

5.2.3 SBIR with Observation Models

To analyze side-channel leakages across all feasible paths, we extend HolBA’s vanilla
symbolic execution to track attacker observations alongside path constraints. Each
symbolic state s

𝑠 ∈ S𝑠 now encapsulates a path condition—a logical constraint indi-
cating a condition under which a path is taken—and a list of symbolic observations
which represent leaked information (e.g., memory addresses and branch targets) that
an attacker could infer.

The SBIR observations of our running example are depicted in Fig. 4.9. Note that
SBIR observations include BIR observations, but with symbolic values, which we have
not presented.
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5.3 Model Extraction

Model extraction is the bridge between low-level binary execution traces and the ab-
stract formal models consumed by tools such as ProVerif, Tamarin, CryptoVerif
and DeepSec. This chapter describes the translation process in detail, comparing our
generated models with those from existing toolchains, and explaining how observa-
tional information is preserved to support both functional and side-channel analyses.
These extracted models serve as the inputs for the soundness proofs in Chapter 6.

The SBIR tree is constructed from a BIR program and an initial symbolic state as
follows: the root is the initial state. For any node, including the root, the crypto-
aware symbolic execution gives us up to two successors states. If the node repre-
sents a branching statement, we obtain two successor states. We store the statement’s
condition in a branching node and proceed to translate the two successor states into
subtrees. If the node represented any other statement, there can only be one or no
successor state, and we store an event node with, or respectively without, a successor
tree. The exceptions are the nodes containing indirect jumps which may have multiple
successors that are discovered iteratively using an SMT solver following the approach
outlined in Sec.5.2.2.

Using symbolic execution, we derive the execution tree T of a BIR program, which
is used to extract the formal models. The leaves in T are due to the BIR halt state-
ment that marks the end of a complete path. A node in T is either a branching node
Branch(pc, 𝜙,T1,T2), where pc locates the conditional statement in the program, 𝜙 is
the condition, and Ti are the sub-trees for i ∈ {1, 2}; or an event node node(pc, ev) ::T′
with the sub-tree T′ and pc specifying where the event ev occurred. In T, an edge con-
nects two nodes if they are in the transition relation. Since we abstract function calls
and loops, we safely assume that each node in the tree can be uniquely identified by
the pc of its statement. We define the selection operator "[]" to extract the node for a
given program counter, e.g., T[pc] will return a node indexed by pc.

5.3.1 To IML

Wenow proceed to explain how to automatically extract the IMLmodel from protocols’
BIR representation. Our model extraction approach relies on translating the symbolic
execution tree T of the protocol under adversarial semantics into its corresponding IML
model. We translate T into an executing process Qfull according to the rules depicted
in Fig. 5.5, where LTM𝜄 represents the compiled process, i.e. Qfull = LTM𝜄 . Since T con-
tains all possible execution of protocols and their interactions with the cryptographic
primitives and the attacker, the extracted model includes all behaviors of the protocol
at its binary representation (i.e., all attacks present at the binary level are preserved in
the extracted model).
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T =Leaf |node(pc, ev) ::T′ | Branch(pc, 𝜙,T1,T2) event tree
LLeafM𝜄 ↦→ 0

Lnode(pc, ev) ::T′M𝜄 := events nodes
Lnode(pc, 𝜏) ::T′M𝜄 ↦→ LT′M𝜄
Lnode(pc, Ev(d𝑠1, . . . , d𝑠m)) ::T′M

𝜄 ↦→ event(d𝑠1, . . . , d𝑠m); LT′M
𝜄

Lnode(pc, In(v𝑠, (e𝑠1, . . . , e𝑠m))) ::T′M
𝜄 ↦→ in(c[e𝑠1, . . . , e𝑠m], v𝑠); LT′M

𝜄

Lnode(pc,Out(e𝑠, (e𝑠1, . . . , e𝑠m))) ::T′M
𝜄 ↦→ out(c[e𝑠1, . . . , e𝑠m], e𝑠); LT′M

𝜄

Lnode(pc,Cr(v𝑠)) ::T′M𝜄 ↦→ let x = v𝑠 in LT′M𝜄 where x is fresh
Lnode(pc, Fr(x𝑠i)) ::T

′M𝜄 ↦→ new x𝑠i ; LT′M𝜄

Lnode(pc, loop(t𝑠)) ::T′M𝜄 ↦→ !t𝑠≤m LoopProc(pc); LT′M𝜄

LBranch(pc, 𝜙,T1,T2))M𝜄 ↦→ if L𝜙M𝜄 then LT1M𝜄 else LT2M𝜄

L𝜙 ∈ BexpM𝜄 := BIR expressions
Lb ∈ BvalM𝜄 ↦→ LbM𝜄 ∈ BS
Lvar 𝑥M𝜄 ↦→ L𝑥M𝜄 ∈ Ivar
L𝜙1^b𝜙2M

𝜄 ↦→ L𝜙1M
𝜄L^bM𝜄L𝜙2M

𝜄 Binary operations

L^bM𝜄 ↦→


∧ AND
∨ OR
= Equal
+ Plus
. . .

L^u𝜙
′M𝜄 ↦→ L^uM𝜄L𝜙′M𝜄 Unary operations

L^uM𝜄 ↦→
{
¬ Not
⊥ otherwise

Lf (e𝑠1, . . . , e𝑠m)M
𝜄 ↦→ LfM𝜄 (Le𝑠1M

𝜄
, . . . , Le𝑠mM𝜄)

Figure 5.5: Rules for the translation of the symbolic execution tree T to IML model.

Fig.4.7 shows a fragment of the symbolic execution tree for the client of our running
example. Note that, each function call is depicted with two nodes: the first node loads
the address of the callee into pc, and the second node is the actual call, represented as
an atomic transition.

Our translation converts leaf nodes into a nil process 0. For internal nodes, we
translate the event stored in each node into its IML counterpart. Loops are modeled
using the replication operator of IML; LoopProc : 𝜉L → P converts the loop body into
its corresponding IML process using the defined rules. Notice that we do not trans-
late 𝜏 events. Fig. 5.5 also presents our rules to translate symbolic BIR expressions.
Intuitively, the symbolic execution is used to symbolically compute the effects of such
transitions, while the protocol model only contains the interactions with the network.
Our rules to translate expressions are standard. The only interesting one is the trans-
lation of the function application, which is used, e.g., to translate memory load/store
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Csec-modex’s IML model CryptoBap’s IML model
assume argv0 = argv0 in

.

.

.
new var1: fixed_20;
let nonce1 = var1 in
assume Defined(pad) in
assume len(pad) = 21 in
let xor1 = XOR ((1)^[u,1]| nonce1 , pad) in

.

.

.
let msg1 = xor1 in
out(c, msg1);

new OTP_48: fixed_64;
let Conc1_66 = conc1(OTP_48) in
let XOR_70 = exclusive_or(Conc1_66 ,pad) in
out(c, XOR_70);

Figure 5.6: IML models produced by CryptoBap vs. Csec-modex for the client side of simple

XOR case study.

and bitwise operations. For example, this rule translates a memory load operation
load(Mem, pa, 𝑙), for 𝑙 ∈ {1, 8, 16, 32, 64, 128}, into read(x𝑠1, 𝑙), where x𝑠1 is the fresh
name chosen for the symbolic value in Mem at the address pa.

Fig.4.7 presents the IMLmodel of the running example. In this model, c is the input
and output channel, bad is the event that we release if the decryption is not successful,
and enc (dec) is the encryption (resp., the decryption).

5.3.1.1 CryptoBap vs. Csec-modex IMLmodels

Our derived IML models are simpler than Csec-modex without losing accuracy.
To demonstrate this, we use the simple XOR case study from Csec-modex set of case
studies. Simple XOR implements a protocol in which the one-time pad includes both
protocol parties. The methodology we employ to derive the IML model from binary
code differs significantly from that used in Csec-modex which leads to much simpler
models. The most glaring difference between CryptoBap and Csec-modex is that our
analysis produces a symbolic tree that is translated into an IML process with condition-
als and replication (see Fig.5.5) instead of a single path that is translated into a linear
IML process. Even for the linear subprocesses, our toolchain produces processes that
are shorter and often human-readable (at least for small case studies, e.g., XOR). This
is because the Csec-modex translates each symbolic CVM process (their intermediate
representation of C) into IML and performs the most simplification steps concerning
the bitwise operations (concatenation, extraction, etc.) later at the translation step into
CryptoVerif and ProVerif. For instance, in Csec-modex’s IML model for the client
side of simple XOR case study, shown in Fig.5.6, (1)^[u,1] | nonce1 is simplified to
conc1(nonce1) in its CryptoVerif model. Instead, we leverage the support for sim-
plification of these operations at symbolic execution time, because (i) support there is
much more mature (ii) will benefit from future development (iii) simplified constraints
can also be used for path elimination and simplification in follow-up states. In addition
to this, our IML model for the client side of the simple XOR case study is more con-
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T =Leaf |node(pc, ev) ::T′ | Branch(pc, 𝜙,T1,T2) event tree
LLeafM𝑠𝑝 ↦→ 0

Lnode(pc, ev) ::T′M𝑠𝑝 := events nodes
Lnode(pc, 𝜏) ::T′M𝑠𝑝 ↦→ LT′M𝑠𝑝
Lnode(pc, Ev(𝑒)) ::T′M𝑠𝑝 ↦→ event 𝑒 ; LT′M𝑠𝑝
Lnode(pc,A2P (𝑥)) ::T′M𝑠𝑝 ↦→ in(𝑥);LT′M𝑠𝑝
Lnode(pc, P2A(𝑥))::T′M𝑠𝑝 ↦→ out(𝑥);LT′M𝑠𝑝
Lnode(pc, FCall(𝑓 , 𝑥1, . . . , 𝑥𝑛, 𝑦)) ::T′M𝑠𝑝 ↦→ let 𝑦 = 𝑓 (𝑥1, . . . , 𝑥𝑛) in LT′M𝑠𝑝 else 0

Lnode(pc,Asn(𝑥, e𝑠)) ::T′M𝑠𝑝 ↦→ let 𝑥 = Le𝑠M𝑠𝑝 in LT′M𝑠𝑝
Lnode(pc, SFr (𝑛)) ::T′M𝑠𝑝 ↦→ new 𝑛; LT′M𝑠𝑝
Lnode(pc, Loop) ::T′M𝑠𝑝 ↦→ ! LT′M𝑠𝑝

LBranch(pc, 𝜙,T1,T2)M𝑠𝑝 ↦→ LT1M𝑠𝑝 + LT2M𝑠𝑝

L𝜙, e𝑠 ∈ BexpM𝑠𝑝 := BIR expressions
Lb ∈ BvalM𝑠𝑝 ↦→ '𝑏 ' ∈ Npub

Lvar 𝑥M𝑠𝑝 ↦→ 𝑥 ∈ V
L𝜙1^b𝜙2M𝑠𝑝 ↦→ L^bM𝑠𝑝 (L𝜙1M𝑠𝑝, L𝜙2M𝑠𝑝) Binary operations

L^bM𝑠𝑝 ↦→
{
equal Equal
plus,mult, . . . Plus,Mult, . . .

L^u𝜙
′M𝑠𝑝 ↦→ L^uM𝑠𝑝 (L𝜙′M𝑠𝑝) Unary operations

L^uM𝑠𝑝 ↦→
{
not Not
⊥ otherwise

Lf (e𝑠1, . . . , e𝑠m)M
𝑠𝑝 ↦→ LfM𝑠𝑝 (Le𝑠1M

𝑠𝑝

, . . . , Le𝑠mM𝑠𝑝)

Figure 5.7: Rules for the translation of the symbolic execution tree T to Sapic
−
model.

cise since several assumptions made in Csec-modex’s IMLmodel were unnecessary for
verifying this particular case study. Fig.5.6 presents the different IMLmodels produced
by CryptoBap and Csec-modex for the client side of simple XOR case study.

5.3.2 To Sapic
−

Sapic− has the same syntax as Sapic+, but its semantics remove the DY attacker: in-
stead of invoking Sapic+’s internal DY deduction relation, communication (in, out) in
Sapic− emits events (A2P , P2A) that synchronizes with an outside attacker. Apart from
DY attacker and library events (see Sec.2.3.2 and Sec.2.3.3), Ev(𝑒) signifies the occur-
rence of a visible event 𝑒 , Loop denotes the start of a loop, and Asn(𝑥, e𝑠) represents
the assignment of the SBIR expression e𝑠 to the variable 𝑥 .

The protocol model is obtained by translating T into its Sapic− model. We translate
T using the rules in Fig. 5.7 to LTM𝑠𝑝 . We translate leaves into a nil process 0, and the
event ev from the event nodes into their corresponding Sapic− construct. The branch-
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ing nodes of T (i.e., Branch(pc, 𝜙,T1,T2)) are translated into a non-deterministic choice
(+) between (the translation of) both possible paths. If these branches are not already
pruned by symbolic execution, there might still be bit-level conditions that are rele-
vant for the protocol verifier, but not sufficient to prune the branch during symbolic
execution. While we did not encounter this case, it would be possible to translate to
(event 𝐸1; LT1M𝑠𝑝 + event 𝐸2; LT2M𝑠𝑝) for 𝐸1, 𝐸2 some unique events. As Sapic+ supports
restricting the trace set based on formulas, we can reflect necessary conditions that are
expressible in these tools. For instance, if the condition was 𝑥⊕𝑦=0, we may require
that the occurrence of 𝐸1, i.e., a traversal into the positive branch, entails that 𝑦≠𝑥+1,
if that helps exclude a false attack. In all our case studies, most paths are pruned by our
symbolic execution engine and the remaining not require such a refinement. Never-
theless, this feature would be easy to add (and prove correct for any condition entailed
by the combined deduction relation).

In order to illustrate the methodology employed for model extraction, the extracted
Sapic− process of the BIR program from example 3.2 is presented in 6.2.

5.3.3 With Observations

To analyse protocol implementations for side channel leakages, we derive a symbolic
execution tree T from the BIR program and use it to extract the protocol’s Sapic−
model. The only difference in the representation of the tree T compared to the last
two sections is the branching node (Branch(Cnd(𝜙, a1, a2),T1,T2)) where also contain
the respective addresses of subtrees ai. Having constructed T, we extract the protocol
model by translating T into its Sapic− model using the rules in Fig. 5.7. Compare to
previous section, we also translate the attacker observations Ld(a), St(a), and Pc(a)
within event nodes to the out(LaM𝑠𝑝) constructs. In addition, the T’s branching nodes
are translated into Sapic− constructs as follows:

LBranch(Cnd(𝜙, a1, a2),T1,T2)M𝑠𝑝 ↦→ out(L𝜙M𝑠𝑝); if L𝜙M𝑠𝑝 then out(La1M𝑠𝑝); LT1M𝑠𝑝

else out(La2M𝑠𝑝); LT2M𝑠𝑝

The observations Cnd(𝜙, a1, a2) are preserved in the branching nodes of T, where each
condition 𝜙 is a symbolic BIR expression translated into an equivalent Sapic− term. To
maintain the attacker’s observations during simplification (cf. Sec.5.3.4), we first dis-
close the translation of 𝜙 to the attacker before translating the branching node into the
Sapic− conditional construct, where L𝜙M𝑠𝑝 serves as its condition. Each branch of this
construct includes the translation of the corresponding addresses ai—also revealed to
the attacker—and the translation of respective subtrees Ti. Note that ai and conditional
observations are either normal or shadow observations.

The translation of branching nodes differs from Sec.5.3.2, where we translate each
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Table 5.1: Simplification rules

Sapic− if 𝜙 then P let 𝜙 in 0 let 𝑥 = 𝑒 in P s.t.
Process else P else 0 𝑥 ∉ vars(P)
Simplified P 0 P

branching node into a non-deterministic choice between both branches, as an equiva-
lence between Dolev-Yao terms in Sapic− does not necessarily encompass all possible
equivalences between bitstrings. At this point, we give up soundness to have a fast
attack-finding procedure. Fig. 5.7 presents the standard rules for translating expres-
sions. The more interesting case is the translation of function applications used, e.g.,
to translate memory load/store and bitwise operations. For instance, a load(𝑚𝑒𝑚, 𝑎, 𝑙),
where 𝑙 ∈ {1, 8, 16, 32, 64, 128}, translates to load(𝑚𝑒𝑚, 𝑎), with𝑚𝑒𝑚 and 𝑎 represent-
ing symbolic values for the memory and the address respectively.

The fourth column in Fig. 4.9 shows the extracted Sapic− process of the running
example. An attacker capable of measuring microarchitectural states can detect if the
MAC check fails (by observing program counter 0𝑥200) or succeeds (by observing pro-
gram counter 0𝑥𝑎𝑐). However, this is not visible without accounting for side-channel
observations, as the program halts when the MAC check fails.

5.3.4 Simplification

Extracting the model of a protocol with every detail, including the memory operations
(load/store) and possible attacker observations, produces a model that is too big for
state-of-the-art protocol provers. Therefore, to reduce the model complexity, we have
sed abstractions in BIR, pruned paths at SBIR, and applied a few simplification rules
at the Sapic− level, which are displayed in Table 5.1.

At the BIR level, we can determine the desired abstraction level and identify which
protocol code segments should be prioritized. We also introduce a storage abstraction
(similar to how Klee abstracts files, pipes and terminals [56]) to abstract the SQLite
database engine’s, including database creation, outlining the tables, read/write opera-
tions related to a database file. Specifically, WhatsApp stores session keys in the SQLite
database.

During transpilation of binary code into BIR, we insert assertions that encodewell-
formedness invariants of executions, e.g., after each stack operationwe add assert(𝑠𝑝low
≤ 𝑠𝑝 ≤ 𝑠𝑝high) to confine the stack pointer to the current frame. By construction, each
inserted assert(𝜒) is an invariant for executions of the original binary that start from
well-formed initial states. Consequently, any SBIR path that violates such an assertion
is infeasible. We therefore cause the path to fail at that point and prune its suffix.
This does not affect our side-channel analysis because the inserted assertions hold for
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all executions from well-formed states, and our observation semantics are guarded.
Hence, assertion-violating paths cannot produce observations.

At the SBIR level, further simplifications are also possible. An example is pruning
paths that the SMT solver marks as unreachable, like branches of conditionals that
are always false. While for functional correctness analysis, eliminating such paths is
possible, we cannot apply this simplification when we look for side-channel leakages
as unreachable branches can leak during speculative execution.

In the extracted Sapic− model, nil processes indicate the end of a complete path.
When a let construct results in nil processes in both directions, it can also be removed
and substituted with a nil process (0). Moreover, for a conditional that involves paths
following the same sequence of constructs, like if 𝜙 then P else P, the conditional can
be replaced with the corresponding constructs in those paths, P. In order to ensure
that these simplifications would not affect the soundness of our side channel analy-
sis, we preserve the observations related to the conditional (if any) and add it to the
simplification results.

Live variable analysis is a data-flow analysis used in compiler optimization to iden-
tify live variables at every point in a program [95]. In this analysis, a variable 𝑥 is live
at a given point 𝑝 in the program if 𝑥 will be used along some path starting from 𝑝 . An
important application of live variable information arises when we aim to eliminate a
let construct. We use this technique to determine whether the variable 𝑥 used in the
let construct let 𝑥 = 𝑒 in P remains alive within the sub-process P. If so, we retain the
let construct, otherwise, we substitute it to P. vars utilized in Table 5.1, provides a set
of variables for a given process.

Finally, observational models like Mct require making the program counter of in-
structions (i.e., Pc(a)) visible to the attacker. When extracting a formal model of a pro-
gram annotated with such observational models, we generate an out(LaM𝑠𝑝) for each in-
struction (see Fig.5.7). However, the large number of output constructs makes DeepSec
computation expensive without a significant benefit, mainly when they originate from
the same branch. Therefore, leaking the program counters of conditional branches is
sufficient and other program counter leakages can be eliminated. This greatly simpli-
fies the extracted Sapic− process (e.g., see Table 7.4).

5.3.5 Detecting Speculative Leak with DeepSec

We use the protocol verifier DeepSec [61] to identify side-channel leakages that can
be triggered by a network attacker. DeepSec specializes in analyzing privacy-related
security properties modeled through trace equivalence. Specifically, DeepSec checks
whether two protocol processes, 𝑃1 and 𝑃2, are indistinguishable by a Dolev-Yao at-
tacker capable of observing traces of protocol execution.

For example, in the BAC protocol, an attacker can exploit observable differences
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in control-flow paths (e.g., out(0𝑥𝑎𝑐) versus out(0𝑥200) in Fig.4.9) to infer structural
information about messages. By replaying previously observed messages, the attacker
can differentiate between successful and unsuccessfulMACverifications, thereby break-
ing BAC’s intended privacy guarantees.

DeepSec is particularly well-suited for such analyses, as it supports establishment
of equivalence properties. Formally, for protocol processes 𝑃1 and 𝑃2, DeepSec com-
putes whether 𝑃1 ≈ 𝑃2 holds, indicating their indistinguishability. Unlike other tools,
DeepSec guarantees termination with correct results when provided with sufficient
computational resources, which makes it reliable for analyzing trace equivalences.

To address vulnerabilities introduced by speculative execution, we evaluate condi-
tional noninterference, as inDef.4.1. This property distinguishes between leaks present
in the Mct model and additional leaks that emerge under the speculative execution
modelMspec . If protocol properties are preserved underMct but violated underMspec ,
this indicates a speculative leak.

We check the conditional noninterference with DeepSec by encoding the 4-trace
CNI implication as two DeepSec equivalence checks on the same processes, once with
the reference observationsMct and once with the refined observationsMspec . 𝑃1 ∼Mct

𝑃2 but not 𝑃1 ∼Mspec
𝑃2 witnesses a speculative-only leak. Following this, if enough

resources (time and memory) are available, DeepSec confirm both processes as equiv-
alent or supply two traces showing that they are not.



Chapter 6

c

Soundness

In the preceding chapters, we introduced the theoretical foundations of our verification
framework, detailed the design of the CryptoBap framework, and demonstrated its
applicability through model extraction from binary protocol implementations. In this
chapter, we establish the soundness of our approach: we prove that security properties
verified on the extracted models indeed hold for the original binary implementations
under the respective threat models. Our proofs are carried out in two complemen-
tary settings. First, in the computational setting (Sec. 6.1), we argue correctness with
respect to a probabilistic, time-bounded adversary, ensuring that the binary execu-
tion preserves the intended cryptographic guarantees. Second, in the symbolic setting
(Sec.6.2), we formalize the end-to-end correspondence between binary-level behaviors
and their abstract representations in protocol verification tools, leveraging the compo-
sitional framework developed in Part I. Together, these results provide the theoretical
assurance that the verification pipeline is both faithful to the analyzed binaries and
suitable for reasoning about their security properties at higher abstraction levels.

6.1 In Computational Setting

The extracted IML model should preserve the BIR program’s behaviors to ensure that
we can transfer the verified properties back to the binary of protocols. Fig.6.1 shows
the interconnection between different layers in our proofs.

6.1.1 Translation to IML

To show that our extracted IMLmodel preserves the semantics of the protocols’ binary,
we need to prove that our translation from a crypto-aware symbolic execution tree
into an IML process is sound, i.e., for each path in the symbolic execution tree there is an

equivalent IML execution trace.

66
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New rules for network

communication

(Fig. 5.1,Fig. 5.2)

ARMv8

& RISC-V

BIR
Crypto−aware
Symb.Exec. IML

CryptoVerif

& ProVerif

Crypto. assumptions on P
(Sec. 5.1):

• Random number generation

• Crypto library calls

• Event function calls

Verified transpiles to

([116, Thm. 2])

Traces included in

(from Thm. 6.6)

Traces included in

(from Thm. 6.3)

Csec-modex

([7, Thm. 4.3, Thm. 5.2])

Attack probabilities are preserved

(from Thm. 6.12

using Lemmas in Sec. 6.1.3,

Thm. 6.6, Thm. 6.3)

In mixed execution with IML
(IMLB, see Fig. 6.3 and IMLSB, see Fig. 6.2)

Using pure IML
semantics [7, p. 23]

Figure 6.1: Organization of our proofs in computational setting.

Our symbolic execution supports communication with the attacker, which, like
honest protocol parties given by specification, is represented as an IML process. Thus,
we need to prove soundness in the context of an IML process, i.e., that each execution
trace obtained by symbolically executing the BIR program in parallel with an IML at-
tacker has an equivalent IML trace where the translated processes run in parallel with
the same attacker. Our strategy to prove this is to construct an IML-SBIR, IMLSB, mixed
execution semantics to facilitate the communication of BIR programs and the IML at-
tacker. IMLSB is generic and considers BIR programs and IML processes as independent
entities running in parallel and communicating through a channel.

The IML process already describes the parallel execution of parties and how they
share secrets. We only need to integrate BIR into this framework. Therefore, we ex-
tend IML with a construct run(pc, (y1, . . . , ym)) to initialize BIR symbolic memory and
transfer control to the BIR program specified by the pc. To share the secrets, we gen-
erate fresh symbolic values y𝑠1, . . . , y𝑠m and store them in the environment 𝜂𝑠 of the BIR
program.

In the following, we use I{P} as a pair of an IML process I extended with the run
construct and a BIR program P that defines the entry points therein. Slightly misusing
notation, I{s𝑠i } also denotes states of the mixed semantics.

Fig.6.2 shows the operational semantics of IMLSB which combines IML input and
output processes [7, p. 23] with the transition relations of SBIR in Fig.5.2. In the figure,
rules I𝑡𝑜SB and SB𝑡𝑜I define the communication between the symbolic BIR program
and the IML process. Using these rules a protocol participant can receive a sent mes-
sage if its channel identifiers have the same evaluation as the channel identifiers of the
sender. To send a message, i.e., when pc is in the label set 𝜉As

, we first fetch the sym-
bolic value e𝑠 from the memory location r0 , truncate the interpretation of the message
according to the maximum length of the IML channel c, and then place it in the IML
environment 𝜂𝜄 . Truncation is a requirement from Csec-modex’s correctness proof for
the translation to ProVerif and CryptoVerif. As the attacker’s polynomial bound is
chosen after the process, the attacker could send a large message that the process runs
out of time reading it. When pc is in 𝜉Ar

and the BIR program receives input from the
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pc ∈ LN ⊎ 𝜉Op ⊎ 𝜉R ⊎ 𝜉E (Π𝑠, 𝜂𝑠, pc)
o𝑠
−→→(Π𝑠′, 𝜂𝑠′, pc′)

𝑛𝑜𝑟𝑚𝑎𝑙IS

P ⊢ (Π𝑠, 𝜂𝑠, pc),Q𝜄×𝑠
o𝑠
−→→→1,H (Π𝑠′, 𝜂𝑠′, pc′),Q𝜄×𝑠

∀𝑗 ≤𝑚 : ⟦yj⟧𝜂𝜄 = bj ≠ ⊥ (y𝑠1, ..., y𝑠m) ∉ range(𝜂𝑠0) ∀𝑗 ≤𝑚 : H(y𝑠j) = bj ≠ ⊥
∀𝑗 ≤𝑚 : (𝜂𝑠j+1, ai) =mstore(𝜂𝑠j , heap,Mem, y𝑠 j, 128)

𝑟𝑢𝑛IS
P ⊢ (𝜂𝜄, run(pc, (y1, ..., ym))),Q𝜄×𝑠−→→→1,H (Π𝑠, 𝜂𝑠m+1 [r0 ↦→ a1, ..., rm ↦→ am], pc),Q𝜄×𝑠

pc ∈ 𝜉As
pc′ = ret (Π𝑠, 𝜂𝑠, pc) Q𝜄×𝑠′ = {(Π𝑠, 𝜂𝑠, pc′)} a = 𝜂𝑠 [r0] e𝑠 =mload (𝜂𝑠, a)

H(e𝑠) = b ≠ ⊥ b′ = truncate(b,maxlen(c)) ∀𝑗 ≤𝑚 : H(𝜂𝑠 [e𝑠j]) = bj ≠ ⊥
∃!(𝜂𝜄, Q) ∈ Q𝜄×𝑠 : (Q = in(c[e1, ..., em], x); P ∧ ∀𝑗 ≤𝑚 : ⟦ej⟧𝜂𝜄 = bj ≠ ⊥) Q𝜄×𝑠′′ = {(𝜂𝜄, Q)}

SB𝑡𝑜I
P ⊢ ((Π𝑠, 𝜂𝑠, pc), c[e𝑠1, ..., e𝑠m]),Q𝜄×𝑠

Out(e𝑠 ,(e𝑠1 ,...,e𝑠m))−−−−−−−−−−−−−→→→1,H (𝜂𝜄 [x ↦→ b′], P),Q𝜄×𝑠 ⊎ Q𝜄×𝑠′ \ Q𝜄×𝑠′′

∀𝑗 ≤𝑚 : ⟦ej⟧𝜂𝜄 = bj ≠ ⊥ ⟦e⟧𝜂𝜄 = b ≠ ⊥ b′ = truncate(b,maxlen(c)) H(e𝑠)=b′

e𝑠 ∉ range(𝜂𝑠) ∃!((Π𝑠,𝜂𝑠,pc), c[e𝑠1, ..., e𝑠m]) ∈Q𝜄×𝑠 : (pc ∈ 𝜉Ar
∧ ∀𝑗 ≤𝑚 : H(𝜂𝑠 [e𝑠j])=bj ≠ ⊥)

(𝜂𝑠′, a) = mstore(𝜂𝑠, heapA,MemA, e𝑠, 128) 𝜂𝑠′′ = 𝜂𝑠′[r0 ↦→ a] pc′ = ret (Π𝑠, 𝜂𝑠, pc)
Q𝜄×𝑠′ = reduce({(𝜂𝜄, Q)}) Q𝜄×𝑠′′ = {((Π𝑠, 𝜂𝑠, pc), c[e𝑠1, ..., e𝑠m])} Q𝜄×𝑠′′′ = Q𝜄×𝑠 ⊎ Q𝜄×𝑠′\Q𝜄×𝑠′′

I𝑡𝑜SB
P ⊢ (𝜂𝜄, out(c[e1, ..., em], e); Q),Q𝜄×𝑠

In(e𝑠 ,(e𝑠1 ,...,e𝑠m))−−−−−−−−−−−−→→→1,H ((Π𝑠, 𝜂𝑠′′, pc′), c[e𝑠1, ..., e𝑠m]),Q𝜄×𝑠′′′

Figure 6.2: The mixed semantics of SBIR and IML shown by IMLSB.

IML channel c, we receive the truncated bitstring b′ from an IML state and generate a
fresh symbolic value e𝑠 such that the interpretation of e𝑠 is equal to bitstring b′. Then,
we store the symbolic value e𝑠 in the memory and return its address in r0 .

We use the standard notion of trace inclusion to show the translations’ soundness
(see Theorem 6.3), i.e., the set of IMLSB execution traces is a subset of the IML execu-
tion traces. To prove this formally, we define a simulation relation ∼H,L.M𝜄⊆ 𝑆 𝜄×𝑠 × S𝜄

between states/events of these two abstraction layers and show that it is preserved by
the single-step executions. The simulation relation, I{s𝑠i } ∼H,L.M𝜄 s

𝜄
i, checks if (i) the

IML output process in the given IML state is the correct translation of the symbolic
state in T according to the rules in Fig. 5.5, i.e., s𝜄i.P = LT[s𝑠i .pc]M𝜄 , and (ii) the envi-
ronments of the two abstractions are related through the interpretation H, i.e., for all
x𝑠 ∈ dom(I{s𝑠i }.𝜂

𝑠) there are x ∈ dom(s𝜄i.𝜂
𝜄) and an H s.t. H(I{s𝑠i }.𝜂

𝑠 [x𝑠]) = s
𝜄
i.𝜂

𝜄 [x].
Theorem 6.1 shows that the initial states of IMLSB and the derived IML process are in
the relation.

Lemma 6.1 (IMLSB-IML Initial State Equivalence). For a symbolic execution tree T of

the BIR program P, an IML process I and any 𝑘 ∈ N the size of the random memory, let

I{s𝑠0} = (𝑇𝑟𝑢𝑒, 𝜂𝑠0 [RM ↦→ rm𝑠

k, rk ↦→ 0], pc0) be an initial symbolic state in IMLSBand

s
𝜄
0 = (𝜂𝜄

0
, Qfull) the corresponding initial IML state. Then, for all H: I{s𝑠0} ∼H,L.M𝜄 s

𝜄
0.
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Proof. By construction of our symbolic tree we know that for pc0, we have LTM𝜄 . Thus,
from translation rule LTM𝜄 = Qfull in Fig. 5.5 we get that s𝜄0.P = Qfull . Then, we can
conclude that (𝑇𝑟𝑢𝑒, 𝜂𝑠0 [RM ↦→ rm𝑠

k, rk ↦→ 0], pc0) ∼H,L.M𝜄 (𝜂
𝜄
0, Q

full). □

Next, we show that single-step transitions preserve the simulation relation.

Lemma 6.2 (IMLSB-IML State/Event Equivalence). Let P be a BIR program and I be an

IML process, then, for all s𝜄i, I{s
𝑠
i }, I{s

𝑠
j } andH s.t. I{s𝑠i } ∼H,L.M𝜄 s

𝜄
i and I{s

𝑠
i }

𝑜𝜄×𝑠−−−→→→+
p,H I{s𝑠j },

there exist an H′
and s

𝜄
j s.t. H ⊆ H′

, s
𝜄
i

o𝜄−→→→
p
s
𝜄
j and I{s𝑠j } ∼H′,L.M𝜄 s

𝜄
j and if o𝜄 ≠ ⊥ then

𝑜 𝜄×𝑠 =H′ o𝜄 .

Proof of Theorem 6.2 is done by a case split on the type of label sets in the BIR
program P.

Proof. We prove the statement by a case split based on the type of the program counter
I{s𝑠i }.pc.

• pc ∈ LE
Since I{s𝑠i } ∼H,L.M𝜄 s

𝜄
i, we know that s𝜄i.P = LT[s𝑠i .pc]M𝜄 . Based on the translation

rules in Fig. 5.5, we get that s𝜄i.P = event(d𝑠1, . . . , d𝑠m); LT′M
𝜄 . Also, by construc-

tion of the symbolic execution tree we know that there exist T0 and T1 such that
T = T0 :: (pc, Ev(d𝑠1, . . . , d𝑠m)) :: (pc′, ev) :: T1. Therefore, based on the opera-
tional semantics of IML processes [7, p. 23] and translation rules in Fig.5.5, we get
s
𝜄
i

ev(b1,...,bm)−−−−−−−−→→→
1
s
𝜄
j and s

𝜄
j = (𝜂𝜄, LT[s𝑠j .pc′]M𝜄),Q.

Based on the semantics of IMLSB, Fig.6.2, we find I{s𝑠j } = (Π𝑠, 𝜂𝑠, pc′),Q𝜄×𝑠 that is

in the relation I{s𝑠i }
o𝜄×𝑠−−−→→→1,H I{s𝑠j } such that 𝑜 𝜄×𝑠 = Ev(d𝑠1, . . . , d𝑠m).

Finally, we choose H′ by extending H according to the executed operation and
such thatH′(d𝑠j) =bj for 0 < 𝑗 ≤𝑚. Therefore, we can conclude that Ev(d𝑠1, . . . , d𝑠m)
=H′ ev(b1, . . . , bm) and (Π𝑠, 𝜂𝑠, pc′),Q𝜄×𝑠 ∼H′,L.M𝜄 (𝜂

𝜄, LT[s𝑠i .pc′]M𝜄),Q.

• pc ∈ LC
Since I{s𝑠i } ∼H,L.M𝜄 s

𝜄
i, we know that s𝜄i.P = LT[s𝑠i .pc]M𝜄 . Based on the translation

rules in Fig.5.5, we get that s𝜄i.P = let x = v𝑠 in LT′M𝜄 . Also, by construction of
the symbolic execution tree we know that there exist T0 and T1 such that T =

T0 :: (pc,Cr(v𝑠)) :: (pc′, ev) ::T1.

Therefore, based on the operational semantics of IML processes [7, p. 23] and
translation rules in Fig.5.5, we get that s𝜄i−→→→1

s
𝜄
j and s

𝜄
j = (𝜂𝜄 [x ↦→ b], LT[s𝑠j .pc′]M𝜄),

Q. Based on the semantics of IMLSB, Fig. 6.2, we find I{s𝑠j } = (Π𝑠, 𝜂𝑠′′, pc′), Q𝜄×𝑠
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that is in the transition relation I{s𝑠i }
o𝜄×𝑠−−−→→→1,H I{s𝑠j } such that 𝑜 𝜄×𝑠 = Cr(v𝑠) and

𝜂𝑠′′ = 𝜂𝑠′[r0 ↦→ a] where (𝜂𝑠′, a) =mstore(𝜂𝑠, heapOp,MemOp, v𝑠, 128).
Finally, we choose H′ by extending H according to the executed operation and
such that H′(v𝑠) =b. Therefore, we can conclude that
(Π𝑠, 𝜂𝑠′[r0 ↦→ a], pc′),Q𝜄×𝑠 ∼H′,L.M𝜄 (𝜂

𝜄 [x ↦→ b], LT[s𝑠i .pc′]M𝜄),Q.

• pc ∈ LR
Since I{s𝑠i } ∼H,L.M𝜄 s

𝜄
i, we know that s𝜄i.P = LT[s𝑠i .pc]M𝜄 . Based on the translation

rules in Fig. 5.5, we get that s𝜄i.P = new x𝑠 ; LT′M𝜄 . Also, by construction of the
symbolic execution tree we know that there exist T0 and T1 such that T = T0 ::
(pc, Fr(x𝑠)) :: (pc′, ev) ::T1.

Therefore, based on the operational semantics of IML processes [7, p. 23] and
translation rules in Fig. 5.5, we get that s𝜄i

fr(b)
−−−−→→→ 1

2n
s
𝜄
j and s

𝜄
j = (𝜂𝜄 [x𝑠 ↦→ b],

LT[s𝑠j .pc′]M𝜄),Q. Based on the semantics of IMLSB, Fig.6.2, we find I{s𝑠j } = (Π𝑠, 𝜂𝑠′′,

pc′),Q𝜄×𝑠 that is in the relation I{s𝑠i }
o𝜄×𝑠−−−→→→1,H I{s𝑠j } such that 𝑜 𝜄×𝑠 = Fr(x𝑠) and

𝜂𝑠′′ = 𝜂𝑠′[r0 ↦→ a; rk ↦→ 𝜂𝑠 [rk] + 𝑙] where (𝜂𝑠′, a) = mstore(𝜂𝑠, heap,Mem, x𝑠, 128)
and x𝑠 =ℜ𝑠 (𝜂𝑠, 𝑛).
Finally, we choose H′ by extending H according to the executed operation and
such that H′(x𝑠) = b. Therefore, we can conclude that (Π𝑠, 𝜂𝑠′[r0 ↦→ a; rk ↦→
𝜂𝑠 [rk] + 𝑙], pc′),Q𝜄×𝑠 ∼H′,L.M𝜄 (𝜂

𝜄 [x𝑠 ↦→ b], LT[s𝑠i .pc′]M𝜄),Q and fr(b) =H′ Fr(x𝑠).

• pc1 ∈ LAs ∧ pc2 ∈ LAr

In this case, since pc1 ∈ LAs , we have an IML output process out in the IML state
s
𝜄
i. Based on IOut rule in the operational semantics of IML processes [7, p. 23],
we get that there is an IML input process in in the multiset of executing input
processes that is ready to receive input from the channel. Therefore, there exists
a node in our symbolic execution tree such that its program counter is in the label
set LAr .

More formally, since I{s𝑠i } ∼H,L.M𝜄 s
𝜄
i, we know that s𝜄i.P = LT[s𝑠i .pc1]M

𝜄 . Based
on the translation rules in Fig.5.5, we get that s𝜄i.P = out(c[e𝑠1, . . . , e𝑠m], e𝑠); LT′M

𝜄 .
Based on the operational semantics of IML processes [7, p. 23], we get that s𝜄i−→→→1

s
𝜄
j

and s𝜄j = (𝜂′[v𝑠 ↦→ b′], P′),Q⊎Q′\Q′′ such that Q′′ = {(𝜂′, in(c[e𝑠1′, . . . , e𝑠m′], v𝑠);
P′)}.
Therefore, there exist T0 and T1 such that T′ = T0 :: (pc2, In(v𝑠, (e𝑠1′, . . . , e𝑠m′))) ::
(pc′, ev) :: T1 and it holds that in(c[e𝑠1′, . . . , e𝑠m′], v𝑠); P′ = LIn(v𝑠, (e𝑠1′, . . . , e𝑠m′))M𝜄 ;
LevM𝜄 .
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Since we have an event node (pc2, In(v𝑠, (e𝑠1′, . . . , e𝑠m′))), we get that there exist an
intermediate state I{s𝑠l } ∈ Q𝜄×𝑠 such that I{s𝑠l } = {((Π𝑠, 𝜂𝑠′, pc2), c[e𝑠1′ , . . . , e𝑠m′])}
and pc2 ∈ LAr .

Based on the semantics of IMLSB, Fig.6.2, we find I{s𝑠j } = ((Π𝑠, 𝜂𝑠′′′, pc′), c[e𝑠1′, . . .

, e𝑠m′]), Q𝜄×𝑠⊎Q𝜄×𝑠′\Q𝜄×𝑠′′ that is in the transition relation I{s𝑠i }
𝑜𝜄×𝑠−−−→→→+

1,H I{s𝑠j } such
that 𝑜 𝜄×𝑠 = Out(e𝑠, (e𝑠1, . . . , e𝑠m)); . . . ; In(v𝑠, (e𝑠1′, . . . , e𝑠m′)) and 𝜂𝑠′′′ = 𝜂𝑠′′ [r0 ↦→ a]
where (𝜂𝑠′′, a) =mstore(𝜂𝑠′, heapA,MemA, v𝑠, 128) and pc′ = ret (Π𝑠, 𝜂𝑠′, pc2).
Finally, we choose H′ by extending H according to the executed operation and
such thatH′(v𝑠) =b′. Thus, we can conclude that ((Π𝑠, 𝜂𝑠′′[r0 ↦→ a], pc′), c[e𝑠1′, . . .
, e𝑠m′]),Q𝜄×𝑠 ⊎ Q𝜄×𝑠′ \ Q𝜄×𝑠′′ ∼H′,L.M𝜄 (𝜂

′[v𝑠 ↦→ b′], LT[s𝑠i .pc′]M𝜄),Q ⊎ Q′ \ Q′′.

• pc ∈ LN ∧ pc ∉ LL
We show this case by a case split based on P(I{s𝑠i }.pc).

– P(I{s𝑠i }.pc) ≠ Branch(𝜙,T1,T2)
Since I{s𝑠i } ∼H,L.M𝜄 s

𝜄
i, we know that s𝜄i.P = LT[s𝑠i .pc]M𝜄 . By construction of

the symbolic execution tree we know that there exist T0 and T1
′ such that

T = T0 :: (pc, 𝜏) :: (pc′, ev) ::T1
′.

Therefore, based on the operational semantics of IML processes [7, p. 23] and
translation rules in Fig.5.5, we get that s𝜄j = (𝜂𝜄′, LT[s𝑠j .pc′]M𝜄),Q and s𝜄i−→→→1

s
𝜄
j.

Based on the semantics of IMLSB, Fig.6.2, we find I{s𝑠j } = (Π𝑠′, 𝜂𝑠′, pc′),Q𝜄×𝑠

that is in the relation I{s𝑠i }−→→→1,H I{s𝑠j }.
Finally, we choose H′ by extending H according to the executed opera-
tion and such that H′(I{s𝑠j }.𝜂

𝑠) = s
𝜄
j.𝜂

𝜄 . Therefore, we can conclude that
(Π𝑠′, 𝜂𝑠′, pc′),Q𝜄×𝑠 ∼H′,L.M𝜄 (𝜂

𝜄′, LT[s𝑠i .pc′]M𝜄),Q.

– P(I{s𝑠i }.pc) = Branch(𝜙,T1,T2) case 𝑇𝑟𝑢𝑒 (case 𝐹𝑎𝑙𝑠𝑒)
Since I{s𝑠i } ∼H,L.M𝜄 s

𝜄
i, we know that s𝜄i.P = LT[s𝑠i .pc]M𝜄 . Based on the trans-

lation rules in Fig. 5.5, we get that s𝜄i.P = if L𝜙M𝜄 then LT1M𝜄 else LT2M𝜄 .
Also, by construction of the symbolic execution tree we know that there
exist T0, T1

′, and T2
′ s.t. T = T0 :: (pc,Branch(𝜙, ((pc′,−) :: T1

′),T2))
(T = T0 :: (pc, Branch(𝜙,T1, ((pc′′,−) ::T2

′)))).
Therefore, based on the operational semantics of IML processes [7, p. 23] and
translation rules in Fig. 5.5, we get that s𝜄i−→→→1

s
𝜄
j and s

𝜄
j = (𝜂𝜄, LT[s𝑠j .pc′]M𝜄),

Q
(
s
𝜄
j = (𝜂𝜄, LT[s𝑠j .pc′′]M𝜄),Q

)
.

Based on the semantics of IMLSB, Fig.6.2, we find s
𝑠
j = (Π𝑠, 𝜂𝑠, pc′)(

s
𝑠
j = (Π𝑠, 𝜂𝑠, pc′′)

)
that is in the transition relation I{s𝑠i }−→→→1,H I{s𝑠j }. There-
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fore, we can conclude that (Π𝑠, 𝜂𝑠, pc′),Q𝜄×𝑠 ∼H′,L.M𝜄 (𝜂
𝜄, LT[s𝑠i .pc′]M𝜄),Q(

(Π𝑠, 𝜂𝑠, pc′′),Q𝜄×𝑠 ∼H′,L.M𝜄 (𝜂
𝜄, LT[s𝑠i .pc′′]M𝜄),Q

)
.

• P(I{s𝑠i }.pc) ∈ LL
Since I{s𝑠i } ∼H,L.M𝜄 s

𝜄
i, we know that s𝜄i.P = LT[s𝑠i .pc]M𝜄 . Based on the translation

rules in Fig. 5.5, we get that s𝜄i.P = !t𝑠≤m LoopProc(s𝑠i .pc). Also, by construction
of the symbolic execution tree we know that there exist T0, and T1 such that
T = T0 :: (pc, loop(t𝑠)) :: (pc′, ev) ::T1 such that pc′ = exit (pc).
Therefore, based on the operational semantics of IML processes [7, p. 23] and
translation rules in Fig. 5.5, we get s𝜄j = (𝜂′, LT[s𝑠j .pc′]M𝜄),Q and s

𝜄
i−→→→1

s
𝜄
j such

that 𝜂′[t𝑠] = b. Based on the semantics of IMLSB, Fig. 6.2 and the computed
loop summary, we find I{s𝑠j } = (Π𝑠′, 𝜂𝑠′, pc′),Q𝜄×𝑠 that is in the transition rela-

tion I{s𝑠i }
o𝜄×𝑠−−−→→→1,H I{s𝑠j }, 𝑜

𝜄×𝑠 = loop(t𝑠), and pc′ = exit (pc).
Finally, for every IML variable x and symbolic BIR variable x𝑠 that I{s𝑠j}.𝜂

𝑠 [x𝑠] ≠
I{s𝑠i}.𝜂

𝑠 [x𝑠] and s𝜄j.𝜂
𝜄 [x] ≠ s

𝜄
i.𝜂

𝜄 [x], we choose H′ by extending H according to the
executed operation such that H′(I{s𝑠j}.𝜂

𝑠 [x𝑠]) = s
𝜄
j.𝜂

𝜄 [x]. Moreover, for the sym-
bolic counter t𝑠 which represents the number of iterations of the loop in symbolic
execution and the number of the process replication b, we have H′(t𝑠) = b. There-
fore, we can conclude that (Π𝑠′, 𝜂𝑠′, pc′),Q𝜄×𝑠 ∼H′,L.M𝜄 (𝜂

′, LT[s𝑠j .pc′]M𝜄),Q.

□

We then show the translation’s soundness by extending the simulation relation to
execution traces, i.e., ∼H,L.M𝜄 ,𝑘⊆ R𝜄×𝑠 × R𝜄 , w.r.t an upper bound 𝑘 ∈ N on the number
of RNG steps of the execution rng : R → N. The bound 𝑘 is needed because of BIR’s
finite memory model. That is, 𝑅𝜄×𝑠 ∼H,L.M𝜄 ,𝑘 R𝜄 holds, iff, rng(𝑅𝜄×𝑠) ≤ 𝑘 and for all I{s𝑠}
and 𝑜 𝜄×𝑠 ∈ 𝑅𝜄×𝑠 there exist s𝜄, o𝜄 ∈ R𝜄 , and H s.t. I{s𝑠} ∼H,L.M𝜄 s

𝜄 and 𝑜 𝜄×𝑠 =H o
𝜄 .

Finally, we show that executions of the mixed IML and symbolic execution and
IML preserve the simulation relation. Note that, in the following, we assume a single
BIR program that implements different protocol participants with distinct sets of pro-
gram counters. The results can be extended to multiple BIR programs, as presented
in Sec.6.1.4.

Theorem 6.3 (IMLSB-IML Trace Inclusion). Let P be a BIR program, I be an IML process,

and 𝑘 ∈ N is any upper bound on the number of RNG steps, then, for all mixed IML and

symbolic execution traces 𝑅𝜄×𝑠 ∈ R𝜄×𝑠 (I{P}, 𝜂𝑠0 [RM ↦→ rm𝑠

k, rk ↦→ 0]) s.t. rng(𝑅𝜄×𝑠) ≤ 𝑘 ,
there are an IML trace R𝜄 ∈R𝜄 (I{LPM𝜄}) and an H s.t. 𝑅𝜄×𝑠 ∼H,L.M𝜄 ,𝑘 R

𝜄
.
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Proof. The goal is to show that for all IMLSB traces, there is an equivalent IML trace that
are in the simulation relation through the interpretation H. We prove the theorem by
induction on the length of the execution traces:

• Base case. Follows from Theorem 6.1.

• Inductive case. Follows from Theorem 6.2.

□

Theorem 6.3 is the first step to relating the properties we verify for the IML model
to the actual binary of the protocol. We showed that the IML model resulting from
translation covers all behaviors in the IMLSB semantics. Recall that we have to talk
about behavioral properties in the mixed semantics (as opposed to the pure BIR se-
mantics) as protocol properties typically concern more than one party. Next, we show
that these symbolic behaviors cover all concrete behaviors.

6.1.2 Symbolic Execution

To ensure that the extracted IML model preserves the semantics of the protocol’s bi-
nary, we have to prove further that our symbolic execution is behaviorally equivalent
to the transpiled BIR code. To show this, we construct a mixed IML-BIR execution se-
mantics, hereafter IMLB, that allows the BIR program to communicate with the same
IML attacker at the IMLSB level. Fig.6.3 presents the IML-BIRmixed execution semantics
and the rules are similar and have the same meaning as those defined for IMLSB.

Our proof strategy to show the behavioral equivalence of IMLB and IMLSB is similar
to our technique to prove the soundness of the IML translation. That is, we first show
the state/event equivalence between the two abstractions and then use this to prove
the trace inclusion of IMLB in IMLSB.

We show the state/event equivalence by extending the simulation relation of Prop-
erty 1 to a relation ∼H⊆ 𝑆 𝜄×𝑏 × 𝑆 𝜄×𝑠 between IMLB and IMLSB. The relation I{s𝑏

i
} ∼H

I{s𝑠i } checks that I{s
𝑠
i }.pc = I{s𝑏

i
}.pc, and for all x ∈ dom(I{s𝑏

i
}.𝜂𝑏) there exist x𝑠 ∈

dom(I{s𝑠i }.𝜂
𝑠) and an interpretation H s.t. H(I{s𝑠i }.𝜂

𝑠 [x𝑠])=I{s𝑏
i
}.𝜂𝑏 [x]. The first step

in showing this simulation relation between the two layers is to prove that the initial
states are in the relation using Theorem 6.4:

Lemma 6.4 (IMLB-IMLSB Initial State Equivalence). For a BIR program P, an IML pro-

cess I and any upper bound 𝑘 ∈ N on the number of RNG steps, let I{s𝑏
0
} = (𝜂𝑏

0
[RM ↦→

rmk, rk ↦→ 0], pc0) be an initialBIR state in IMLB and I{s𝑠0} = (𝑇𝑟𝑢𝑒, 𝜂𝑠0 [RM ↦→ rm𝑠

k, rk ↦→
0], pc0) be the corresponding initial state in IMLSB. Then, I{s𝑏0} ∼H I{s𝑠0} for all H.
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pc ∈ LN ⊎ 𝜉C ⊎ 𝜉R ⊎ 𝜉E (𝜂𝑏, pc)
o𝑏
−→(𝜂𝑏′, pc′)

𝑛𝑜𝑟𝑚𝑎𝑙IB

P ⊢ (𝜂𝑏, pc),Q𝜄×𝑏
o𝑏
−−→→→

1
(𝜂𝑏′, pc′),Q𝜄×𝑏

∀𝑗 ≤𝑚 : ⟦yj⟧𝜂𝜄 = bj ≠ ⊥ ∀𝑗 ≤𝑚 : (𝜂𝑏
j+1
, aj) =mstore(𝜂𝑏

j
, heap,Mem, bj, 128)

𝑟𝑢𝑛IB
P ⊢ (𝜂𝜄, run(pc, (y1, ..., ym))),Q𝜄×𝑏−→→→

1
(𝜂𝑏

m+1
[r0 ↦→ a1, ..., rm−1 ↦→ am], pc),Q𝜄×𝑏

pc ∈ 𝜉As
pc′ = ret (𝜂𝑏, pc) Q𝜄×𝑏′ = {(𝜂𝑏, pc′)} a = 𝜂𝑏 [r0] b =mload (𝜂𝑏, a)
∀𝑗 ≤𝑚 : 𝜂𝑏 [ej] = bj ≠ ⊥ b′ = truncate(b,maxlen(c))

∃!(𝜂𝜄, Q) ∈Q𝜄×𝑏 : (Q=in(c[e1′, ..., em′], x); P ∧ ∀𝑗 ≤𝑚 : ⟦ej′⟧𝜂𝜄 = bj ≠ ⊥)
B𝑡𝑜I

P ⊢ ((𝜂𝑏, pc), c[e1, ..., em]),Q𝜄×𝑏 Out(b,(e1,...,em))−−−−−−−−−−−−→→→
1
(𝜂𝜄 [x ↦→ b′], P),Q𝜄×𝑏 ⊎ Q𝜄×𝑏′ \ {(𝜂𝜄, Q)}

⟦e⟧𝜂𝜄 = b ≠ ⊥ b′ = truncate(b,maxlen(c)) ∀𝑗 ≤𝑚 : ⟦ej⟧𝜂𝜄 = bj ≠ ⊥ Q𝜄×𝑏′ = reduce({(𝜂𝜄, Q)})
∃!((𝜂𝑏, pc), c[e1

′, ..., em
′]) ∈ Q𝜄×𝑏 : (pc ∈ 𝜉Ar

∧ ∀𝑗 ≤𝑚 : 𝜂𝑏 [ej
′]=bj ≠ ⊥) pc′=ret (𝜂𝑏, pc)

(𝜂𝑏′, a)=mstore(𝜂𝑏, heapA,MemA, b
′, 128) 𝜂𝑏′′ = 𝜂𝑏′[r0 ↦→ a] Q𝜄×𝑏′′={((𝜂𝑏, pc), c[e1

′, ..., em
′])}

I𝑡𝑜B
P ⊢ (𝜂𝜄, out(c[e1, ..., em], e); Q),Q𝜄×𝑏

In(b′,(e′1,...,e′m))−−−−−−−−−−−−→→→
1
((𝜂𝑏′′, pc′), c[em

′, ..., em
′]),Q𝜄×𝑏 ⊎ Q𝜄×𝑏′\Q𝜄×𝑏′′

Figure 6.3: The mixed semantics of BIR and IML shown by IMLB.

Proof. We choose H such that for 0 < 𝑖 ≤ 𝑘 , H(I{s𝑠0}.𝜂
𝑠 .RM[x𝑠i]) = I{s𝑏

0
}.𝜂𝑏 .RM[xi].

Finally, we can conclude that (𝜂𝑏
0
[RM ↦→ rmk, rk ↦→ 0], pc0) ∼H (𝑇𝑟𝑢𝑒, 𝜂𝑠0 [RM ↦→

rm𝑠

k, rk ↦→ 0], pc0). □

We then prove that the single-step transitions of IMLB and IMLSB preserve the sim-
ulation relation using Theorem 6.5.

Lemma 6.5 (IMLB-IMLSB State/Event Equivalence). Let P be a BIR program and I be an

IML process, then, for all I{s𝑠i }, I{s
𝑏

i
}, I{s𝑏

j
} andH s.t. I{s𝑏

i
} ∼H I{s𝑠i } and I{s

𝑏

i
} 𝑜

𝜄×𝑏

−−→→→+
p I{s𝑏j },

there exist an H′
and I{s𝑠j } s.t. H ⊆ H′

, I{s𝑠i }
𝑜𝜄×𝑠−−−→→→+

p,H′ I{s𝑠j }, I{s
𝑏

j
} ∼H′ I{s𝑠j } and

𝑜 𝜄×𝑏 =H′ 𝑜 𝜄×𝑠 .

Proof of Theorem 6.5 is done by a case split on the type of label sets in the BIR
program P.

Proof. We prove the statement by a case split based on the type of the program counter
I{s𝑏

i
}.pc.

• pc ∈ LE
Based on the mixed semantics of IML and BIR, Fig. 6.3, we get that I{s𝑏

j
} =

(𝜂𝑏′, pc′),Q𝜄×𝑏 and I{s𝑏
i
} o𝜄×𝑏−−→→→

1
I{s𝑏

j
}. Based on the definition of event functions

in Sec. 5.1.4, we have pc′ = ret (𝜂𝑏, pc), 𝑜 𝜄×𝑏 = Ev(b1, . . . , bm) and 𝜂𝑏′ = 𝜂𝑏 . Since
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I{s𝑏
i
} ∼H I{s𝑠i }, we get that I{s

𝑠
i }.pc ∈ LE . Based on the semantics of IMLSB, Fig.6.2,

we find I{s𝑠j } = (Π𝑠, 𝜂𝑠, pc′),Q𝜄×𝑠 that is in the transition relation I{s𝑠i }
o𝜄×𝑠−−−→→→1,H I{s𝑠j }

such that 𝑜 𝜄×𝑠 = Ev(d𝑠1, . . . , d𝑠m).
Therefore, we choose H′ by extending H according to the executed operation
and such that H′(d𝑠j) = bj for 0 < 𝑗 ≤ 𝑚. Moreover, since the environment of
both s

𝑏

j
and s

𝑠
j are the same as s𝑏

i
and s

𝑠
i , respectively, we get that I{s𝑠j }.𝜂

𝑠 =H′

I{s𝑏
j
}.𝜂𝑏 . Finally, we can conclude that (𝜂𝑏, pc′),Q𝜄×𝑏 ∼H′ (Π𝑠, 𝜂𝑠, pc′), Q𝜄×𝑠 and

Ev(b1, . . . , bm) =H′ Ev(d𝑠1, . . . , d𝑠m).

• pc ∈ LC
Based on the mixed semantics of IML and BIR, Fig. 6.3, we get that I{s𝑏

j
} =

(𝜂𝑏′′, pc′),Q𝜄×𝑏 and I{s𝑏
i
} o𝜄×𝑏−−→→→

1
I{s𝑏

j
}. Based on the definition of cryptographic calls

in Sec.5.1.3, we have 𝑜 𝜄×𝑏 = Cr(v), pc′ = ret (𝜂𝑏, pc) and 𝜂𝑏′′ = 𝜂𝑏′[r0 ↦→ a] where
(𝜂𝑏′, a) =mstore(𝜂𝑏, heapOp,MemOp, v, 128).
Since I{s𝑏

i
} ∼H I{s𝑠i }, we get that I{s𝑠i }.pc ∈ LC . Based on the semantics of

IMLSB, Fig.6.2, we find I{s𝑠j } = (Π𝑠, 𝜂𝑠′′, pc′) ,Q𝜄×𝑠 that is in the transition relation

I{s𝑠i }
o𝜄×𝑠−−−→→→1,H I{s𝑠j } such that 𝑜 𝜄×𝑠 = Cr(v𝑠) and 𝜂𝑠′′ = 𝜂𝑠′[r0 ↦→ a] where (𝜂𝑠′, a) =

mstore(𝜂𝑠, heapOp,MemOp, v𝑠, 128).
Therefore, we choose H′ by extending H according to the executed operation and
such that H′(v𝑠) = v. Hence, we get that I{s𝑠j }.𝜂

𝑠 =H′ I{s𝑏
j
}.𝜂𝑏 . Finally, we can

conclude that (𝜂𝑏′′, pc′),Q𝜄×𝑏 ∼H′ (Π𝑠, 𝜂𝑠′′, pc′),Q𝜄×𝑠 and Cr(v) =H′ Cr(v𝑠).

• pc ∈ LR
Based on the mixed semantics of IML and BIR, Fig. 6.3, we get that I{s𝑏

j
} =

(𝜂𝑏′′, pc′),Q𝜄×𝑏 and I{s𝑏
i
} o𝜄×𝑏−−→→→

1
I{s𝑏

j
}. Based on the definition of RNG in Sec.5.1.1,

we have 𝑜 𝜄×𝑏 = Fr(xd), 𝑑 =

⌊
𝜂𝑏 [rk]
𝑙

⌋
+ 1, 𝜂𝑏′′ = 𝜂𝑏′[r0 ↦→ a; rk ↦→ 𝜂𝑏 [rk] + 𝑙] where

(𝜂𝑏′, a) =mstore(𝜂𝑏, heap,Mem, xd, 128), xd =ℜ(𝜂𝑏, 𝑛) and pc′ = ret (𝜂𝑏, pc).
Since I{s𝑏

i
} ∼H I{s𝑠i }, we get that I{s𝑠i }.pc ∈ LR . Based on the semantics of

IMLSB, Fig.6.2, we find I{s𝑠j } = (Π𝑠, 𝜂𝑠′′, pc′) ,Q𝜄×𝑠 that is in the relation

I{s𝑠i }
o𝜄×𝑠−−−→→→1,H I{s𝑠j } such that 𝑜 𝜄×𝑠 = Fr(x𝑠d′), 𝑑

′ =
⌊
𝜂𝑠 [rk]
𝑙

⌋
+ 1 and 𝜂𝑠′′ = 𝜂𝑠′[r0 ↦→

a; rk ↦→ 𝜂𝑠 [rk] + 𝑙] where (𝜂𝑠′, a) = mstore(𝜂𝑠, heap,Mem, x𝑠d′, 128) and x𝑠d′ =

ℜ𝑠 (𝜂𝑠, 𝑛).
Since I{s𝑏

i
} ∼H I{s𝑠i } and I{s𝑠i }.𝜂

𝑠 =H I{s𝑏
i
}.𝜂𝑏 , we get that 𝑑′ = 𝑑 . Finally, we

choose H′ by extending H according to the executed operation and such that
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H′(x𝑠d) =xd. Hence, we get that I{s
𝑠
j }.𝜂

𝑠 =H′ I{s𝑏
j
}.𝜂𝑏 . Therefore, we can conclude

that (𝜂𝑏′′, pc′),Q𝜄×𝑏 ∼H′ (Π𝑠, 𝜂𝑠′′, pc′),Q𝜄×𝑠 and Fr(xd) =H′ Fr(x𝑠d).

• pc1 ∈ LAs ∧ pc2 ∈ LAr

In this case, I{s𝑏
i
} 𝑜

𝜄×𝑏

−−→→→+
p I{s𝑏j } amounts to 3 sub-transitions as follows. First, using

theB𝑡𝑜I rule in Fig.6.3, we have the transition relation I{s𝑏
i
}

Out(b,(e1,...,em))−−−−−−−−−−−−→→→
1
I{s𝜄x}

such that I{s𝑏
i
}.pc1 ∈ LAs .

Then, based on the operational semantics of IML output processes [7, p. 23], the

transition I{s𝜄x}−→→→+
p I{s𝜄y} takes place. Finally, we have I{s𝜄y}

In(b′,(e′1,...,e′m))−−−−−−−−−−−−→→→
1
I{s𝑏

j
}

using I𝑡𝑜B rule in Fig.6.3 such that there exist aBIR state ((𝜂𝑏, pc2), c[e′1, . . . , e′m])
in the multiset of executing states I{s𝜄y}.Q𝜄×𝑏 such that pc2 ∈ 𝜉Ar

.

Since I{s𝑏
i
} ∼H I{s𝑠i }, we need to find a mixed symbolic and IML state I{s𝑠j } such

that I{s𝑏
j
} ∼H I{s𝑠j } and it is reachable from intermediate states I{s𝜄x} and I{s𝜄y}

using SB𝑡𝑜I and I𝑡𝑜SB rules in Fig.6.2, respectively.

Therefore, since pc1 ∈ LAs , based on the mixed semantics of IML and BIR, Fig.6.3,
we get that there exist an IML state I{s𝜄x} such that I{s𝑏i }

Out(b,(e1,...,em))−−−−−−−−−−−−→→→
1
I{s𝜄x} and

I{s𝜄x} = (𝜂𝜄 [x ↦→ b′], P),Q𝜄×𝑏 \ Q𝜄×𝑏′ such that b′ = truncate(b, maxlen(c)).
Since I{s𝑏

i
} ∼H I{s𝑠i }, we get that I{s𝑠i }.pc1 ∈ LAs . Based on the semantics of

IMLSB, Fig.6.2, we find I{s𝜄x} = (𝜂𝜄 [x ↦→ b′], P),Q𝜄×𝑠 \ Q𝜄×𝑠′ that is in the transition
relation I{s𝑠i }

o𝜄×𝑠−−−→→→1,H I{s𝜄x} such that 𝑜 𝜄×𝑠 = Out(e𝑠, (e𝑠1, . . . , e𝑠m)).
Since pc2 ∈ LAr , based on the mixed semantics of IML and BIR, Fig. 6.3, we get

that there exist an IML state s𝜄y such that I{s𝜄y}
In(b′,(e′1,...,e′m))−−−−−−−−−−−−→→→

1
I{s𝑏

j
} and I{s𝑏

j
} =

((𝜂𝑏′[r0 ↦→ a], pc′), c[e′1, . . . , e′m]),Q𝜄×𝑏⊎Q𝜄×𝑏′\Q𝜄×𝑏′′ such that (𝜂𝑏′, a) =mstore(𝜂𝑏,
heapA,MemA, b

′, 128) and pc′ = ret (𝜂𝑏, pc2).
Since I{s𝑏

i
} ∼H I{s𝑠i }, we get that I{s𝑠i }.pc2 ∈ LAr . Based on the semantics of

IMLSB, Fig.6.2, we find I{s𝑠j } = ((Π𝑠, 𝜂𝑠′[r0 ↦→ a], pc′), c[e𝑠1′, . . . , e𝑠m′]),Q𝜄×𝑠⊎Q𝜄×𝑠′\

Q𝜄×𝑠′′ that is in the relation I{s𝜄y}
o𝜄×𝑠−−−→→→1,H I{s𝑠j } such that pc′ = ret (Π𝑠, 𝜂𝑠, pc2),

𝑜 𝜄×𝑠 = In(e𝑠′, (e𝑠1′, . . . , e𝑠m′)) and (𝜂𝑠′, a) =mstore(𝜂𝑠, heapA, MemA, e𝑠′, 128).
Moreover, we choose H′ by extending H according to the executed operation
and such that H′(e𝑠) = b, H′(e𝑠′) = b′, H′(e𝑠j) = ej and H′(e𝑠j

′) = ej
′ for 1 ≤

𝑗 ≤ 𝑚. Hence, we get that I{s𝑠j }.𝜂
𝑠 =H′ I{s𝑏

j
}.𝜂𝑏 . Therefore, we can conclude

that ((𝜂𝑏′[r0 ↦→ a], pc′), c[e′1, . . . , e′m]),Q𝜄×𝑏 ⊎ Q𝜄×𝑏′ \ Q𝜄×𝑏′′ ∼H′ ((Π𝑠, 𝜂𝑠′[r0 ↦→
a], pc′), c[e𝑠1′, . . . , e𝑠m′]),Q𝜄×𝑠⊎Q𝜄×𝑠′\Q𝜄×𝑠′′,Out(b, (e1, . . . , em)) =H′ Out(e𝑠, (e𝑠1, . . .
, e𝑠m)), and In(b′, (e′1, . . . , e′m)) =H′ In(e𝑠′, (e𝑠1′, . . . , e𝑠m′)).
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• pc ∈ LN ∧ pc ∉ LL
Based on the mixed semantics of IML and BIR, Fig. 6.3, we get that I{s𝑏

j
} =

(𝜂𝑏′, pc′),Q𝜄×𝑏 and I{s𝑏
i
} o𝜄×𝑏−−→→→

1
I{s𝑏

j
}. Since I{s𝑏

i
} ∼H I{s𝑠i }, we get that I{s

𝑠
i }.pc ∈

LN . Based on the semantics of IMLSB, Fig.6.2, we find I{s𝑠j } = (Π𝑠′, 𝜂𝑠′, pc′),Q𝜄×𝑠

that is in the transition relation I{s𝑠i }−→→→1,H I{s𝑠j }.
Based on Lindner’s work [116] (see Property 1), there exist an interpretation H′ ⊇
Hsuch that I{s𝑠j }.𝜂

𝑠 =H′ I{s𝑏
j
}.𝜂𝑏 . Therefore, we can conclude that (𝜂𝑏′, pc′),Q𝜄×𝑏 ∼H′

(Π𝑠′, 𝜂𝑠′, pc′), Q𝜄×𝑠 .

• pc ∈ LL
Based on the mixed semantics of IML and BIR, Fig. 6.3, we get that I{s𝑏

j
} =

(𝜂𝑏′, pc′),Q𝜄×𝑏 and I{s𝑏
i
}

loop(t)
−−−−−→→→+

1 I{s𝑏j } and pc′ = exit (pc). Since I{s𝑏
i
} ∼H I{s𝑠i },

we get that I{s𝑠i }.pc ∈ LL . Based on the semantics of IMLSB, Fig.6.2 and the com-
puted loop summary, we find I{s𝑠j } = (Π𝑠′, 𝜂𝑠′, pc′), Q𝜄×𝑠 that is in the transition

relation I{s𝑠i }
loop(t𝑠 )
−−−−−−→→→+

1,H I{s𝑠j } such that pc′ = exit (pc). Therefore, we get that
both loops in I{s𝑏

j
} and I{s𝑠j } terminate at the same position pc′.

Finally, for every BIR variable x and symbolic BIR variable x𝑠 that I{s𝑠j}.𝜂
𝑠 [x𝑠] ≠

I{s𝑠i}.𝜂
𝑠 [x𝑠] and I{s𝑏

j
}.𝜂𝑏 [x] ≠ I{s𝑏

i
}.𝜂𝑏 [x], we choose H′ by extending H according

to the executed operation such that H′(I{s𝑠j}.𝜂
𝑠 [x𝑠]) = I{s𝑏

j
}.𝜂𝑏 [x]. Moreover, for

the symbolic counter t𝑠 which represents the number of iterations of the loop in
symbolic execution and the concrete counter t, we have H′(t𝑠) = t. Therefore, we
can conclude that (𝜂𝑏′, pc′),Q𝜄×𝑏 ∼H′ (Π𝑠′, 𝜂𝑠′, pc′),Q𝜄×𝑠 and loop(t𝑠) =H′ loop(t).

□

We show the behavioral equivalence between the two layers by extending the sim-
ulation relation to execution traces ∼H,𝑘⊆ R𝜄×𝑏 × R𝜄×𝑠 w.r.t an upper bound 𝑘 ∈ N on
the number of RNG steps. That is, 𝑅𝜄×𝑏 ∼H,𝑘 𝑅

𝜄×𝑠 holds, iff, rng(𝑅𝜄×𝑏) ≤ 𝑘 , and for all
I{s𝑏}, 𝑜 𝜄×𝑏 ∈ 𝑅𝜄×𝑏 there exist I{s𝑠}, 𝑜 𝜄×𝑠 ∈ 𝑅𝜄×𝑠 and an H s.t. I{s𝑏} ∼H I{s𝑠} and 𝑜 𝜄×𝑏=H𝑜

𝜄×𝑠 .

Theorem 6.6 (IMLB-IMLSB Trace Inclusion). Let P be a BIR program, I be an IML

process, and 𝑘 ∈ N is any upper bound on RNG steps, then, for all IMLB traces 𝑅𝜄×𝑏 ∈
R𝜄×𝑏 (I{P}, 𝜂𝑏

0
[RM ↦→ rmk, rk ↦→ 0]) s.t. rng(𝑅𝜄×𝑏) ≤ 𝑘 , there are an IMLSB trace 𝑅𝜄×𝑠 ∈

R𝜄×𝑠 (I{P}, 𝜂𝑠0 [RM ↦→ rm𝑠

k, rk ↦→ 0]) and an H s.t. 𝑅𝜄×𝑏 ∼H,𝑘 𝑅
𝜄×𝑠
.

Proof. Theorem 6.6 shows that for all IMLB traces, there is an equivalent IMLSB trace
through a properly chosen interpretation H. We prove Theorem 6.6 by induction on
the length of the traces.
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• Base case. The base case can be proved using Theorem 6.4.

• Inductive case. The inductive step can be proved using Theorem 6.5.

□

Theorem 6.6 shows that, for an appropriately chosen interpretation and random
memory, symbolic and concrete executions of a BIR program are behaviorally equiv-
alent. This holds in the mixed IML-(S)BIR semantics, i.e., when coupled with the same
IML attacker and protocol partners.

6.1.3 Security Properties

From the simulation results between concrete BIR, symbolic BIR and extracted IML,
we will now conclude our target result, which argues that probabilistic security results
translate across these levels of abstraction. The security properties we consider, i.e.,
authentication and weak secrecy, are safety properties over event traces. Specifically,
we consider a security property𝜓 as a polynomially decidable prefix-closed set of event
traces such that {t ∈ 𝜓 | ∀𝑖 ∈ N : t [..𝑖] ∈ 𝜓 =⇒ (∃ 𝑗 ∈ N : 𝑗 < 𝑖 ∧ t [.. 𝑗] ∈ 𝜓 )}. Here,
we use the following notation. Given a trace t = 𝑜0𝑜1 . . . and index 𝑖 , we define t [𝑖] = 𝑜𝑖
and t [..𝑖] = 𝑜0𝑜1 . . . 𝑜𝑖 .

Example 6.1. For SSH, we show authentication between the events
AcceptS (𝑃𝐾𝑆 , 𝑃𝐾𝐶) (in the server model based on the binary from one of our
case studies, TinySSH) and AcceptC (𝑃𝐾𝑆 , 𝑃𝐾𝐶) (in the client model implemented
based on the SSH specification) where 𝑃𝐾𝑆 and 𝑃𝐾𝐶 are the server’s public key and
the client’s public key, respectively.

Auth = {t ∈ 𝜓 | ∀𝑖 ∈ N : t [𝑖] = AcceptS (𝑃𝐾𝑆 , 𝑃𝐾𝐶)
=⇒ (∃ 𝑗 ∈ N : 𝑗 < 𝑖 ∧ t [ 𝑗] = AcceptC (𝑃𝐾𝑆 , 𝑃𝐾𝐶)) }

We quantify the probability of a protocol remaining secure by considering the com-
plementary probability: the sum of the probabilities of each violation. To avoid dou-
ble counting, we only sum over the set of shortest violating prefixes, i.e., 𝜓¬ = {t ∉

𝜓 |∀t′.t′ is prefix of t =⇒ t
′∈𝜓 }. As security properties are prefix-closed, this captures

the probability of a violation. The system we analyze consists of the protocol imple-
mentations in BIR. Say 𝔗𝛼 denotes a set of event traces obtained from the respective
set of execution traces R𝛼 ⇂events, where for each execution trace in R𝛼 , tr (.) returns
a corresponding event trace in 𝔗𝛼 , pr is a probability distribution function that com-
putes the probability of an event trace and BS𝑘𝑛 is a set of bit strings for generating 𝑘
random numbers of length 𝑛, then:
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Definition 6.1 (BIR Insecurity). For a BIR program P, an IML process I, a secu-
rity parameter n ∈ N, and 𝑘 ∈ N the size of BIR’s random memory, the insecurity
of I{P} w.r.t. 𝜓 is: insec(I{P}, 𝑛, 𝑘,𝜓 ) = 2−𝑛·𝑘 · ∑ rmk∈BS𝑘𝑛

𝔱𝜄×𝑏∈𝔗𝜄×𝑏
rmk

∩𝜓¬

pr (𝔱𝜄×𝑏) where 𝔗𝜄×𝑏
rmk =

𝔗𝜄×𝑏 (I{P}, 𝜂𝑏
0
[RM ↦→ rmk, rk ↦→ 0]).

After translating P into LPM𝜄 , we define insecurity in terms of IML’s probabilistic
semantics.

Definition 6.2 (IML Insecurity). The insecurity of an IML process I w.r.t a trace prop-
erty𝜓 and a security parameter𝑛 is insec(I, 𝑛,𝜓 ) = ∑

𝔱∈𝔗(I,𝑛)∩𝜓¬ pr (𝔱)where pr (s𝜄0−→→→p1
s
𝜄
1

· · · s𝜄n−1−→→→pn
s
𝜄
n) =

∏
1≤𝑖≤𝑛

pi.

Note that definitions 6.1 and 6.2 coincide on IMLB processes that do not contain
the run-construct, as in this case, the RNG rule (like any other BIR rule) can never be
applied and thus 𝑘 be chosen to be 0. This applies to the IMLB processes resulting from
our translation.

Via [7, Thm. 4.3, Thm. 5.2] we obtain a bound for insec(I{LPM𝜄}, 𝑛,𝜓 ) from either
of the backends, ProVerif or CryptoVerif. In cryptography, probability bounds are
expressed as asymptotic functions in the security parameter. CryptoVerif provides a
symbolic expression of such a probability bound and, furthermore, proves that the
bound is negligible, i.e., it decreases faster than the inverse of any polynomial. On the
other hand, ProVerif only confirms the existence of a negligible bound. In both cases,
the existence of this negligible upper bound ensures insec(I{P}, 𝑛, 𝑘,𝜓 ) is negligible.

Theorem 6.12 shows the translation is sound. Note that I contains BIR programs
(via the run construct), but also IML processes that represent communication partners
and the network attacker. In the following, we present the proof of Theorem 6.12.
Based on definitions 6.1 and 6.2, we calculate the probability distribution in both IML

and IMLB. While the probability of all transitions except for randomnumber generation
is 1, we need to demonstrate other requirements, such as extra randomness, injective
event trace inclusion, etc. To this end, we present the following lemmas to show these
requirements, which is necessary to prove Theorem 6.12.

Lemma 6.7 (Trace Contains Randomness). For a BIR program P, an IML process I,

any upper bound 𝑘 ∈ N on the number of RNG steps, all IML traces R𝜄 ∈ R𝜄 (I{LPM𝜄}),
all interpretations H and H′

, and all mixed IML and symbolic execution traces 𝑅𝜄×𝑠 ∈
R𝜄×𝑠 (I{P}, 𝜂𝑠0 [RM ↦→ rm𝑠

k, rk ↦→ 0]) with 𝑑 the number of RNG steps in 𝑅𝜄×𝑠 such that

rm𝑠

d be the first 𝑑 random symbolic values in RM and 𝑑 ≤ 𝑘 , then,

𝑅𝜄×𝑠 ∼H,𝑘,L·M𝜄 R
𝜄 ∧ 𝑅𝜄×𝑠 ∼H′,𝑘,L·M𝜄 R

𝜄 =⇒ H|rm𝑠
d
= H′|rm𝑠

d



Section 6.1. In Computational Setting 80

Proof. Since the relation 𝑅𝜄×𝑠 ∼H,𝑘,L·M𝜄 R
𝜄 holds, we know that 𝑅𝜄×𝑠 = I{s𝑠0}

o𝜄×𝑠1−−−→→→p1,H . . .

o𝜄×𝑠i−−−→→→pi,H I{s𝑠i }
Fr(x𝑠1)−−−−→→→1,H I{s𝑠i+1}

o𝜄×𝑠i+2−−−→→→pi+2,H . . .
o𝜄×𝑠j−−−→→→pj,H I{s𝑠j }

Fr(x𝑠d)−−−−→→→1,H I{s𝑠j+1}
o𝜄×𝑠j+2−−−→→→pj+2,H . . .−→→→pm,H I{s𝑠m}where 𝑜

𝜄×𝑠
𝑖 does not come from a RNG(𝑛) call and x𝑠1, . . . , x𝑠d

= rm𝑠

d and R𝜄 = s
𝜄
0

o𝜄1−→→→
p1
. . .

o𝜄i−→→→
pi
s
𝜄
i

fr(b1)−−−−−→→→ 1
2n
s
𝜄
i+1 . . .

o𝜄j−→→→
pj
s
𝜄
j

fr(bd)−−−−−→→→ 1
2n
s
𝜄
j+1 . . .−→→→pm

s
𝜄
m.

For all 0 < 𝑖 ≤ 𝑑 , then, bi = H(x𝑠i) (†). Since 𝑅𝜄×𝑠 ∼H′,𝑘,L·M𝜄 R
𝜄 , for the random symbolic

values x𝑠1, . . . , x𝑠d, we get that bi = H′(x𝑠i) for 0 < 𝑖 ≤ 𝑑 (‡). From (†) and (‡), we
conclude that H|rm𝑠

d
= H′|rm𝑠

d
.

□

Lemma 6.8 (Same Random Steps). For a BIR program P, an IML process I, any upper

bound 𝑘 ∈ N on the number of RNG steps, a security parameter n ∈ N, all IML traces

R𝜄 ∈ R𝜄 (I{LPM𝜄}), all interpretations H, all mixed IML and symbolic execution traces

𝑅𝜄×𝑠 ∈ R𝜄×𝑠 (I{P}, 𝜂𝑠0 [RM ↦→ rm𝑠

k, rk ↦→ 0]), if 𝑅𝜄×𝑠 ∼H,𝑘,L·M𝜄 R
𝜄
, then, the number of New

steps in R𝜄 and the number of RNG plus the number of New steps in𝑅𝜄×𝑠 are equal. Moreover,

pr (tr (R𝜄)) = pr (tr (𝑅𝜄×𝑠)) · 2−𝑛·rng(𝑅𝜄×𝑠 ) .

Proof. Since𝑅𝜄×𝑠 ∼H,𝑘,L·M𝜄 R
𝜄 , we know that Fr(x𝑠i) or fr(b) steps in𝑅𝜄×𝑠 maps to fr(H(x𝑠i))

or fr(b) steps in R𝜄 , respectively, for 𝑖 ≤ rng(𝑅𝜄×𝑠). The first statement is as follows:
Based on the rule New in the operational semantics of IML output processes [7,

p. 23], we get that the probability of generating the random number b based on the
IML transition relation (i.e. −→→→ 1

2n
semantics) with respect to security parameter 𝑛 is 1

2𝑛 .

Therefore, the fr(b) step has the probability 1
2𝑛 in both 𝑅𝜄×𝑠 and R𝜄 . Hence, for fr(b)

steps, we have pr (tr (R𝜄)) = pr (tr (𝑅𝜄×𝑠)).
Based on the rule RNG(𝑛) in the semantics of IMLSB, Fig.6.2, we get that the prob-

ability of generating the symbolic random number x𝑠 based on the mixed IML and
symbolic transition relation (i.e., −→→→1,H semantics) with respect to security parameter
𝑛 is 1 but we translate Fr(x𝑠) to fr(H(x𝑠)) using interpretation H which have the prob-
ability 1 · 1

2𝑛 . The number of Fr(x𝑠) steps in 𝑅𝜄×𝑠 are rng(𝑅𝜄×𝑠), hence, the probability of
Fr(x𝑠) steps is pr (tr (𝑅𝜄×𝑠)) · 2−𝑛·rng(𝑅𝜄×𝑠 ) .

Therefore, we can conclude that pr (tr (R𝜄)) = pr (tr (𝑅𝜄×𝑠)) · 2−𝑛·rng(𝑅𝜄×𝑠 ) .
□

Lemma 6.9 (Extra Randomness). For a BIR program P, an IML process I, any upper

bound 𝑘 ∈ N on the number of RNG steps, a security parameter n ∈ N, all IML traces

R𝜄 ∈ R𝜄 (I{LPM𝜄}), all interpretations H, all mixed IML and symbolic execution traces

𝑅𝜄×𝑠 ∈ R𝜄×𝑠 (I{P}, 𝜂𝑠0 [RM ↦→ rm𝑠

k, rk ↦→ 0]) with 𝑘 = rng(𝑅𝜄×𝑠), and for any 𝑙 ≥ 𝑘 , if

𝑅𝜄×𝑠 ∼H,𝑘,L·M𝜄 R
𝜄
, then, for all H′

with dom(H′) ⊆ rm𝑠

l \ rm
𝑠

k , we have, 𝑅
𝜄×𝑠 ∼H′ |rm𝑠k

,𝑘,L·M𝜄 R
𝜄
.



Section 6.1. In Computational Setting 81

Proof. Since 𝑅𝜄×𝑠 ∼H,𝑘,L·M𝜄 R
𝜄 , we know that the number of RNG steps in 𝑅𝜄×𝑠 is rng(𝑅𝜄×𝑠) ≤

𝑘 . Based on the semantics of IMLSB, Fig. 6.2, we know that random symbolic values
x𝑠i ∈ rm𝑠

k for 0 < 𝑖 ≤ 𝑘 are used in RNG(𝑛) rule by order of 𝑖 . The random symbolic
values x𝑠j ∈ rm𝑠

l for 𝑙 ≥ 𝑗 ≥ 𝑘 are not generated by RNG(𝑛) rule in Fig.6.2. Therefore,
the random symbolic values x𝑠j ∈ rm𝑠

l for 𝑙 ≥ 𝑗 ≥ 𝑘 are not part of the mixed IML

and symbolic state after RNG(𝑛) call. Hence, we can conclude that modification of H
does not affect trace equivalence and we have 𝑅𝜄×𝑠 ∼H′,𝑘,L·M𝜄 R𝜄 such that H ⊆ H′ and
dom(H′) ⊆ rm𝑠

l \ rm
𝑠

k.
□

Lemma 6.10 (IMLSB-IML Injective Event Trace Inclusion). For a BIR program P, an IML
process I, any security parameter 𝑛 ∈ N, an upper bound on the number of nonces 𝑘 ∈ N,
and for 𝔗𝜄×𝑠 = 𝔗𝜄×𝑠 (I{P}, 𝜂𝑠0 [RM ↦→ rm𝑠

k, rk ↦→ 0]), there is an injective function 𝜁 from{(
𝔱𝜄×𝑠 ∈ 𝔗𝜄×𝑠,

H : rm𝑠

k → BS𝑘𝑛

) ����� rng(𝔱𝜄×𝑠) = 𝑘 ∧
∃H′. H′|rm𝑠

k
= H

}
to 𝔗(I{LPM𝜄}, 𝑛) such that

𝜁 (𝔱𝜄×𝑠,H) = 𝔱 =⇒
©­­­«
∃H′, 𝑅𝜄×𝑠, R𝜄 .

𝑅𝜄×𝑠 ∼H′,𝑘,L·M𝜄 R
𝜄 ∧

tr (𝑅𝜄×𝑠) = 𝔱𝜄×𝑠 ∧ tr (R𝜄) = 𝔱

ª®®®¬
Proof. From the skolemization of Theorem 6.3, we define 𝜁 ′ : R𝜄×𝑠 × H → R𝜄 such
that 𝜁 ′(𝑅𝜄×𝑠,H′) = R𝜄 implies 𝑅𝜄×𝑠 ∼H′,𝑘,L·M𝜄 R𝜄 . We define 𝜁 : 𝔗𝜄×𝑠 × H → 𝔗 such that
𝜁 (𝔱𝜄×𝑠,H) = 𝔱. Hence, we choose arbitrary 𝑅𝜄×𝑠 and H′ such that tr (𝑅𝜄×𝑠) = 𝔱𝜄×𝑠 and
tr (𝜁 ′(𝑅𝜄×𝑠,H′)) = tr (R𝜄) = 𝔱.

Then, we prove the function 𝜁 is injective by contradiction and assume for arbitrary
𝔱𝜄×𝑠 , 𝔱𝜄×𝑠′, H, and H′ such that 𝔱𝜄×𝑠 ≠ 𝔱𝜄×𝑠′ ∨ H ≠ H′, we have 𝜁 (𝔱𝜄×𝑠,H) = 𝔱 = 𝜁 (𝔱𝜄×𝑠′,H′).
Therefore, H(𝔱𝜄×𝑠) = H′(𝔱𝜄×𝑠′) and for any event 𝑜 𝜄×𝑠 where 𝔱𝜄×𝑠 and 𝔱𝜄×𝑠′ are different, we
have H(𝑜 𝜄×𝑠) = H′(𝑜 𝜄×𝑠′). Hence, there exist two cases:

1. 𝑜 𝜄×𝑠 ≠ 𝑜 𝜄×𝑠′

(a) H = H′: We assume that there exists a symbolic value d𝑠 such that H(Ev(d𝑠))
≠ H(Fr(d𝑠)). Based on 𝑅𝜄×𝑠 ∼H,𝑘,L·M𝜄 R

𝜄 , we have ev(H(d𝑠)) ∈ 𝔱 at the position
𝑗 and Ev(d𝑠) ∈ 𝔱𝜄×𝑠 at the same position 𝑗 . Similarly, we have fr(H(d𝑠)) ∈ 𝔱

at the position 𝑗 and Fr(d𝑠) ∈ 𝔱𝜄×𝑠′ at the same position 𝑗 . Hence, we get
that we have two different 𝔱 (i.e., at the position 𝑗 ). Since 𝑜 𝜄×𝑠 ≠ 𝑜 𝜄×𝑠′ gives a
contradiction, we deduce that 𝑜 𝜄×𝑠 = 𝑜 𝜄×𝑠′.
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(b) H ≠ H′: We assume that there exists a symbolic value d𝑠 such that H(Ev(d𝑠))
≠ H′(Fr(d𝑠)). Based on 𝑅𝜄×𝑠 ∼H,𝑘,L·M𝜄 R𝜄 , we have ev(H(d𝑠)) ∈ 𝔱 at the posi-
tion 𝑗 and Ev(d𝑠) ∈ 𝔱𝜄×𝑠 at the same position 𝑗 . Based on 𝑅𝜄×𝑠′ ∼H′,𝑘,L·M𝜄 R

𝜄 , we
have fr(H′(d𝑠)) ∈ 𝔱 at the position 𝑗 and Fr(d𝑠) ∈ 𝔱𝜄×𝑠′ at the same position
𝑗 . Hence, we get that we have two different 𝔱 (i.e., at the position 𝑗 ). Since
𝑜 𝜄×𝑠 ≠ 𝑜 𝜄×𝑠′ gives a contradiction, we deduce that 𝑜 𝜄×𝑠 = 𝑜 𝜄×𝑠′.

2. H ≠ H′ ∧ 𝑜 𝜄×𝑠 = 𝑜 𝜄×𝑠′

(a) 𝑜 𝜄×𝑠 is a Fr(·) event: We assume that there exists a random symbolic value
x𝑠i ∈ rm𝑠

k for 0 < 𝑖 ≤ 𝑘 such that H(Fr(x𝑠i)) ≠ H′(Fr(x𝑠i)). Based on
𝑅𝜄×𝑠 ∼H,𝑘,L·M𝜄 R

𝜄 , we have fr(H(x𝑠i)) ∈ 𝔱 at the position 𝑗 and Fr(x𝑠i) ∈ 𝔱𝜄×𝑠 at the
same position 𝑗 . Similarly, for 𝔱𝜄×𝑠′ andH′ and the same position 𝑗 . Therefore,
H(x𝑠i) = H′(x𝑠i). Hence, from x𝑠i ∈ rm𝑠

k, we get that H(Fr(x𝑠i)) = H′(Fr(x𝑠i)).
Since H ≠ H′ gives a contradiction, we deduce that H = H′.

(b) 𝑜 𝜄×𝑠 is a Ev(·) event: We assume that there exists a symbolic value d𝑠 such
that H(Ev(d𝑠)) ≠ H′(Ev(d𝑠)). Based on 𝑅𝜄×𝑠 ∼H,𝑘,L·M𝜄 R

𝜄 , we have ev(H(d𝑠)) ∈
𝔱 at the position 𝑗 and Ev(d𝑠) ∈ 𝔱𝜄×𝑠 at the same position 𝑗 . Similarly, for
𝔱𝜄×𝑠′ and H′ and the same position 𝑗 . Because we generate symbolic values
in a canonical form, H(d𝑠) = H′(d𝑠). Therefore, we get that H(Ev(d𝑠)) =

H′(Ev(d𝑠)). Since H ≠ H′ gives a contradiction, we deduce that H = H′.

Therefore, we can conclude that the function 𝜁 is injective.
□

Lemma 6.11 (IMLB-IMLSB Injective Event Trace Inclusion). For a BIR program P, an
IML process I, any security parameter 𝑛 ∈ N, an upper bound on the number of nonces

𝑘 ∈ N, and for 𝔗𝜄×𝑏 = 𝔗𝜄×𝑏 (I{P}, 𝜂𝑏
0
[RM ↦→ rmk, rk ↦→ 0]), there is an injective function

𝜁 from {(𝔱𝜄×𝑏, rmk) | rmk ∈ BS𝑘𝑛 ∧ 𝔱𝜄×𝑏 ∈ 𝔗𝜄×𝑏 (I{P}, 𝜂𝑏
0
[RM ↦→ rmk, rk ↦→ 0])} to{(

𝔱𝜄×𝑠 ∈ 𝔗𝜄×𝑠,

H : rm𝑠

k → BS𝑘𝑛

) ����� s.t. ∃H′.H′|rm𝑠
k
= H

}
such that

𝜁 (𝔱𝜄×𝑏, rmk) = (𝔱𝜄×𝑠,H) =⇒
(
pr (𝔱𝜄×𝑏) · 2−𝑛·𝑘 = pr (𝔱𝜄×𝑠) · 2−𝑛·𝑘 ∧
tr (𝑅𝜄×𝑏) = 𝔱𝜄×𝑏 ∧ tr (𝑅𝜄×𝑠) = 𝔱𝜄×𝑠

)
Proof. From the skolemization of Theorem 6.6, we define 𝜁 ′ : R𝜄×𝑏×BS𝑘𝑛 → R𝜄×𝑠×H such
that 𝜁 ′(𝑅𝜄×𝑏, rmk) = (𝑅𝜄×𝑠,H) implies 𝑅𝜄×𝑏 ∼H,𝑘 𝑅

𝜄×𝑠 . We define 𝜁 : 𝔗𝜄×𝑏 × BS𝑘𝑛 → 𝔗𝜄×𝑠 ×H
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such that 𝜁 (𝔱𝜄×𝑏, rmk) = (𝔱𝜄×𝑠,H). Hence, we choose arbitrary 𝑅𝜄×𝑏 and rmk such that
tr (𝑅𝜄×𝑏) = 𝔱𝜄×𝑏 and tr (𝜁 ′(𝑅𝜄×𝑏, rmk)) = tr (𝑅𝜄×𝑠,H) = 𝔱𝜄×𝑠 .

Then, we prove the function 𝜁 is injective by contradiction and assume for arbitrary
𝔱𝜄×𝑏 , 𝔱𝜄×𝑏′, rmk, and rm′k such that 𝔱𝜄×𝑏 ≠ 𝔱𝜄×𝑏′∨rmk ≠ rm′k, we have 𝜁 (𝔱𝜄×𝑏, rmk) = (𝔱𝜄×𝑠,H) =
𝜁 (𝔱𝜄×𝑏′, rm′k). Therefore, we get that (𝔱𝜄×𝑏, rmk) = H(𝔱𝜄×𝑠) = (𝔱𝜄×𝑏′, rm′k). Hence, there exist
two cases:

1. rmk ≠ rm′k
We assume that there exists a random value xi ∈ rmk and a random value xi′ ∈
rm′k for 0 < 𝑖 ≤ 𝑘 such that xi ≠ xi

′. Based on𝑅𝜄×𝑏 ∼H,𝑘 𝑅
𝜄×𝑠 , we have Fr(x𝑠i) ∈ 𝔱𝜄×𝑠 at

the position 𝑗 and Fr(xi) ∈ 𝔱𝜄×𝑏 at the same position 𝑗 such that H(x𝑠i) = xi. Based
on 𝑅𝜄×𝑏′ ∼H,𝑘 𝑅

𝜄×𝑠 , we have Fr(x𝑠i) ∈ 𝔱𝜄×𝑠 at the position 𝑗 and Fr(xi′) ∈ 𝔱𝜄×𝑏′ at the
same position 𝑗 such that H(x𝑠i) = xi

′. Therefore, we get that xi = H(x𝑠i) = xi
′.

Since rmk ≠ rm′k gives a contradiction, we deduce that rmk = rm′k.

2. 𝔱𝜄×𝑏 ≠ 𝔱𝜄×𝑏′ ∧ rmk = rm′k
Let 𝑜 𝜄×𝑏 and 𝑜 𝜄×𝑏′ be the earliest mixed IML and BIR events where 𝔱𝜄×𝑏 and 𝔱𝜄×𝑏′

are different. Based on 𝑅𝜄×𝑏 ∼H,𝑘 𝑅𝜄×𝑠 , we have 𝑜 𝜄×𝑠 ∈ 𝔱𝜄×𝑠 at the position 𝑗 and
𝑜 𝜄×𝑏 ∈ 𝔱𝜄×𝑏 at the same position 𝑗 such that H(𝑜 𝜄×𝑠) = 𝑜 𝜄×𝑏 . Based on 𝑅𝜄×𝑏′ ∼H,𝑘 𝑅

𝜄×𝑠 ,
we have 𝑜 𝜄×𝑠 ∈ 𝔱𝜄×𝑠 at the position 𝑗 and 𝑜 𝜄×𝑏′ ∈ 𝔱𝜄×𝑏′ at the same position 𝑗 such
that H(𝑜 𝜄×𝑠) = 𝑜 𝜄×𝑏′. Therefore, we get that 𝑜 𝜄×𝑏 = H(𝑜 𝜄×𝑠) = 𝑜 𝜄×𝑏′. Since 𝔱𝜄×𝑏 ≠ 𝔱𝜄×𝑏′

gives a contradiction, we deduce that 𝔱𝜄×𝑏 = 𝔱𝜄×𝑏′.

Therefore, we can conclude that the function 𝜁 is injective. Since 𝑅𝜄×𝑏 ∼H,𝑘 𝑅𝜄×𝑠 ,
we know that Fr(x𝑠i) or fr(b) steps in 𝑅𝜄×𝑠 maps to Fr(H(x𝑠i)) or fr(b) steps in 𝑅𝜄×𝑏 ,
respectively, for 𝑖 ≤ 𝑘 . The first statement is as follows:

Based on the rule New in the operational semantics of IML output processes [7,
p. 23], we get that the probability of generating the random number b based on the
IML transition relation (i.e. −→→→ 1

2n
semantics) with respect to security parameter 𝑛 is 1

2𝑛 .

Therefore, the fr(b) step has the probability 1
2𝑛 in both 𝔱𝜄×𝑏 and 𝔱𝜄×𝑠 . Hence, for fr(·)

steps, we have pr (𝔱𝜄×𝑏) = pr (𝔱𝜄×𝑠).
Based on the rule RNG(𝑛) in the semantics of IMLSB, Fig.6.2, we get that the prob-

ability of generating the symbolic random number x𝑠 based on the mixed IML and
symbolic transition relation (i.e., −→→→1,H semantics) with respect to security parameter
𝑛 is 1 but we map Fr(x𝑠) to Fr(H(x𝑠)) using interpretation H which have the probabil-
ity 1 · 1

2𝑛 . The number of Fr(x𝑠) steps in 𝔱𝜄×𝑠 are 𝑘 , hence, the probability of Fr(x𝑠) steps
is pr (𝔱𝜄×𝑠) · 2−𝑛·𝑘 .

Based on the rule normal in themixed semantics of IML andBIR Fig.6.3 and Sec.5.1.1,
we get that the probability of generating the random number x based on the mixed IML
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and BIR transition relation (i.e., −→→→
1
semantics) with respect to security parameter 𝑛

is 1 but we extracting x from the random memory RM with length 𝑛 which have the
probability 1 · 1

2𝑛 . The number of Fr(x) steps in 𝔱𝜄×𝑏 are 𝑘 , hence, the probability of Fr(x)
steps is pr (𝔱𝜄×𝑏) · 2−𝑛·𝑘 .

Therefore, we can conclude that pr (𝔱𝜄×𝑏) · 2−𝑛·𝑘 = pr (𝔱𝜄×𝑠) · 2−𝑛·𝑘 .
□

Theorem 6.12 (Translation Preserves Attacks). Given a BIR program P, an IML process
I, a security parameter 𝑛 ∈ N, a trace property 𝜓 and an upper bound 𝑘 ∈ N on the

number of RNG steps in 𝔗𝜄×𝑏 (I{P}, 𝜂𝑏
0
[RM ↦→ rmk, rk ↦→ 0]), we get that

insec(I{P}, 𝑛, 𝑘,𝜓 ) ≤ insec(I{LPM𝜄}, 𝑛,𝜓 ).

Proof. Throughout the following proof, we use the following property of sums: if
𝜁 : 𝐴 → 𝐵 is an injection, then

∑
𝑎∈𝐴 𝑓 (𝜁 (𝑎)) ≤ ∑

𝑏∈𝐵 𝑓 (𝑏). Recall also that, if
𝜁 : 𝐴 → 𝐵 is injective, then 𝜁 |𝐴′ is injective for any 𝐴′. Also, for brevity, let 𝔗𝜄×𝑠 =

𝔗𝜄×𝑠 (I{P}, 𝜂𝑠0 [RM ↦→ rm𝑠

k, rk ↦→ 0]) and 𝔗𝜄×𝑏 = 𝔗𝜄×𝑏 (I{P}, 𝜂𝑏
0
[RM ↦→ rmk, rk ↦→ 0]) in

the follow up.

insec(I{LPM𝜄}, 𝑛,𝜓 )

Def. 6.2
=

∑︁
𝔱∈𝔗(I{LPM𝜄 },𝑛)∩𝜓¬

pr (𝔱)

Note that 𝑅𝜄×𝑠 ∼H,𝑘,L·M𝜄 R
𝜄 implies H(𝔱𝜄×𝑠) ∈ 𝜓¬ ⇔ 𝔱 ∈ 𝜓¬

Lem. 6.10,Lem. 6.8
≥

∑︁
𝔱𝜄×𝑠∈𝔗𝜄×𝑠
H:rm𝑠

l →BS𝑘𝑛
s.t. ∃H′ . H′ |rm𝑠l

=H
∧H′ (𝔱𝜄×𝑠 )∈𝜓¬
∧rng(𝔱𝜄×𝑠 )=𝑙

2−𝑛𝑙pr (𝔱𝜄×𝑠)

Let 𝑘 be the maximal 𝑙 in the sum. We extend the range of H, which increases the range
of the sum by 2𝑛(𝑘−𝑙) :

=
∑︁

𝔱𝜄×𝑠∈𝔗𝜄×𝑠
H:rm𝑠

k→BS𝑘𝑛
s.t. ∃H′ . H′ |rm𝑠l

=H|rm𝑠l
∧H′ (𝔱𝜄×𝑠 )∈𝜓¬
∧rng(𝔱𝜄×𝑠 )=𝑙

2−𝑛𝑙

2𝑛(𝑘−𝑙)︸ ︷︷ ︸
=2−𝑛𝑘

·pr (𝔱𝜄×𝑠)
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Lem. 6.9
=

∑︁
𝔱𝜄×𝑠∈𝔗𝜄×𝑠
H:rm𝑠

k→BS𝑘𝑛
s.t. ∃H′ .H′ |rm𝑠k

=H
∧H′ (𝔱𝜄×𝑠 )∈𝜓¬

2−𝑛𝑘pr (𝔱𝜄×𝑠)

=2−𝑛𝑘 ·
∑︁

𝔱𝜄×𝑠∈𝔗𝜄×𝑠
H:rm𝑠

k→BS𝑘𝑛
s.t. ∃H′ .H′ |rm𝑠k

=H
∧H′ (𝔱𝜄×𝑠 )∈𝜓¬

pr (𝔱𝜄×𝑠)

Note that 𝑅𝜄×𝑏 ∼H,𝑘 𝑅
𝜄×𝑠 implies H(𝔱𝜄×𝑠) ∈ 𝜓¬ ⇔ 𝔱𝜄×𝑏 ∈ 𝜓¬

Lem. 6.11
≥ 2−𝑛𝑘 ·

∑︁
rmk∈BS𝑘𝑛

𝔱𝜄×𝑏∈𝔗𝜄×𝑏∩𝜓¬

pr (𝔱𝜄×𝑏)

Def. 6.1
= insec(I{P}, 𝑛, 𝑘,𝜓 )

□

6.1.4 Multi-Programs Proof

In this section, we extend our results for multiple programs by establishing theo-
rems 6.13 to 6.15. Given an IML process I and implementations P1, ..., Pm of proto-
col participants in BIR, we denote I{P1, ..., Pm} which parties running in parallel with
an IML attacker and communicate through a channel. For P1, ..., Pm which are sym-
bolically executed and translated into IML processes LP1M𝜄, ..., LPmM𝜄 , the IML process
I{LP1M𝜄, ..., LPmM𝜄} describes the parallel composition of𝑚 parties in the presence of an
attacker. The following theorem indicates that IMLSB and IML preserve the simulation
relation for𝑚 programs.

Theorem 6.13 (IMLSB-IML Trace Inclusion∗). Let P1, ..., Pm be BIR programs, I be an

IML process and 𝑘 ∈ N is any upper bound on RNG steps, then, for all mixed IML and

symbolic execution traces 𝑅𝜄×𝑠 ∈ R𝜄×𝑠 (I{P1, ..., Pm}, 𝜂𝑠0 [RM ↦→ rm𝑠

k, rk ↦→ 0]) such that

rng(𝑅𝜄×𝑠) ≤ 𝑘 , there exist an IML trace R𝜄 ∈ R𝜄 (I{LP1M𝜄, ..., LPmM𝜄}) and an interpretation

H such that 𝑅𝜄×𝑠 ∼H,L.M𝜄 ,𝑘 R
𝜄
.

Proof. By Theorem 6.3, for each 0 < 𝑖 ≤𝑚, we have that for all mixed IML and symbolic
execution traces 𝑅𝜄×𝑠𝑖 ∈ R𝜄×𝑠

𝑖 (I{Pi}, 𝜂𝑠0 [RM ↦→ rm𝑠

k, rk ↦→ 0]), exist an IML trace R𝜄i ∈
R𝜄

i(I{LPiM𝜄}) and an interpretation Hi s.t. 𝑅𝜄×𝑠𝑖 ∼Hi,L.M
𝜄 ,𝑘

R𝜄i. Then, we can conclude that
for all mixed IML and symbolic execution traces 𝑅𝜄×𝑠 ∈ R𝜄×𝑠 (I{P1, ..., Pm}, 𝜂𝑠0 [RM ↦→
rm𝑠

k, rk ↦→ 0]), there exist an IML trace R𝜄 ∈ R𝜄 (I{LP1M𝜄, ..., LPmM𝜄}) and a H such that
𝑅𝜄×𝑠 ∼H,L.M𝜄 ,𝑘 R

𝜄 and Hi ⊆ H for 0 < 𝑖 ≤𝑚. □
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Theorem 6.13 proves that the IML model resulting from the translation of𝑚 pro-
grams covers all behaviors in the mixed IML and symbolic execution semantics. To
ensure that the extracted IML model for𝑚 protocol parties preserves the semantics of
their implementations in binary, we have to show Theorem 6.14.

Theorem 6.14 (IMLB-IMLSB Trace Inclusion∗). Let P1, ..., Pm be BIR programs, I be an

IML process and 𝑘 ∈ N is any upper bound on RNG steps, then, for all mixed IML and BIR
traces 𝑅𝜄×𝑏 ∈ R𝜄×𝑏 (I{P1, ..., Pm}, 𝜂𝑏0 [RM ↦→ rmk, rk ↦→ 0]) such that rng(𝑅𝜄×𝑏) ≤ 𝑘 , there

exist a mixed IML and SBIR trace 𝑅𝜄×𝑠 ∈ R𝜄×𝑠 (I{P1, ..., Pm}, 𝜂𝑠0 [RM ↦→ rm𝑠

k, rk ↦→ 0]) and
an H such that 𝑅𝜄×𝑏 ∼H,𝑘 𝑅

𝜄×𝑠
.

Proof. By Theorem 6.6, for each 0 < 𝑖 ≤ 𝑚, we have for all mixed IML and BIR traces
𝑅𝜄×𝑏𝑖 ∈ R𝜄×𝑏

𝑖 (I{Pi}, 𝜂𝑏0 [RM ↦→ rmk, rk ↦→ 0]), there is a mixed IML and symbolic ex-
ecution trace 𝑅𝜄×𝑠𝑖 ∈ R𝜄×𝑠

𝑖 (I{Pi}, 𝜂𝑠0 [RM ↦→ rm𝑠

k, rk ↦→ 0]), and an interpretation Hi
such that 𝑅𝜄×𝑏𝑖 ∼Hi,𝑘

𝑅𝜄×𝑠𝑖 . Then, we can conclude that for all mixed IML and BIR traces
𝑅𝜄×𝑏 ∈ R𝜄×𝑏 (I{P1, ..., Pm}, 𝜂𝑏0 [RM ↦→ rmk, rk ↦→ 0]), there exist a mixed IML and symbolic
execution trace 𝑅𝜄×𝑠 ∈ R𝜄×𝑠 (I{P1, ..., Pm}, 𝜂𝑠0 [RM ↦→ rm𝑠

k, rk ↦→ 0]) and an interpreta-
tion H such that 𝑅𝜄×𝑏 ∼H,𝑘 𝑅

𝜄×𝑠 and Hi ⊆ H for 0 < 𝑖 ≤𝑚. □

Theorem 6.14 states that symbolically executed BIR programs P1, ..., Pm preserve
all behaviors of the same programs in the concrete execution for an appropriately cho-
sen interpretation and random memory. In the following, we measure the success
probability of the attacker for BIR programs in IMLB execution semantics I{P1, ..., Pm}
and extracted IML process I{LP1M𝜄, ..., LPmM𝜄}. Then we show by Theorem 6.15 that
I{P1, ..., Pm} is at least as secure as I{LP1M𝜄, ..., LPmM𝜄} with respect to any trace prop-
erty𝜓 , security parameter 𝑛 and upper bound 𝑘 on the number of RNG steps.

Theorem 6.15 (Translation Preserves Attacks∗). Given an IML process I, BIR programs

P1, ..., Pm, a security parameter 𝑛 ∈ N, a trace property 𝜓 and an upper bound 𝑘 ∈ N on

the number of RNG steps in 𝔗𝜄×𝑏 (I{P1, ..., Pm}, 𝜂𝑏0 [RM ↦→ rmk, rk ↦→ 0]), we get that
insec(I{P1, ..., Pm}, 𝑛, 𝑘,𝜓 ) ≤ insec(I{LP1M𝜄, ..., LPmM𝜄}, 𝑛,𝜓 )

Proof. The insecurity of I{LP1M𝜄, ..., LPmM𝜄} w.r.t. 𝜓 is as follows:
insec(I{LP1M𝜄, ..., LPmM𝜄}, 𝑛,𝜓 )

=
∑︁

𝔱∈𝔗(I{LP1M𝜄 ,...,LPmM𝜄 },𝑛)∩𝜓¬

pr (𝔱)

Note that by Theorem 6.13, we have𝑅𝜄×𝑠 ∼H,𝑘,L·M𝜄 R
𝜄 which implies H(𝔱𝜄×𝑠) ∈ 𝜓¬ ⇔ 𝔱 ∈ 𝜓¬

=
∑︁

0<𝑖≤𝑚

∑︁
𝔱i∈

𝔗i ((I{LPiM𝜄 },𝑛)∩𝜓¬

pr (𝔱i)
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Def. 6.2
=

∑︁
0<𝑖≤𝑚

insec(I{LPiM𝜄}, 𝑛,𝜓 )

Thm. 6.12
≥

∑︁
0<𝑖≤𝑚

insec(I{Pi}, 𝑛, 𝑘,𝜓 )

Def. 6.1
=

∑︁
0<𝑖≤𝑚

2−𝑛·𝑘 ·
∑︁

rmk∈BS𝑘𝑛
𝔱𝜄×𝑏𝑖 ∈𝜓¬∩

𝔗𝜄×𝑏
𝑖 (I{Pi},𝜂𝑏0 [RM↦→rmk,rk ↦→0])

pr (𝔱𝜄×𝑏𝑖 )

Note that by Theorem 6.14, we have 𝑅𝜄×𝑏 ∼H,𝑘 𝑅
𝜄×𝑠 which implies H(𝔱𝜄×𝑠) ∈ 𝜓¬ ⇔ 𝔱𝜄×𝑏 ∈

𝜓¬

= 2−𝑛𝑘 ·
∑︁

rmk∈BS𝑘𝑛
𝔱𝜄×𝑏∈𝔗𝜄×𝑏∩𝜓¬

pr (𝔱𝜄×𝑏)

= insec(I{P1, ..., Pm}, 𝑛, 𝑘,𝜓 )

□

6.2 In Symbolic Setting

We instantiate our general framework (introduced in Part I) with different languages:
(a) ARMv8 and RISC-V for verifying implementations of real-world protocols, (b) Sapic+
for modeling parties from the specification, and (c) DY rules for specifying our threat
model. This section demonstrates how the theorems presented in Chapter 3 simplified
the end-to-end proof in the symbolic setting, enabling us to mechanize it.

6.2.1 Specific Deduction Combiners

The parallel composition of SBIR and the DY attacker employs the combined deduction
relation ⊢bit

′
𝑠𝐴 , which represents a specialized variant of the combined deduction relation

⊢bit

12
(see Sec.3.3.3) for SBIR, as presented below:

Π𝑠 ⊎ Π
A
⊢bit

′
𝑠𝐴 K(𝑧) ⇔ ∃ 𝑥,𝑦,𝑤 .
K(𝑦) ∈ Π

A
∧ (𝑦 � 𝑥 ^b 𝑤) ∈ Π𝑠 ∧ 𝑧 ∈

(
symbols(𝑥) ∪ symbols(𝑤)

)
(bit′)
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During our symbolic execution, a logical predicate may be added into the SBIR pred-
icate set (i.e., Π𝑠) and an SBIR event arises. For example, an equality predicate, rep-
resented as �, is added to the SBIR predicate set as a result of processing the assign
statement. Additionally, the DY attacker’s predicate set (i.e., Π

A
) is updated due to the

combined deduction relation ⊢
·↦→

𝐿𝐴
and synchronization (Table 2.1 summarizes synchro-

nization events). Recall that ∥⊢
·↦→

𝐿𝐴

𝑠 uses a deduction combiner specific to the DY attacker
and library (defined in Sec.3.3.2.1), while ∥⊢

bit
′

𝑠𝐴
𝑠 utilizes a specialized deduction relation

between SBIR and DY. Moreover, ∥⊢
Lbit

′M𝑠𝑝
𝑠𝑝𝐴

𝑠 employs a deduction relation similar to ⊢bit
′

𝑠𝐴 ,
referred to as ⊢Lbit

′M𝑠𝑝
𝑠𝑝𝐴 , which particularly applies to Sapic− and DY predicate sets. The

distinction from ⊢bit
′

𝑠𝐴 lies in the fact that ⊢Lbit
′M𝑠𝑝

𝑠𝑝𝐴 incorporates the translation of the bi-
nary operators ^b as function symbols (see Fig. 5.7 for the translation of the binary
operations).

Example 6.2. This example presents the sequence of BIR statements of example 3.2,
along with the corresponding updates resulting from symbolic execution, model ex-
traction and the deduction combiner ⊢bit

′
𝑠𝐴 . As shown in the last column of the illus-

trated box, the DY attacker gains further logical facts by using the deduction com-
biner ⊢bit

′
𝑠𝐴 together with the DY and SBIR predicate sets. We use a number next to each

piece of knowledge, to indicate in which order these facts are acquired in our exam-
ple. We employed the combined deduction relations ⊢bit

′
𝑠𝐴 and ⊢Lbit

′M𝑠𝑝
𝑠𝑝𝐴 and extracted the

presented Sapic− model using our toolchain to demonstrate the application of these
combined deduction relations. This model reflects ⊢bit

′
𝑠𝐴 and ⊢Lbit

′M𝑠𝑝
𝑠𝑝𝐴 as destructors de-

fined in the translation from Sapic− (and Co.) to Sapic+. These destructors derive the
same terms that ⊢bit

′
𝑠𝐴 derives in this example.

In this example, '𝑑𝑒..' represents the constant value 0xde.. and jumps (at lines 0, 3,
4, and 6) are the translation of branch and link instruction used for function calls in
ARM, which requires updating the link register 𝑅30. We present this register update
in [..] to mean that it is not relevant to what we intend to present in this example.
Note that the BIR representation is simplified w.r.t. to the implementation in HolBA.

6.2.2 Translation to Sapic
−

To enable transferring verified properties from the Sapic+ level back toBIR and then to
the protocols’ binary, it is essential to prove that the extracted Sapic− model preserves
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the behaviors of the SBIR representation. To this end, we establish a proof that for
every path in the symbolic execution tree T, there exists an equivalent Sapic− trace
derived from executing translated process LTM𝑠𝑝 .

Since Sapic+ uses the event K to signify messages coming from the attacker instead
ofA2P , we use ⟨| · |⟩ to translate between trace (sets) of Sapic+ and Sapic−/SBIR. Besides
K, security properties in Sapic+ can only refer to events in the process, which ⟨| · |⟩ keeps
the same.

Theorem 6.16 (Trace Inclusion). Let T be a SBIR execution tree. Then, all translated

SBIR traces of T, ⟨|𝔗𝑠 (T) |⟩, are included in the traces of the translated Sapic
−
process

𝔗𝑠𝑝 (LTM𝑠𝑝).

Proof. The proof is done by induction on the length of the translated traces ⟨|𝔗𝑠 (T) |⟩.
In the base case, no actions are taken. For the inductive case, we apply the case dis-
tinction over synchronous and asynchronous events in the set of SBIR events. We
mechanized Theorem 6.16’s proof in HOL4 (see Symbtree-to-Sapic). □

Lindner et al. [115, Thm. 4.1] demonstrated that verified properties for SBIR transfer
to BIR, ensuring that the verified properties hold for concrete execution semantics.

6.2.3 End-to-End Correctness Result (using Part I)

We then show how the instantiation of theorems in Part I come together to simplify the
analysis of our target language, which we will equip with DY semantics. Our analysis
below includes embedded links to the mechanized proof for each step. We start with
the concrete, complete ARMv8 program in parallel with an unspecified attacker 𝐴.

𝔗𝑐 (𝐶𝐴𝑅𝑀𝑣8 ∥𝑐 𝐴)

As is often the case, we take a detour via an intermediary language, in our case, BIR.
[116, Thm. 2] justifies this so-called lifting step, i.e., shows that this translation is se-
mantics preserving. Thanks to Theorem 3.6, we can use this theorem in context with
the attacker 𝐴.

= 𝔗𝑐 (𝐶BIR ∥𝑐 𝐴)

Wenext require (Assumption 1) that the completeBIR program𝐶BIR is trace-equivalent
to 𝑃BIR ∥𝑐 𝐿BIR, i.e., that it can be split into a program-under-verification (𝑃BIR) and a
known library (𝐿BIR). Sec.5.1 provides statically checkable criteria forBIR to verify this
condition automatically. Again, Theorem 3.6 is used to apply this in context. After-
wards, we use the refinement theorem Theorem 3.4 and the relations indicated by the
underbraces to move from the concrete to the symbolic. An interpretation function 𝜄

https://github.com/FMSecure/CryptoBAP/tree/Thesis/HolBA/src/tools/parallelcomposition/translateTosapic/translate_to_sapicScript.sml#L493
https://github.com/FMSecure/CryptoBAP/tree/Thesis/HolBA/src/tools/parallelcomposition/instantiations/arm8_vs_bir_comp_attackerScript.sml#L145


Section 6.2. In Symbolic Setting 90

evaluates SBIR symbolic expressions to BIR concrete values, as demonstrated in [115].
Because ∥𝑐 is associative w.r.t. trace equivalence, we have:

= 𝔗𝑐 ( 𝑃BIR︸︷︷︸
[115, Thm. 4.1]

⊑

∥𝑐 𝐿BIR ∥𝑐 𝐴︸     ︷︷     ︸
A2: Deduction Soundness

⊑

)

⊑ 𝔗𝑠 (
︷︸︸︷
𝑃SBIR ∥⊢

bit
′

𝑠𝐴
𝑠

︷          ︸︸          ︷
𝐿𝐷𝑌 ∥⊢

·↦→
𝐿𝐴

𝑠 𝐴𝐷𝑌 )

The first relation is the soundness of symbolic execution. The second is an assumption
on the attacker that we will talk about in a second. We use Theorem 3.2 (case 3) to
apply our translation result from SBIR to Sapic− (Theorem 6.16) that we showed in
the previous subsection (note that 𝑃Sapic− = L𝑃SBIRM𝑠𝑝 , ⊢bit

′
𝑠𝐴 is disabling, and ⊢Lbit

′M𝑠𝑝
𝑠𝑝𝐴 is

enabling). We have:

⊆ 𝔗𝑠 (𝑃Sapic− ∥⊢
Lbit

′M𝑠𝑝
𝑠𝑝𝐴

𝑠 𝐿𝐷𝑌 ∥⊢
·↦→

𝐿𝐴

𝑠 𝐴𝐷𝑌 )

We combine Sapic− with the DY attacker and library to Sapic+. As a by-product,
this step shows the correctness of both w.r.t. the DY semantics in Sapic+ (which are
quite standard). Hence, the above system is

= 𝔗𝑠 (𝑃Sapic+)

We thus have an end-to-end correctness result. Thanks to the framework theorems
in Part I, this proof can be adapted to many other languages, as the researcher needs
to only show the correctness of the language-specific steps (correctness of lifting, split-
ting, and translation) when adapting. Moreover, they only need to be shown in isola-
tion. Until now, the translation step was usually shown in the presence of the adver-
sary [106, 7, P1] and also as the first step of our work presented in Sec.6.1.

While Assumption 1 delineates the class of programs that is supported (and can be
checked statically), Assumption 2 (short: A2) formalizes our threat model: whatever
type of system the attacker controls, it can be abstracted as a DY attacker if we also
abstract the library in the same way.

Computational soundness says that any computational trace (i.e., a trace produced
by the protocol implementation and some probabilistic polynomial-time (PPT) Turing
machine) is either improbable or an instance of a symbolic trace with a DY attacker.
Cortier and Warinschi found that computational soundness can be obtained from two
conditions: deduction soundness and the commutation property [64]. The appeal of
this approach is that deduction soundness is somewhat composable [64, 50], while
computational soundness is not (as far as we know), although deduction soundness

https://github.com/FMSecure/CryptoBAP/tree/Thesis/HolBA/src/tools/parallelcomposition/instantiations/bir_comp_attacker_vs_sbir_comp_DYScript.sml#L67
https://github.com/FMSecure/CryptoBAP/tree/Thesis/HolBA/src/tools/parallelcomposition/instantiations/sbir_sapic_comp_DYScript.sml#L122
https://github.com/FMSecure/CryptoBAP/tree/Thesis/HolBA/src/tools/parallelcomposition/instantiations/sapic_comp_DY_sapicplusScript.sml#L602
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without the commutation property provides only guarantees against passive attackers.
Assumption 2 seems to be conceptually close to deduction soundness. Tradition-

ally, computational soundness and related notions hardcode the complexity-theoretic
execution model, so we have to argue the equivalence in spirit. Deduction sound-
ness says that the computational attacker is unlikely to produce a bitstring that can
be parsed to a DY term that is undeducible based on the terms received so far. Indeed,
any such bitstring would result from a computational trace that could not be described
as a refinement of some (symbolic) trace from 𝐿𝐷𝑌 ∥⊢

·↦→
𝐿𝐴

𝑠 𝐴𝐷𝑌 . Vice versa, any con-
crete trace from 𝐿BIR ∥𝑐 𝐴 that is not an instance of a symbolic trace must either be
due to an incorrect library implementation or due to 𝐴, in which case it constitutes
an ‘undeducible’ bitstring. A formal argument would require a probabilistic notion of
refinement, but constitutes an interesting pursuit.

This indicates that the commutation property may be an artifact of the translation
approach, and not in fact necessary to achieve the aims of computational soundness
(thus opening up the possibility of composition results like for deduction soundness).
Roughly speaking, the commutation property states that no (concrete) PPT Turing ma-
chine can distinguish between the concrete (computational) protocol and a translation
function around the DY interpretation of the protocol. The step using [115, Thm. 4.1]
fulfills the same purpose, but there is no translation inside the system; instead, the
instantiation is a meta-mathematical relation between the traces of the concrete sys-
tem and the symbolic system. The difference becomes tangible when considering the
proof effort. In a proof like [115, Thm. 4.1], the researcher is given a concrete trace
and can provide a mapping on the spot, as long as they can justify the symbolic trace
the mapping applies to. For the commutation property, the researcher has to provide a
PPT algorithm that not only translate every single concrete trace, but is also reversible.
We, therefore, think that this assumption merits deeper exploration.

In the following, we extend this proof to two parties (client and server) and an
unbounded number of copies thereof.

6.2.4 Multi-Programs Proof

In this section, we elucidate our proof structure for the composition of multiple pro-
tocol participants, cryptographic libraries, and an unspecified attacker 𝐴. Consider
the ARMv8 programs corresponding to the WireGuard initiator (𝐼𝐴𝑅𝑀 ) and responder
(𝑅𝐴𝑅𝑀 ), along with their employed cryptographic libraries (𝐿𝑖𝐴𝑅𝑀 and 𝐿𝑟𝐴𝑅𝑀 respec-
tively).

𝔗𝑐 ((𝐼𝐴𝑅𝑀 ∥𝑐 𝐿𝑖𝐴𝑅𝑀 ) ∥𝑐 (𝑅𝐴𝑅𝑀 ∥𝑐 𝐿𝑟𝐴𝑅𝑀 ) ∥𝑐 𝐴) (6.1)
= 𝔗𝑐 ((𝐼BIR ∥𝑐 𝐿𝑖BIR) ∥𝑐 (𝑅BIR ∥𝑐 𝐿𝑟BIR) ∥𝑐 𝐴) (6.2)
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By employing [116]’s lifter, we obtain corresponding BIR programs and demonstrate
their composition with𝐴 using Theorem 3.6. Building upon the soundness of the sym-
bolic execution engine [115, Thm. 4.1] and relying on an assumption about the attacker,
as discussed in the previous subsection, we move from the concrete to the symbolic
using the refinement theorem Theorem 3.4.

⊑ 𝔗𝑠 (𝐼 SBIR ∥𝑠 𝑅SBIR ∥⊢
bit

′
𝑠𝐴
𝑠 𝐿𝑖

𝐷𝑌 ∥𝑠 𝐿𝑟 𝐷𝑌︸         ︷︷         ︸
𝑇ℎ𝑒𝑜𝑟𝑒𝑚 3.3

=

∥⊢
·↦→

𝐿𝐴

𝑠 𝐴𝐷𝑌 ) (6.3)

= 𝔗𝑠 (𝐼 SBIR ∥𝑠 𝑅SBIR ∥⊢
bit

′
𝑠𝐴
𝑠 𝐿𝐷𝑌 ∥⊢

·↦→
𝐿𝐴

𝑠 𝐴𝐷𝑌 ) (6.4)

As ∥𝑠 is associative w.r.t. trace equivalence, we can employ Theorem 3.3 to demon-
strate the composition of 𝐿𝑖𝐷𝑌 and 𝐿𝑟 𝐷𝑌 libraries—whether with identical or distinct
function signatures—is equivalent to a single DY library (𝐿𝐷𝑌 ) encompassing all these
function signatures. Subsequently, we apply our translation result from SBIR to Sapic−
(Theorem 6.16), by leveraging Theorem 3.2 presented in Sec.3.4.

⊑ 𝔗𝑠 (𝐼 SBIR ∥⊢
bit

′
𝑠𝐴
𝑠 𝑅Sapic

− ∥⊢
Lbit

′M𝑠𝑝
𝑠𝑝𝐴

𝑠 𝐿𝐷𝑌 ∥⊢
·↦→

𝐿𝐴

𝑠 𝐴𝐷𝑌 ) (6.5)

We perform symbolic execution and extract the Sapic− model for each component
individually.

⊑ 𝔗𝑠 (𝐼 Sapic− ∥𝑠 𝑅Sapic
− ∥⊢

Lbit
′M𝑠𝑝

𝑠𝑝𝐴

𝑠 𝐿𝐷𝑌 ∥⊢
·↦→

𝐿𝐴

𝑠 𝐴𝐷𝑌 ) (6.6)

= 𝔗𝑠 (𝐼𝑅Sapic− ∥⊢
Lbit

′M𝑠𝑝
𝑠𝑝𝐴

𝑠 𝐿𝐷𝑌 ∥⊢
·↦→

𝐿𝐴

𝑠 𝐴𝐷𝑌 ) with 𝐼𝑅 = I | R (6.7)

As the DY attacker and library are included within the semantics of Sapic+, we con-
clude that:

= 𝔗𝑠 (𝐼𝑅Sapic+) (6.8)

We have proved this end-to-end correctness result in HOL4, which you can see here.

6.2.4.1 Extending to Arbitrarily Many Parties

This argument can be repeatedly applied to cover an arbitrary but bounded number
of protocol implementations. Depending on the language, the individual components
may support open-ended loops, hence this bound is on the number of components,
e.g., parties, not sessions. Let RIR = !I |!R.

https://github.com/FMSecure/CryptoBAP/tree/Thesis/HolBA/src/tools/parallelcomposition/instantiations/end_to_end_correctnessScript.sml#L299
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𝔗𝑐 ((𝐼𝐴𝑅𝑀 ∥𝑐 𝐿𝑖𝐴𝑅𝑀 )︸              ︷︷              ︸
𝑛 times

∥𝑐 (𝑅𝐴𝑅𝑀 ∥𝑐 𝐿𝑟𝐴𝑅𝑀 )︸               ︷︷               ︸
𝑛 times

∥𝑐 𝐴)

We inductively apply transformations as in the earlier steps (6.1) and (6.6). (Note each
step is applied 𝑛 times, then the next.)

⊑ 𝔗𝑠 (𝐼 Sapic−︸︷︷︸
𝑛 times

∥𝑠 𝑅Sapic
−︸ ︷︷ ︸

𝑛 times

∥⊢
Lbit

′M𝑠𝑝
𝑠𝑝𝐴

𝑠 𝐿𝐷𝑌 ∥⊢
·↦→

𝐿𝐴

𝑠 𝐴𝐷𝑌 )

Following step (6.7), we can draw the first initiator component and the first responder
component together (I | R) over approximate.

⊑ 𝔗𝑠 ( 𝐼 Sapic−︸︷︷︸
𝑛 − 1 times

∥𝑠 𝑅Sapic
−︸ ︷︷ ︸

𝑛 − 1 times

∥⊢
Lbit

′M𝑠𝑝
𝑠𝑝𝐴

𝑠 𝐿𝐷𝑌 ∥⊢
·↦→

𝐿𝐴

𝑠 𝐴𝐷𝑌 ∥⊢
Lbit

′M𝑠𝑝
𝑠𝑝𝐴

𝑠 𝑅𝐼𝑅Sapic
− )

We can repeat this another 𝑛 − 1 times, as I | R |!I |!R is equivalent to RIR in Sapic−
and Sapic+.

= 𝔗𝑠 (𝑅𝐼𝑅Sapic− ∥⊢
Lbit

′M𝑠𝑝
𝑠𝑝𝐴

𝑠 𝐿𝐷𝑌 ∥⊢
·↦→

𝐿𝐴

𝑠 𝐴𝐷𝑌 )
= 𝔗𝑠 (𝑅𝐼𝑅Sapic+)



Chapter 7

c

Case Studies

The case studies in this chapter demonstrate the versatility and scalability of our frame-
work across a spectrum of cryptographic protocol implementations. Starting from sim-
ple, illustrative examples, we progress to increasingly complex and security-critical
systems: TinySSH, a streamlined SSH implementation; WireGuard, a modern VPN
protocol; Basic Access Control (BAC) for e-passports with side-channel modeling; and
WhatsApp Desktop, a large closed-source messaging application. Each case study
highlights different strengths of our approach—handling of control-flow complexity,
integration of observational models, and the ability to extract and verify models from
real-world binaries without source code.

We have implemented CryptoBap on the HOL4 theorem prover [165] using its
metalanguage SML. CryptoBap relies on HolBA’s semantics-preserving transpiler and
symbolic execution [116, 115]. We significantly extended the HolBA vanilla symbolic
execution to handle cryptographic primitives, communication with the attacker, indi-
rect jumps, and loops, which are essential to verify the security of protocols.

To demonstrate the real-world applications of our methodology, we have analyzed
multiple case studies ranging from toy examples to real-world protocols, Basic Ac-
cess Control (BAC) protocol used in e-passports, TinySSH, an implementation of SSH,
WireGuard, a modern VPN protocol, and WhatsApp, the world’s most widely used
messaging application. All of our case studies demonstrate that our methodology does
not introduce any artifacts that inhibit verification.

The binary of our case studies is unaltered; however, the verifier must manually
initialize and steer the verification process. Specifically, the user is required to specify:
(a) to the lifter, the code fragments to be analyzed, (b) to the symbolic execution engine,
which operates on the output of the lifter, i.e., BIR code, the function names grouped
as trusted (libraries) or untrusted (network), (c) to the symbolic execution engine, the
symbolic model of the cryptographic functions, and (d) the assumptions regarding the
cryptographic primitives and the security properties we proved for our case studies in
the Sapic+ and IML input files. For WhatsApp, we also identified target functions in

94
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Ghidra, which took us a few days and standard reverse-engineering expertise.
Tables 7.1, 7.2, 7.4, and 7.3 shows data we have collected during our evaluation. The

Loc of ARM assembly represents the complete assembly code, including cryptographic
functions, which were necessary to consider in our preprocessing step to compute the
control flow of the program required in loop summarization. Moreover, we report the
runtime for preprocessing and symbolic execution (SBIR), construction of the symbolic
tree plus model extraction (IML and Sapic−), and for verification using CryptoVerif
(CV), ProVerif (PV), Tamarin (TM) and DeepSec.

We also adapted the Csec-modex’s pipeline to process CryptoBap-generated IML.
Table 7.1 shows the list of protocol implementations fromwhich we extracted their IML
models and analyzed themwith the Csec-modex toolchain. Primitives presented in Ta-
ble 7.1 are standard, except Collision-resistant hash based on computational Diffie-
Hellman (†), Curve25519 [110] (‡) and hash function in the Random Oracle Model [31]
(★). The abbreviations used in Table 7.2 are WG (WireGuard), DHKA (Diffie-Hellman
Key Agreement), SE (Symmetric Encryption), DS (Digital Signatures), HF (Hash Func-
tions), and AEAD (Authenticated Encryption with Additional Data).

Table 7.4 provides statistics for BAC and WhatsApp case studies using the Mct

andMspec models. For the WhatsApp case study, Table 7.3 presents the data collected
during the analysis of the components of the Sesame and double ratchet protocols.

7.1 Simple Case Studies

Apart from the XOR case study discussed in Sec. 5.3.1.1, we also verified other case
studies of Csec-modex [9, 8] to evaluate CryptoBap. The only exception to [9, 8]
is smart metering protocol which is not open source. For other cases, we obtained
the same result. Additionally, in contrast to [8], which could not handle CSur, we
successfully verified this case study.

RPC implements the MAC-based remote procedure call protocol [32]. We verified
the client request and the server response authenticity under the MAC unforgeability
assumption against chosen-message attacks with symbolic and computational guar-
antees. RPC-enc is an implementation of the RPC protocol that uses authenticated
encryption. We also verified the secrecy of the payloads (which is not protected by the
MAC-based RPC) with an assumption that authenticated encryption is indistinguish-
able against the chosen-plaintext attack and provides ciphertext integrity. CSur is the
Needham-Schroeder public-key authentication protocol [135]. We verified the secrecy
and authentication properties for the CSur binary. Our analysis confirmed that CSur is
vulnerable to attack in [121] and leaks protocol parties’ nonces. Similar to [9], we also
removed the assumption (i.e., all cryptographic material plus nonce are tagged) used
in [8] for the Needham-Schroeder-Lowe (NSL) case study to obtain the computational
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soundness result. We confirmed the flaw in the protocol discovered in [9]: if the nonce
of the second party is not tagged and is sent separately, it can be (mis)used as the first
protocol message.

SimpleMAC implements the first half of the RPC protocol inwhich a single payload
is concatenated with its MAC [32]. We verified the payload authenticity under the
unforgeability ofMAC against the chosen-message attack assumption. For simple XOR
case study, we verified the secrecy of the payload with CryptoVerif. We did not
attempt verificationwith ProVerif, as the analysis of theories with XOR requires extra
effort [108], while CryptoVerif’s attacker model is strictly stronger.

7.2 TinySSH

TinySSH is a minimalistic SSH server that implements a subset of SSHv2 features
and ships with its own cryptographic library. To formulate authentication proper-
ties, which ought to hold for any communication partner to the TinySSH server that
conforms to the SSH protocol specification, we modeled the client side of the SSH
protocol in IML; agents at the other end of the communication line are manually de-
veloped. We manually specified the cryptographic assumptions about the primitives
used by the TinySSH implementation in CryptoVerif and ProVerif templates. We
verified mutual authentication with ProVerif and CryptoVerif.

We also automatically extracted the Sapic− model of TinySSH from its ARMv8
machine code and we used Sapic− to manually model the client of the SSH protocol.
Using ProVerif and Tamarin, we verified mutual authentication and forward secrecy
properties for TinySSH.

7.3 WireGuard

WireGuard implements virtual private networks akin to IPSec andOpenVPN. It is quite
recent and was incorporated into the Linux kernel (stable) in March 2020. We have au-
tomatically extracted, for the first time, the WireGuard’s IML and Sapic− models from
its linux implementation binary—all other existing models are hand-written and de-
rived from the specification [75, 117, 101]. ExistingWireGuard’s symbolicmodels often
utilize pattern matching to verify authentication. This involves constructing the entire
message from the initial stage and subsequently comparing it to the received message
from the network, which requires further justification. In contrast, our extracted mod-
els from the implementation closely represents the actual behavior of WireGuard, as
they deconstruct the network message using ChaCha20Poly1305 Decryption for the
purpose of authenticating ChaCha20Poly1305 Aauthenticated Encryption with Asso-
ciated Data (AEAD). As a result, our models obviate the need for additional caution
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when verifying the authentication property. We model the handshake and first trans-
port message, after which the key exchange is concluded, and prove the protocol par-
ticipants mutually agree on the resulting keys in both ProVerif and Tamarin.

TinySSH and WireGuard are case studies with indirect jumps in their binary, and
TinySSH is the only one that features multiple sessions. The case studies from Csec-
modex [9, 8] do not contain loops as [9, 8] did not support them. We handle the loops
inside the implementation of TinySSH using the summarization technique explained
in Sec.5.2.1, which is automated by CryptoBap—these loops handle, e.g., reading key
files of variable size. TinySSH spawns a new server for each incoming TCP connection
by using inetd, which we correctly cover in our template files. We hence handle
multiple sessions, including potential replay attacks, correctly.

Moreover, we employed the combined deduction relations ⊢bit
′

𝑠𝐴 and ⊢Lbit
′M𝑠𝑝

𝑠𝑝𝐴 (defined
in Sec.6.2.1) in our TinySSH andWireGuard case studies to demonstrate the application
of these combined deduction relations. As we extracted formal models of TinySSH and
WireGuard from their respective implementations, we have identified no instances in
which the DY attacker could acquire additional knowledge through the use of these
combined deduction relations.

7.4 Basic Access Control with Observational Models

Many countries are adopting electronic biometric passports, a.k.a. e-passports. These
passports encode the holder’s digital information within a Radio Frequency Identi-
fication (RFID) chip for interaction with passport readers. However, e-passports face
several threats related to security and privacy, including skimming, cloning, and eaves-
dropping [93, 14]. To address these concerns, the International Civil Aviation Organi-
zation (ICAO) standardized security mechanisms, among those, the Basic Access Con-
trol (BAC) protocol. BAC’s goal is to ensure that only authorized parties can access
personal information stored in passports’ RFID. A party (the reader) is authorized if
they know a machine-readable code printed on each e-passport, which the passport
holder typically provides by physically handing the passport to the reader or scanning
it themselves (if the reader is a device).

Despite the ICAO standard’s goal to create an unlinkable BAC protocol, some im-
plementations of the protocol permit reidentification of a passport holder. Arapinis et
al. [11] found that these implementations output different error messages if a replayed
message is invalid due to an incorrect MAC or an incorrect nonce. As the second case
can only occur when the message is replayed to the same passport (because each inter-
action uses a fresh nonce), while the first can only occur if the message is replayed to a
different passport (as the MAC key is fixed per passport), this allows for identification
of the passport holder. Subsequently, the error messages were unified, but Chothia
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and Smirnov [62] find that all e-passports are still vulnerable to a variant of the attack
where instead of the error message, the attacker measures the computation time of the
passport’s response to distinguish the incorrect-MAC branch and the incorrect-nonce
branch.

To showcase how our methodology enables automated verification against side-
channel attacks on security-critical systems, we implemented the BAC protocol our-
selves. While themachine code is not easily extractable fromRFID chips for researchers
(and the legal implications are unclear), standardization bodies could request access
and run similar analyses. As depicted in Fig. 4.8, our implementation does not allow
distinction by error message, but rather by side-channel leakage. Using our methodol-
ogy, we find that an attacker can use this leakage to distinguish both types of failures
and thus break unlinkability. The implementation is vulnerable under both Mct and
Mspec , see Table 7.4.

7.5 WhatsApp

WhatsApp allows users to exchange messages, share status posts, and make audio and
video calls. Since 2016 [173] WhatsApp uses a modified version of the Signal protocol,
developed by Open Whisper Systems, as the basis for end-to-end encryption. This en-
cryption protocol prevents third parties and WhatsApp’s servers from accessing the
plaintext of user messages or calls. Messages are encrypted with ephemeral crypto-
graphic keys that are regularly updated (using ratcheting or a new handshake), pre-
venting attackers from decrypting previously transmittedmessages, even if the current
encryption keys are compromised.

We extracted, for the first time, a formal model of WhatsApp’s binary to verify
forward secrecy and post-compromise security properties. To this end, we reverse-
engineered the WhatsApp Desktop’s binary using Ghidra. Fortunately, the WhatsApp
Desktop application did not strip the function symbols from the binary, unlike the
iOS or Android versions. This allowed us to match the function names with the latest
version of the libsignal, Signal’s protocol implementation.

7.5.1 WhatsApp Components

The double ratchet protocol enables secure (confident and authentic)message exchange
between the two parties. It builds on the Extended Triple Diffie-Hellman (X3DH) key
agreement protocol [96], which allows these two parties to establish a shared secret
key using mutual authentication based on their public keys.

Initially, the key is obtained via X3DH, and called the root key. Subsequent ephemeral
keys are generated using ratcheting, so called because earlier ephemerals cannot be de-
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rived from later ones. Ratcheting is asymmetric if the parties switch roles (i.e., from
sender to receiver or vice versa) and symmetric if theymaintain the same role. Symmet-
ric ratcheting provides forward secrecy: even if long-term secrets (the secret keys to the
public keys used in the handshake) or future ephemerals are revealed, past ephemer-
als and thus the messages sent with them remain secret. Asymmetric ratcheting es-
tablishes fresh ephemerals that are unknown to the attacker even if past ephemerals
are known unless the attacker actively attacks the handshake. This provides post-

compromise security: even after ephemeral keys are revealed, the authenticity and
confidentiality of future ephemerals (and themessages encryptedwith them) can be re-
covered. Ephemeral keys are used to derive the encryption and MAC keys that ensure
each message’s confidentiality and security. This provides cryptographic deniability
because any party that knows a message must know the ephemeral key used to send
it, and that key would allow the party trying to prove the authenticity of the message
to fake any other message’s MAC.

The Sesame protocol defines the session management and operates on the layer
above the double ratchet protocol. It manages multiple double ratchet sessions be-
tween the different devices associated with each user accounts (e.g., if Alex has 𝑛𝐴 de-
vices and Blake 𝑛𝐵 devices, on each of Alex’s devices, Sesame manages 𝑛𝐵 connections
to Blake and 𝑛𝐴-1 connections to Alex’s other devices). Sesame manages the creation,
deletion, and use of sessions, maintaining a Local database that records each party’s
devices and their associated sessions. To establish a pairwise encrypted conversation
between two users, Sesamemanages an instance of the double ratchet protocol (includ-
ing X3DH key agreement) between each of their devices. In addition, sent messages are
forwarded to a party’s other devices. Signal uses the same double ratchet protocol to
this end, whereas WhatsApp uses a variant of the Signal protocol along with a propri-
etary multi-device architecture. In WhatsApp, each message is encrypted separately
for each recipient device using a pairwise session, and WhatsApp’s multi-device sys-
tem ensures messages and other data stay automatically synced across a user’s devices.
In contrast, Signal operates with separate double ratchet sessions exclusively between
sender and recipient devices. It treats each device as an independent endpoint and
avoids seamless synchronization to protect privacy. Signal uses ephemeral keys and
a decentralized architecture to minimize trust on the server. By contrast, WhatsApp
focuses on usability and reliable multi-device synchronization. Another key difference
concerns session lifetime and makes WhatsApp more vulnerable to clone attacks [178,
129, 68]. WhatsApp clients are not required to initiate new sessions once one has been
established unless the session state is lost, which may occur due to the reinstallation
of the application or device change. For Signal, in contrast, new sessions can be estab-
lished because enough time has passed, enough messages have been sent, because the
session lists become too large, and other reasons [68].
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7.5.2 WhatsApp Model

Like the handwritten Tamarin model for Signal in [68], we abstract the X3DH key
agreement protocol with a private channel that ‘magically’ communicates a master se-
cret key (initial root key) between two parties. This allows us to focus on the Sesame
and double ratcheting layers, while avoiding verification issues due to theDiffie-Hellman
(DH) theory that is necessary to verify the X3DH handshake. ProVerif and DeepSec
do not have dedicated support for DH theories and only allow for a coarse approx-
imation using custom equations (that need to be linear or subterm convergent, see
discussion [60, Sec. 2.3 and 2.4]). Tamarin has a richer DH theory, but does not permit
addition in the exponent and can suffer from slowdowns in unification. As unification
in a full DH theory is undecidable [76, 123] (and all those tools build on unification),
full DH requires fundamental advancements. While a proof of the X3DH handshake
in Tamarin’s limited theory might be possible, we considered that work orthogonal
to our goal of finding implementation-level flaws and wait for future improvements of
our verification backends.

Excluding X3DH, we extract the model of four main components that are respon-
sible for

1. initiating a new session in which the client requests the recipient’s keys from the
WhatsApp server,

2. responding to a request for initiating a new session by the recipient and calculating
the corresponding session key,

3. transmitting messages in a session (symmetric ratchet), and

4. receiving messages within a session (asymmetric ratchet).

Table 7.3 presents the data obtained from our evaluation of the WhatsApp com-
ponents using Tamarin and ProVerif. By considering all memory operations and
function calls (abstracting the cryptographic calls), we obtain a Sapic− model of size
nearly 33,000 Loc. The table includes, the size of the code under analysis, the explored
symbolic paths, the extracted models—complete and simplified, consisting solely of
cryptographic operations, and translated into Tamarin and ProVerif—along with the
duration (in seconds) of each step.

Simplification, explained in Sec.5.3.4, is necessary, and reduces the extracted model
to roughly 2,600 Loc. Despite this optimization and the high degree of maturity of
Tamarin and ProVerif, both tools still struggle withmodels of this size. We, therefore,
removed all observations (w.l.o.g., as none of them contained names, i.e., cryptographic
values) and over-approximated all memory operations with variables (i.e., without loss
of attacks). Evenwith these adjustments, we are unaware of any prior work attempting
to verify WhatsApp at the same level of generality as achieved in this study.
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7.5.3 Gaps Between Specification and Implementation

Our analysis showed that, in certain scenarios, the protocol implementation behaves
differently from its specification in the WhatsApp security white-paper [173]. These
scenarios concern the component responsible for decrypting incomingmessages (com-
ponent 4). The whitepaper specifies that the chain and root keys are updated upon
receiving a response, yet it lacks a sufficient explanation of the ratcheting mecha-
nism [173, p.15]. According to WhatsApp, the ratcheting process involves each party
calculating its next chain and root keys using a shared ephemeral secret, derived from
the sender’s and receiver’s ephemeral keys, and a root key whose origin is not clearly
defined. Instead, the extracted model indicates three distinct behaviors of ratcheting
as the next chain key is derived from: (a) the current chain key, (b) the new chain key,
calculated from fresh root and ephemeral keys, and (c) the fresh chain key, calculated
from the current root key and a new ephemeral key.

This highlights the strength of model extraction. Most protocol models have to rely
on the specification to be correct, even if the source is available, a thorough compari-
son is tedious and requires tool support (such as model extraction for the source lan-
guage). Often, behaviors are underspecified (as in this case), and the modeler fills the
gap—here, source-code inspection is helpful, but for WhatsApp, this is not an option.
Ultimately, formal analysis results rely on the adequacy of the model. Gaps through
underspecification or mispecification can lead to overlooking attacks.

7.5.4 Authenticity with Tamarin and ProVerif

We used our extracted model to analyze WhatsApp’s session management and dou-
ble ratchet protocol with Tamarin and ProVerif. Utilizing these tools, we verify the
security properties of our extracted model by defining queries and checking the reach-
ability of all events in the model. Our analysis shows that Tamarin and ProVerif
successfully verify forward secrecy for two parties initiating a session and exchang-
ing two secret messages. However, our analysis revealed a major issue suspected due
to prior work [68], which identified it in the related Signal protocol. WhatsApp com-

promises post-compromise security despite employing the double ratchet protocol when

faced with a clone attacker. Cremers et al. [68] have proposed secure mechanisms that
offer stronger guarantees. However, our analysis showed that WhatsApp does not
implement any of the proposals, allowing a clone attacker to break post-compromise
security.

Note, while the analysis of Signal’s implementation benefits from direct access to
the source code (the model in [68] was manually crafted but informed by the code),
our models were derived entirely from the binary. Moreover, while ProVerif automat-
ically identifies the post-compromise security violation for WhatsApp, we employed
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heuristics to guide Tamarin’s proof search and manually selected 303 proof steps from
the available options.

7.5.5 Privacy Properties with DeepSec

In recent years, hardware-induced attacks [118, 103] have emerged as a game changer
in computer security. They are no longer just theoretical attack vectors but practical
threats that can leak secrets from systems previously considered or even verified to
be secure. Despite this, unfortunately, almost none of the widely used cryptographic
protocols are analyzed against this class of attacks. Using this thesis’s methodology,
we analyze the WhatsApp application and show how vulnerable it is to side-channel
attacks.

We start by annotating the BIR translation of the session initialization component
(component 1) using both the constant timeMct and the speculationMspec models. As
we found an attack on this component, we did not investigate the composition with
the other components, as we would find the same attack again. For each of the two
resulting annotated BIR programs, we perform symbolic execution, extract its Sapic−
model and translate into DeepSec. The evaluation results for session initialization
(component 1) with DeepSec are listed in Table 7.4.

DeepSec verifies trace equivalence (and other process equivalences), which is typ-
ically used to encode privacy properties like unlinkability, strong secrecy, voting pri-
vacy and more [61]. One of the relevant privacy properties of WhatsApp is unlinka-
bility, which indicates that an attacker cannot distinguish between two sessions—one
involving protocol parties Alice and Bob, and another with different parties, Alice and
Charlie. The unlinkability property is maintained for both extracted models, specif-
ically in relation to the constant-time model and the speculation model. When con-
sidering session establishment, we define a more refined version of unlinkability that
should also ensure that an attacker cannot tell whether a user is initiating a new session
to start a new conversation or establishing a new session for an existing one. However,
our analysis revealed a vulnerability: the attacker can indeed distinguish these cases by

monitoring the state of the microarchitectural components, namely instruction cache.
It is worth noting that we assume the WhatsApp server is honest in our models

and model the communication between WhatsApp clients and the server—which, in
reality, is secured using the Noise protocol framework [173, p. 35]—as private channels.

7.5.6 Discovery of Privacy Attack

Our core discovery is a privacy violation in the WhatsApp Desktop application, where
an attacker can determine whether a victim (i.e., a WhatsApp account holder) is initi-
ating a conversation with a third party for the first time. When a victim attempts to
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establish a pairwise encrypted session with the recipient, they retrieve the recipient’s
pre-key bundle from the WhatsApp server. The pre-key bundle includes the public
identity key, the public signed pre-key, and a single public one-time pre-key (OTPK) of
the recipient [173]. According to the WhatsApp security whitepaper [173], the recipi-
ent’s public OTPK is used only once and is removed from theWhatsApp server storage
after it has been requested to initiate the first-time conversation. Therefore, whether
or not the recipient’s public OTPK is present when the victim establishes a new pair-
wise encrypted session with the recipient distinguishes a first-time conversation from
a new session for an existing conversation.

This attack applies to one-to-one conversations as well as to group chats, which
makes it more severe. Using our attack, an attacker can create a group with the victim
and add any chosen third party, then check if the victim and the selected third party
have been in contact. By repeating this process and inviting more third parties to the
group chat, the attacker can reconstruct the victim’s social graph—that is, the set of
individuals with whom the victim communicates. When an attacker reconstructs the
victim’s social graph, sensitive details about the victim’s personal life, including their
relationships, interests, and activities, are revealed.

We analyzed theBIR program for theWhatsApp component’s assembly code, which
initiates a secure session by retrieving and processing the recipient’s pre-key bundle.
By annotating this BIR program with observational models and extracting the respec-
tive models, we were able to analyze these models using DeepSec (as detailed in ta-
ble 7.4). Our analysis revealed a condition tied to the recipient’s public OTPK. As a
result, an attacker with sufficient access to the victim’s system can determine if the
recipient’s public OTPK exists by observing WhatsApp’s control flow.

Impact. The vulnerabilities we have found, can have real-life impact. Imagine that
𝑉 is a journalist who is connected with numerous sources, including whistle-blower
𝑇 . The attacker 𝑅 is a regime that enforces its citizens to install a certain application
which allows it to mount instruction cache attacks. The regime infiltrates some of𝑉 ’s
WhatsApp groups unrelated to their journalistic work. 𝑅 convinces a moderator in
this group to include𝑇 in a chat discussion. Using our attack, 𝑅 confirms that𝑉 was in
contactwith𝑇 . This is plausible, e.g., Russia [34], Kasachstan [79], Saudi-Arabia [2] and
Singapore [159] provide certain services like visa or passport requests, tax declaration
or social services exclusively via government-provided Smartphone Apps. In other
countries, like Austria, Estonia or Germany digitalized serviceswith a strongApp focus
increase the pressure to install such Apps, often in connection to digital ID [33]. Some
states in the U.S. also increase the pressure to install Apps for social services[143].
Many more countries had indirect enforcement of the use of Apps during the Covid-
Pandemic, e.g., to access public buildings or for citizens that tested positive [166].
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7.5.6.1 Attack Vector: Instruction Cache

In our model, the above attack requires the side channel to reveal the program’s con-
trol flow to learn the presence or absence of the recipient’s public one-time pre-key.
Both observation models represent a realistic attack vectors [54]; we will now outline
how this attack can be realized as an instruction cache attack. Such attacks exploit the
timing differences in the processor instruction cache behavior to infer which program
paths are executed without requiring direct access to the program counter or memory
contents.

WhatsApp Desktop’s assembly code includes a conditional branch that checks for
the existence of the one-time pre-key in the pre-key bundle during session establish-
ment. When the one-time pre-key is present (indicating a first-time conversation), a
specific set of instructions is executed to process it, whereas a different program path
is taken if the key is absent (indicating an existing conversation). These two distinct
execution paths result in different patterns of instruction cache usage. In our proof-of-
concept attack implementation, we used the Prime+Probe technique [146] to monitor
the instruction cache by co-locating a process on the same CPU core as the What-
sApp Desktop application. Interested reader can find out the details of our PoC in the
following.

In a Prime+Probe attack, the attacker first ‘primes’ the instruction cache by execut-
ing their own code to fill specific cache sets. Next, the attacker triggers the victim to
establish a new encrypted session, e.g., by initiating a group chat with the victim and
inviting the third person. Then, the attacker ‘probes’ the cache by measuring the time
it takes to re-execute their code. If the victim’s execution of the pre-key processing
code evicts the attacker’s instructions from the cache (due to cache set conflicts), the
probewill take longer, revealing that the ‘first-time conversation’ pathwas taken. Con-
versely, if the cache remains largely untouched, it indicates the ‘existing conversation’
path was executed. By mapping the WhatsApp application’s instruction addresses to
cache sets, the attacker can reliably distinguish between these two cases. The instruc-
tion cache attack eliminates the need to observe the program counter in the clear or
have privileged access to the victim’s system memory.

To evaluate the feasibility of our attack, we implemented a proof-of-concept target-
ing the WhatsApp Desktop application. This implementation is based on the modified
Flush+Flush framework designed for macOS, available here. Experiments were con-
ducted on a 2019 MacBook Pro equipped with an Intel Core i7-9750H processor (6
cores, 2.6 GHz) and 16 GB of RAM, running macOS Sonoma Version 14.1.2.

The attack leverages a Prime+Probe instruction cache side channel to infer whether
the victim initiates a new conversation, specifically, whether a secure session is be-
ing established. The adversary controls a co-resident user-space process scheduled on
the same physical core as the target application. We assume the attacker knows the

https://github.com/FMSecure/CryptoBAP/tree/ae3c7826cc5b721b551823966d6cf74468d41f6c/HolBA/src/tools/parallelcomposition/examples
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Figure 7.1: The observed access latency (Δ𝑡 ) during the designated time period.

virtual addresses of two functions within the WhatsApp binary: one responsible for
initiating a secure session, and another triggered when a one-time pre-key is present
(session_builder and OTPK_exists in Fig.7.1, respectively).

In each attack cycle, the attacker primes the instruction cache with knowledge of
these addresses to access another code that maps to these cache sets and lines. Af-
ter a short delay to allow for potential victim execution, the attacker re-accesses the
same addresses and measures the access latency (Δ𝑡 ). Elevated latency indicates evic-
tion, implying that the victim executed instructions mapping to the same cache line.
Conversely, low latency suggests the cache lines remained untouched.

The macOS-compatible iteration of the Flush+Flush framework integrates timing-
based cache probing by utilizing the mach_absolute_time(.) function to measure time
intervals. This function offers timemeasurements in platform-dependent units and, on
macOS, produces a high-resolution timestamp akin to a cycle count. It is employed for
precise timing evaluations of access latency. Our implementation employs a straight-
forward access timing technique to infer potential cache evictions, thus enhancing the
accuracy of cache-related timing calculations.

Fig. 7.1 presents a time series plot of the access latency Δ𝑡 . The x-axis represents
time (in microseconds), while the y-axis denotes measured latency. session_builder

represents the address of the function that initiates a secure session, whileOTPK_exists
indicates the address of an instruction executed when a one-time pre-key is used in
the creation of the master secret key for the secure session. Distinct latency spikes
correspond to the victim executing one or both target code paths, revealing instances
of first-time conversation establishment (highlighted in red in Fig.7.1).

Responsible disclosure. The vulnerabilities found in WhatsApp Desktop were
responsibly disclosed to Meta by the authors in March 2025. Meta has confirmed that
the application is vulnerable to these identified attacks.
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Related Work

In the last decade, cryptographers started to employ and even develop theorem provers
to develop verifiable proofs [92]. This started with the CertiCrypt framework for
Coq [28], which subsequently developed into EasyCrypt [27]. These tools support
reasoning about probabilistic programs and classes of (e.g., poly-time restricted) ad-
versaries via probabilistic and probabilistic relational Hoare logic. There are also em-
beddings of probabilistic reasoning like FCF [147], Verypto [15] and CryptHOL [119],
which are easier to combine with other techniques (this was demonstrated [35, 147]
for C code), but they require tedious manual analysis and a deep understanding of the
underlying relational probabilistic logic.

These methods are typically used to verify cryptographic constructions. By con-
trast, complex protocols are analyzed using symbolic models, where cryptographic
primitives like encryption, signatures, etc. are abstracted using a term algebra and a
set of reduction rules. This makes the analysis of protocols that use such primitives
amenable to automation, e.g., using first-order SAT solving [83], Horn clause resolu-
tion [45] or constraint solving [152]. To great success: within a decade, protocol veri-
fication tools went from analyzing small academic protocols [47, 107] to fully-fledged
TLS models [67, 38].

This degree of automation comes at the cost of abstraction, both in terms of the
computation environment and the cryptographic primitives. The former is owed to
the focus on protocol specifications rather than implementations. This makes sense,
because often, the task at hand is to evaluate designs or standards rather than spe-
cific implementations, which can be incomplete or nonexistent. There are efforts to
translate implementations into the protocol specifications, but they are limited to high-
level languages such as C [8]. The same holds for verification tools that operate at the
source-code level [77, 109].

Verified cryptographic Protocols’ Implementation. The application of formalmeth-
ods to analyze cryptographic protocols and verify properties like secrecy and authen-
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Table 8.1: Selected model extraction approaches; Symb = Symbolic, Comp = Computational,

Auth = Authentication, JS = JavaScript.

Papers Language Abstract Model Model Type Property Soundness
Aiazatulin et al.[9, 8] C Applied-pi Symb. + Comp. Secrecy, Auth. ✓

Chaki et al.[59] C ASPIER Symb. Secrecy, Auth. ✓

Goubault-Larrecq et al.[85] C Horn clauses Symb. Secrecy, Info. flow ✓

Backes et al.[18] F# RFC Symb. + Comp. Safety properties ✓

Bhargavan et al.[43, 40] F# Pi/CryptoVerif Symb. + Comp. Secrecy, Auth. ✗

Jürjens[98] Java First-order Logic Symb. Secrecy, Auth. ✗

HE et al.[94] Python-JS Applied-pi Symb. Secrecy, Auth. ✗

This work Binary Applied-pi Symb. + Comp. Secrecy, Auth. ✓

tication dates back to Lowe’s work [121]. Traditionally, domain experts translate pro-
tocol specifications into formal models to analyze high-level behavior using theo-
rem proving [144, 30], model checking [121, 29], and symbolic analysis [48, 60, 126].
Tools like ProVerif [48] and Tamarin [126] are proven effective in verifying security
properties. However, these specification-based models abstract away implementation
details, potentially overlooking vulnerabilities introduced during execution, such as
hardware-induced leakages [118, 103] or compiler bugs [156, 158].

To address discrepancies between specifications and implementations, techniques
like fuzz testing [51, 10], differential testing [125], symbolic execution [7], code gener-
ation [57, 3], deductive verification [57, 111, 13], and type checking [42, 44] have been
employed, which directly target the implementation of protocols. Model extraction
techniques further aim to verify implementations in high-level languages like 𝐹# [41,
18, 38], Java [139, 98], C [85, 59, 7], and Rust [111]. Yet, the complexity of these lan-
guages limits their practicality. Table 8.1 compares selected works that verify the se-
curity of protocols via model extraction in some form.

There are alsoworks that recover formats of protocolmessages at the binary level [55,
113, 175, 176]. However, their intent is different from ours. Existing approaches are
mostly applied to malware binaries and use heuristics to gain insights into their oper-
ation. Thus, they are not concerned with soundness, and the inferred message formats
can be wrong.

CryptoBap addresses these gaps by extracting formal models directly from pro-
tocol binaries, avoiding reliance on specifications or high-level code. We integrate
microarchitectural leakage models into protocol formal models. This enables us to
utilize the extracted models to assess (a) whether protocol properties are preserved in
the presence of hardware leakages and (b) the existence of microarchitectural leakages
through the protocol verifier DeepSec. Moreover, we extract the memory operation
models into Sapic+ and apply simplification rules, enabling the extracted models to be
analyzed by protocol verifiers.
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Side-Channel Analysis of Cryptographic Libraries. In recent years, side-channel
detection, mitigation, and formal analysis have become active areas of research, with
numerous papers published on the topic. Here, we do not intend to survey all works
in this domain (an incomplete list can be found [120, 58]); rather, we focus on a few
selected works that are closer to our approach.

Leaks, such as timing information, have been exploited by side-channel attacks to
extract secret information from cryptographic implementations. These vulnerabilities
have been analyzed using formal methods, both static and dynamic. Various works,
including MaskVerif [25] and methodologies aimed at resilience against these leak-
ages, strive to maintain strong security properties for cryptographic implementations,
even in the presence of side-channel attacks. Furthermore, symbolic execution tech-
niques [99] have been employed to uncover potential side-channel vulnerabilities in
cryptographic implementations.

Cryptographic libraries have been the prime target of side-channel attacks, e.g.,
timing attacks. The constant-time (CT) paradigm mitigates these by ensuring con-
trol flow and memory accesses are independent of secret data under sequential exe-
cution [36]. High-assurance frameworks like Jasmin [141] and FaCT [154] use formal
methods, such as information-flow type systems, to enforce CT and produce verified,
efficient implementations.

However, Spectre attacks [102], exploiting speculative execution, challenge the CT
paradigm by leaking secrets even in CT-compliant code. Research has extended CT
to speculative constant-time (SCT) to protect against Spectre variants. Shivakumar et
al. [155] introduced a type system in Jasmin for SCT against Spectre-v1 with minimal
overhead using selective speculative load hardening. They have also addressed de-
classification issues under speculation, proposing relative non-interference (RNI) and
efficient countermeasures. Arranz Olmos et al. [141] extended this to all Spectre vari-
ants, including Spectre-RSB, with low overheads. Other approaches like Blade [169],
Swivel [134], and Serberus [131] offer protections but may rely on hardware or incur
higher overheads.

However, to the best of our knowledge, previous studies have not analyzed pro-
tocol implementations in the context of hardware leakages. This oversight neglects
the leakages that can arise from the interaction between cryptographic functions and
applications, namely, protocol implementations, which can also disclose secret infor-
mation. In this work, we propose a methodology designed to identify such leakages
and address this gap.

Comparison to Csec-modex Toolchain. Closely related to CryptoBap is Aizat-
ulin’s work [8, 9]. Analogous to our work, they also proved the soundness of their
approach, i.e., showed that all attacks present in the C code are preserved in the ex-
tracted IML models. The main difference between the two approaches is the fact that
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we target protocols’ binary. Moreover, compared to their approach, which can handle
only a single execution path, CryptoBap handles all execution paths of protocols, in-
cluding those that contain conditionals, bounded loops, and indirect jumps. More specifi-
cally, Aizatulin’s approach restricts the input programs to programs that have no “else”
branches and no loops. Conceptually, one may see this as irrelevant because one might
speculate that all paths outside the “main” part are not useful, i.e., they do not produce
network output, or at least none that reveals cryptographic information (e.g., error
codes). But this is still restrictive. First, many protocols are specified to produce net-
work output in error cases, for example, decoy messages in anonymity protocols or
error messages that are encrypted. Moreover, seemingly regular protocols have “else”
branches as part of their “main” message flow, once we look at them with the level of
detail necessary to analyze implementations. For example, cipher suite negotiation in
TLS must be formulated with multiple branches depending on the input message.

Also, their translation from C to C virtual machine (CVM)—the intermediate lan-
guage used for extracting the IML model of protocols—is not verified. This renders
relating the verified properties to the C implementation infeasible. Similarly, they ab-
stracted cryptographic libraries, attacker calls, and random number generation in their
verification. However, they do not formulate the requirements on the program under
the analysis explicitly. CVM already assumed to include primitives for library calls,
attacker calls, and random number generation—which are not primitives of the C lan-
guage. In this regard, CVM is fairly close to IML. Moreover, our translation into IML is
entirely different (a) because the input language has a more complex state and interac-
tion with the other IML entities and (b) because in contrast to Aizatulin’s approach, we
handle conditionals, hence our symbolic execution is not only a sequence of actions.
Finally, while they had to change the source code of protocols and add dummy func-
tions to flag the occurrence of events, CryptoBap automates releasing events during
symbolic execution and minimizes user involvement.

Our method is inspired by and builds on a line of work by Aizatulin et al. [9,
8]; Fig.8.1 highlights differences between the two approaches. We adopt their process
calculus intermediate model language (IML) and translation from IML to ProVerif and
CryptoVerif. However, we extract the IMLmodel from the machine code of protocols,
providing more reliable security guarantees that are independent of the compiler used
to generate the object code of protocols. We demonstrated the effectiveness of our
approach by covering the case studies of Aizatulin et al. [9], including the CSur case
study which they could not verify due to limitations of their framework in handling
network messages as C structures.

Both Csec-modex and CryptoBapmodel extractions to IML approaches build upon
computational soundness, which imposes stringent requirements on the use of cryp-
tography and protocols. Computational soundness is incredibly difficult to prove me-
chanically [119], whichwas themainmotivation for our general framework (see Part I),
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Figure 8.1: CryptoBap vs. Csec-modex

as it (a) enables us to avoid the detour via computational soundness and (b) enables
compositional proofs. Where both Csec-modex and ours explained in Sec.6.1 rely on
pen-and-paper proofs in the cryptographic model, we have a mechanized end-to-end
symbolic proof as showed in Sec.6.2.

Separation Logic. The line of works [153, 105, 142, 161, 13, 12] used separation logic
to analyze the implementation of security protocols. Sprenger et al. [161] introduced
a methodology where a protocol model is first formalized in Isabelle/HOL [145] and
then translated into I/O specifications, which are verified using separation-logic based
verifiers. Arquint et al. [13] extended this to the Tamarin verifier to enable verifi-
cation against Tamarin’s models. Follow-up work [12] stepped away from verifying
against the specification, and directly verified the protocol properties, which are stable
under concurrency, by building on a programming language that incorporates protocol
operations and modeling the attacker in that language.

Among those [161, 13, 12] used verifiers like Nagini [80] for Python, Gobra [174]
for Go, and VeriFast [97] for Java and C. Nonetheless, the soundness of these ap-
proaches depends on the correctness of utilized verifiers, including their dependencies
(e.g., Nagini relies on Viper [133]). In theory, they could be proven sound, but the lan-
guages are not ideal for formalized results. By contrast, BIR’s decompilation approach
already provides a formalized soundness results from lifting to symbolic execution
while covering machine code produced by compiling these languages.

Throughout this line of work [161, 13, 12], a translation function maps between
byte-level messages and DY terms (or an injective function in the other direction).
Therefore, our arguments in Sec. 3.1 apply. However, a cursory glance suggests that
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our general framework (i.e., the subject of Part I) might help with this, as their proof
structure likewise consists of a refinement step, followed by decomposition and trans-
lation to a verification language and their communication model builds on a (subclass
of) LTS and CSP-style parallel composition (with built-in translation).

Model Validation. Several formalisms were proposed for modeling distributed sys-
tems [52, 128, 164, 91], including a hierarchical modeling language and the hybrid pro-
cess calculus [52] that focuses on bisimulation notions and congruence results w.r.t.
parallel composition. Strubbe et al. [164] introduced a technique to deal with the non-
determinism in distributed systems, which was later extended by Meseguer et al. [128]
to handle the asynchrony of communications.

The methodologies in [128, 164, 91] required checking cross-system variable con-
sistency during communication due to shared variables. This direct impact of one
component’s actions on others poses a challenge. In contrast, our synchronization
method, introduced in Sec. 3.2, relies on events containing symbols. By avoiding the
reuse of symbols, cross-system consistency is not a concern for us. This improves our
approach’s efficacy and makes it ideal for modeling distributed systems.

DY Code Analysis. Similar to some of our case studies, DY ∗ [37] permits code analy-
sis w.r.t. a DY attacker, but for a high-level language (𝐹 ∗) that allows conducting proofs
using dependent types. Their DY attacker is formulated within 𝐹 ∗, whereas our frame-
work results apply to a DY attacker that may compose with other languages. Proofs
in their framework are internal to 𝐹 ∗, while we depend on the correctness of the pro-
tocol verifiers. [37, Sec. 1] discusses the trade-off in automation versus modularity.
DY

∗ is complemented by Comparse [170] which provides type combiners and lem-
mas to deal with packing and unpacking. These lemmas are proven at the bit-level,
solving (in many cases) the problems of limited bit-level reasoning and strong parsing

assumptions mentioned in Sec. 3.1 —although we emphasize that DY ∗ and Comparse
are not a multi-language composition, instead integrating the DY attacker as a library.
Instead of constructing the format types (and their proofs of validity), we extract the
formats using our symbolic execution as BIR-level terms. We translate those to DY
terms, possibly losing bit-level message confusing attacks should the deduction com-
biner be incomplete. The criteria in [170, Sec. 2] could be useful to judge the soundness
of this deduction combiner w.r.t. the message formats that are abstracted in this way,
i.e., w.r.t. a given (set of) implementations.

Comparison to CompCert. CompCert was also used to verify the multi-language
protocols at the assembly-code level [149, 162, 86, 87, 172, 160, 104, 140]. Among
others, [149, 162, 160, 104] achieved multi-language composition by enforcing a com-
mon interaction protocol across all languages, while [86, 87, 172, 140] enforce spe-
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Table 8.2: Selected approaches; Comp = Computational, No Parsing Assum. = No strict pars-

ing assumptions (see Sec.3.1)

Papers

Model
Origin

Attacker
Model

No Parsing
Assum. Formalized

Sprenger et al. [161] Required DY ✗ Isabelle/HOL
Arquint et al. [13, 12] Required DY ✗ —
Hahn et al. [91] Required Comp. ✓ —
Sammler et al. [150] Required Unbounded ✗ Coq
Bhargavan et al. [37] Code-based DY ✓ 𝐹 ∗

Wallez et al. [170] Code-based DY ✓ 𝐹 ∗

Bhargavan et al. [43, 40] Extracted DY / Comp. ✗ —
Aizatulin et al. [7] Extracted DY / Comp. ✗ —
This work (To IML) Extracted DY / Comp. ✗ —
This work (To Sapic

+
) Extracted DY ✓ HOL4

cific memory-sharing patterns, along with other restrictions, on the interaction be-
tween different components. In contrast, we neither depend on a common language
nor impose any restrictions on the interaction of components. Our proposed method
in Sec.3.2 uses symbols for communication and predicates over these symbols for rea-
soning, allowing the verification toolchain to understand this interaction.

Research onmulti-language semantics has explored translation between languages
using a wrapper [124, 5, 138, 150]. DimSum [150] is the most relevant to our work pre-
sented in Part I. DimSum’s wrapper-based composition (⌈·⌉1⇌2

) serves as a translation
tool between two components written in different languages as well as between a com-
ponent and the environment. Like Igloo [161], they reason about an arbitrary number
of languages communicating via events and build on CSP-style parallel composition
and translate between languages. Instead, we use a shared set of symbols to denote
equations and deduce relations between bitstrings in different languages. DimSum
requires 𝑚2 wrappers to facilitate communication of 𝑚 languages, suffering from a
complexity blow-up associated with compositional soundness. Our generic deduction
combiners (Sec.3.3) can remove this burden. For computational attackers, DimSum’s
composition does not support probabilistic semantics and it lacks a notion of runtime
bounds for attackers. As far as the DY model goes, the issues in Sec. 3.1 apply (e.g.,
there is no single suitable DY term that ⌈⌈senc(𝑚,𝑘)⌉T⇀BS + 0x1⌉T↽BS should give).

Table 8.2 compares selected works and our proposed approach in Part I.
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Conclusion

The increasing reliance on complex software systems for critical applications, particu-
larly cryptographic protocols, necessitates rigorous security analysis. As compiler op-
timizations can subtly introduce vulnerabilities and the sheer scale of modern protocol
code poses significant challenges, the traditional focus on high-level specifications of-
ten falls short. This thesis set out to address the critical need for a robust and scalable
framework to analyze and verify cryptographic protocol implementations directly at
the binary level, thereby bridging the gap between theoretical security properties and
their real-world assurance on deployed hardware.

Our core contribution, CryptoBap, represents a significant advance in this domain.
By enabling the automated extraction of formal models from low-level binaries for
ARMv8 and RISC-V architectures, CryptoBap provides the foundational capability to
verify essential security properties such as authentication, secrecy (weak and forward),
and post-compromise security. We formally demonstrated the semantic preservation
of these extractedmodels, establishing a sound basis for transferring verified properties
back to the computational setting, thus ensuring that our analyses faithfully reflect
the behavior of the original binaries. Furthermore, our novel multi-language symbolic
parallel composition framework enables modular and scalable analysis of complex,
heterogeneous systems, supporting end-to-end correctness results by preventing lossy
translations inherent in traditional approaches.

Beyond functional correctness, a crucial innovation of this work lies in integrating
resilience againstmicroarchitectural attacks. By extendingCryptoBapwith hardware-
induced leakagemodels and incorporating tools like Ghidra and provers such asDeepSec,
we developed amethodology to analyze real-world protocols for subtle, implementation-
level side-effects. This extended capability allowed us to uncover significant vulner-
abilities in a widely used protocol like WhatsApp, including a privacy-compromising
social graph inference attack via side-channel leakage, a post-compromise security vi-
olation under a clone attacker model, and critical functional discrepancies between
its specified design and actual implementation. These findings underscore the inher-
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ent limitations of specification-based analyses and highlight the critical importance
of our binary-level approach for uncovering vulnerabilities in closed-source software
that would otherwise remain undetected.

In summary, this thesis has provided a comprehensive and highly adaptable frame-
work for binary-level cryptographic protocol analysis, pushing the boundaries of what
is achievable in verifying the security of real-world implementations. By unifying
advances in symbolic modeling, formal verification, and side-channel resilience, our
work offers a solid and scalable foundation not only for further academic research
but also for practical applications in securing critical software, ultimately enhancing
the trustworthiness of digital communications and systems. The methodology devel-
oped herein provides a powerful paradigm for understanding and mitigating complex
threats arising from the intricate interplay between code, compilers, and hardware,
thereby contributing to the development of more secure and resilient software ecosys-
tems.

9.1 Outlook

Finally, we discuss open challenges, some limitations of our methodology and its prac-
tical applications, and promising directions for advancing knowledge in this field.

Soundness of Model with Observations. Regarding soundness of models with ob-
servations, transpilation from assembly to BIR and symbolic execution remain sound,
although we lack formal proofs validating our translation (see section 5.3.3). Since our
primary objective with the proposed methodology is attack detection, this is accept-
able, as attacks can be manually validated if false positives remain manageable. How-
ever, a positive security result from DeepSec cannot be fully trusted. For instance,
we obtain a verification result for the strong secrecy of the master key (initial root
key) derived during WhatsApp’s session initialization with DeepSec, but refrain from
reporting it as we cannot be sure it would hold.

Symbolic execution is usually only shown sound, but it is possible to show its com-
pleteness w.r.t. assignments consistent with a path condition. If the subsequent trans-
lation step can be shown to maintain that pattern, we should be able to show that a
symbolic equivalence between the translated processes implies a concrete trace equiv-
alence as long as (symbolic) traces with consistent assignments are only mapped to
(symbolic) traces with consistent assignments. In our concrete application, this could
be achieved by revealing the path constraints in the trace, as the program is compared
to itself and thus the conditionals are observed through the PC observations.
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Component Selection via Ghidra. Currently, WhatsApp components are manually
identified in Ghidra through: a) preserved function symbols from its binary that cor-
respond to the Signal protocol, and b) components interaction with the crypto library
and network I/O, both of which can be systematically recognized [127]. In principle,
information-flow analysis could be used to identify relevant components automatically
by utilizing existing works such as [127] for crypto library and network I/O detection,
and over-approximating the other component by treating all incoming inputs as po-
tentially arbitrary.

Mitigation Against Side-channel Attacks. Side-channel attacks can be mitigated
either through code-level constant-time rewrites, which involve removing secret-depe-
ndent branches and equalizing memory accesses, or by removing the cache channel,
for example, via partitioning or flushing during context switches. Implementations
that deploy appropriate mitigations, such as cache isolation or partitioning or flushes,
would not be vulnerable under our model. Our toolchain is capable of analyzing the
soundness of code-level mitigations: we re-extract the binary and execute DeepSec
equivalence under Mct and subsequently Mspec . However, our current toolchain is
unable to verify fence-based mitigations or hardware and operating system defenses,
as this would necessitate extending the existing semantics and observation models.

Limitations of Protocol Verification Tools. The models we extracted reach the
limit of what state-of-the-art verifiers can handle automatically. However, note that
even some hand-written (and hand-optimized)models hit this limit, such as the Tamarin
models for TLS 1.3 [67], WPA2 [69], 5G [66] and SPDM [65], which take between two
hours and several days to verify, even with manually written lemmas and partially
hard-coded proofs. TLS, in particular, pushes the boundaries, using 100GB of RAM
and a day to validate (not generate) a proof over 1 million lines long. Over the past
decade, these tools have made significant progress in handling more complex proto-
cols, but scalability regarding the representation of the protocol (i.e., the number of
rules) has not been the main focus. This is because (a) most models are created by re-
searchers familiar with the tools, (b) for scientific publication, having a clever model-
specific abstraction or manual proof intervention provides an advantage. Instead, our
approach would benefit from improved scalability of these tools along with methods
for decomposition, which currently, none of these tools support.

Furthermore, the problem of deciding secrecy is generally undecidable [130] even
in dedicated protocol specification languages whose semantics are designed for verifi-
cation. Hence, the verification tool at the backend must necessarily sacrifice automa-
tion or completeness. In practice, ProVerif sacrifices completeness but verifies many
typical protocols. It is as easy to construct programs that are not recognized as se-
cure by ProVerif as it is to write programs that purposefully break our abstractions
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in symbolic execution (e.g., by using a randomly generated key to guide the control
flow).

Dependence on Cryptographic Libraries. Additionally, our analysis assumes that
the cryptographic library correctly adheres to the Dolev-Yao model. If the implemen-
tation deviates from this model, whether due to bugs, unforeseen cryptographic weak-
nesses, or side-channel vulnerabilities, our results may not hold. This assumption puts
trust in the correctness of cryptographic primitives, which is not always true in real-
world scenarios.

Applicability Constraints. Finally, there are practical limitations regarding appli-
cability. Our approach requires that the target application uses a known and trusted
cryptographic library and that its machine code is available for inspection. For certain
applications, such as e-passport implementations, external researchers do not have ac-
cess to the machine code, only standardization bodies do. While WhatsApp employs
some basic obfuscation techniques, we were nevertheless able to perform ameaningful
analysis. However, an application using targeted obfuscation techniques specifically
designed to defeat our toolchain might succeed in evading analysis, though such de-
liberate obfuscation would likely raise suspicion.
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